H¢ thong Bio hiém 16i cho BIC - CAc tiéu chi danh gia dé lra chon giai phap va nha thau
BIC Insurance Core System - Evaluation criterias for selecting solutions and bidders

Phu luc - Yéu cau vé cong nghé (Technical Requirements)

Bidder Requires
perform Bidder to
Detail self- . self-propose/
Capability A % Mandatory/ point/ | evaluation ERp LA present/
ID Detail Requirement Yéu cau chi tiet R .2 / A A 5
Bundle Optional Pieém / Gii thich Yéu cau nha
i} Nha thau thau tu de
tu danh xuat/ trinh
gia bay
(1) 3) “ 5) ©) M (®) ©) (10)
0. General Product Configuration Céu hinh san phlem
Requirements/
Yéu ciu chung The system allows business users to create and He thong cho phép ngudi dung nghiép vu tao va M 6
R R . sira d0i thong tin trong cic san phim bao hiém
modify information in insurance products using a
. . . bang giao dién nguoi ding ma khong can coding.
user interface without coding. A 1% ; o .S y
. He¢ thong cho phép nguoi dung nghiép vu thiét
The system allows business users to set up or N P, . L.
1 .. 1ap hoac tai sir dung quy trinh underwirting cho
reuse underwriting processes for products san pham
The system allows business users to set up rules 1 PY . AR a 1
. . . Hé thong cho phép nguodi dung nghiép vu thiét
and formulas to determine rating/scoring for A s SN .o
lap cac quy tac va cong thirc xac dinh
products . . X %
rating/scoring cho san pham
Integration Capability Tich hop
- The system must provide full integration - Hé thong phai cung cap day du cac co ché tich M 8
mechanisms to serve the integration needs of hop phuc vu nhu cau tich hop cua cac ing dung
applications outside BIC's core, including but not | ngoai core cua BIC, bao gom nhung khong gidi
limited to: Restful API, Messaging (Kafka/ han cac co ché: Restful API, Messaging (Kafka/
RabbitMQ/ ActiveMQ, etc.), ETL, File. RabbitMQ/ ActiveMQ..), ETL, File.. ’
- The system must be able to be customized to - H¢ thong phai c6 kha nang customize dé tich
integrate with applications outside BIC's core hop véi cac ung dung ngoai core cua BIC tudn
2 according to the integration mechanisms provided theo cac co ché tich hgp ma timg tng dung cung
by each application, including but not limited to: cép, bao gdm nhung khong gidi han céc co ché :
Restful API, Messaging (Kafka/ RabbitMQ/ Restful API, Messaging (Katka/ RabbitMQ/
ActiveMQ, etc.), ETL, File, etc. ActiveMQ..), ETL, File..
- The system must provide full Restful API for - Hé théng phai cung cap day du Restful API cho
features on the system including but not limited cac tinh nang trén hé thong bao gdm nhung
to: Quotation, policy issuance, policy khong gidi han: Chao phi, cip don, quan ly don,
management, payment, Compensation, thanh toan, Boi thuong, Tai bao hiem, thém/ sura/
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Reinsurance, adding/ editing/ deleting users of
user groups and assigning permissions to
users/user groups.

- The system cannot automatically retry to
process API requests or automatically retry to
process the transmission and reception of

messages (messaging) and files when errors arise,

but needs to have a mechanism to log and notify
and warn users of the system to investigate the
cause.

- Ensure compliance with connection control
principles (limit the number of connections,
implement keep-alive, use connection pool, etc.)
during the process of enabling/disabling
connections and have a plan to handle retry when
there is an error of Unable to connect or timeout.
- During integration processing, the system needs
to set timeout parameters and handle timeout
eITorS.

- The system needs to provide ready integration
with Al & ML processing systems that BIC will
invest in later when handling underwriting, fraud
detection, etc.

x6a nguoi dung nhom ngudi dung, phan quyén
nguoi dung/nhém nguoi dung..

- Hé théng khong dugc tw dong retry xir Iy cac
lan goi API (API request) hay tu dong retry xir 1y
viéc truyén nhén cic message(messaging), file
khi ¢6 16i phat sinh, ma can c6 co ché ghi log va
thyc hién thong bdo, canh bao dén nguoi ding
quén tri hé théng dé didu tra nguyén nhan

- Dam bdo tuan thu cac nguyén tac vé kiém soat
Kkét n01( gidi han b lugng connection, thuc hién
keep-alive, sir dung pool connection..) trong qua
trinh d6ng/mé két ndi va c6 phuong an xir 1y
retry khi c6 16i khong két ndi dugc hodc timeout.
- Trong qua trinh xir 1y tich hop , hé théng can
thiét 1ap tham s timeout va xir 1y 161 timeout

- Hé théng cin cung cip kha ning sin sang tich
hop v6i cac hé théng xir Iy AI& ML ma BIC s&
déu tu sau nay khi xir Iy underwriting, fraud
detection..

Master data management

Quan ly danh muc

The system needs to be able to customize to add
additional category management functions
including but not limited to:

+ Agent management

+ Broker management

+ Service resources management

+ Medical facility management

+ Garage and showroom management

+ Insurance company management

.. to provide information to serve Client
Relationship Management requirements.

The system needs to provide out of the box
features or be able to integrate with non-Core
systems at BIC such as DataLake to provide 360-
degree viewing of client information.

Hg thong can cé kha nang customize dé bo sung
thém c4c chirc ning quéan ly danh muc bao gdm
nhung khong gidi han:

+ quan ly dai ly

+ quan ly moi gidi

+ quan Iy ngudn dich vu

+ quan Iy co s ¥ té

+ quan ly garage showroom

+ quan Iy cong ty bao hiém

..nhim cung cap théng tin phuc vu yéu cau vé
Quan ly quan h¢ khach hang.

Hé théng cén cung cap tinh nang san c6 hodc cb
kha nang tich hop vdi cac h¢ thong ngoai Core tai
BIC nhu DataLake dé cung cép chirc ning xem
360 d6 thong tin v& khach hang

Process management

Quan ly quy trinh

The system provides out of the box features that
allow users to set up rule engines and workflow,
or the system must provide full integration

Hé thong cung cap tinh nang sin c6 (out of the
box) cho phép nguoi ding thiét 1ap cac quy tic
(rule engine) va quy trinh lam viéc (workflow)
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mechanisms and customization capabilities to
integrate with BIC’s BPM system.

hodc hé thong phai cung cap day du cac co ché
tich hop va c6 kha nang customize d€ 6 the tich
hop vai hé thong BPM cuia BIC

Document Management

Quan 1y tai liéu

The system provides out of the box features for
document management or the system must
provide full integration mechanisms and
customization capabilities to integrate with BIC's
ECM system.

Hé théng cung cip tinh ning sin co (out of the
box) cho quan ly tai liéu hodc hé thong phai cung
cép day di cac co ché tich hop va c6 kha ning
customzie dé tich hop vé6i hé thong ECM cua BIC

Report processing

Xir ly bao cdo

The system needs to provide a data
synchronization mechanism via ETL or near real
time data synchronization tools such as Oracle
Golden Gate/ Debezium, etc., to provide data for
reporting features on BIC's DataLake or the
system needs to perform data processing on a
database other than the database running in the
Production & HA environment to ensure it does
not affect system performance.

He¢ thong can cung cip co ché dong bo dit lidu
qua ETL hodc céc cong cu déng bo dir liéu near
realtime nhu Oracle Golden Gate/Debezium.. dé
cung cép dit lidu cho cac tinh ning béo cdo trén
DatalLake cua BIC hoac hé théng can ¢6 thuc
hién viéc xu ly dir liéu trén mot CSDL khac véi
CSDL dang chay trén moi truong
Production&HA dé dam bao khong anh huong
hiéu ning cta hé thong

Application architecture

Kién tric éng dung

The system must meet the requirements of being
deployed on public/ private cloud and on-premise
environments

Hé thong phai dap Gng yéu cau trién khai duoc
trén moi trudng public/ private cloud va on-
premise

The system is designed to meet requirements
including but not limited to:

- Ensuring horizontal scalability with components
that will receive and process business requests,
ensure vertical scalability with components that
relate to database

- Ensuring independence between parts of the
system, for example: the quotation and policy
issuance components may appear errors and stop
working, but the compensation processing
component still operates normally

Hé théng duogc thiét ké dé dap ing cac yéu ciu
bao gdm nhung khong gi6i han:

- bam bao kha néng mo rong theo chidu ngang
V6i céc cAu phan tiép nhan va xir 1y céc yéu cau
nghiép vu, ddm bao kha ning mo rong theo chidu
doc vdi cac cdu phan lién quan dén co sé dit lidu
- Dam bdo tinh ddc 1ap gilra céc phan trong h¢
thong, vi du: cdu phén chao phi, cip don <o thé
xudt hién 15i va dimg hoat dong nhung c4u phén
xir Iy bdi thuong van hoat dong binh thuong

The bidder must provide the solution for BIC
about system management , meeting requirements
including but not limited to:

- solution has capability for deploying/
undeploying/ starting/ stopping applications/ web
services/ modules..

- solution provides GUI for administrators

- solution has capability for incident
management: report, warning..

Nha thau phai cung cdp cho BIC gidi phap quén
ly hé thong, dap tmg cac yéu cau bao gdm nhung
khong gidi han:

- Gidi phép c6 kha ning trién khai/huy trién khai/
khoi dong/ ding tmg dung/web services/cau
phan...

- Giai phap cung cép GUI cho quén trj vién

- Gidi phép c6 kha nang quan 1y sy ¢d: béo céo,
canh bdo...

3/109




- solution has capability for monitoring system:
report, warning..

- Giai phap c6 kha ning giam sat hé thong: bao
c4o, canh bdo...

System performance

Hiéu nang cuia hé théng

The system has good load capacity, processing a
large number of transactions at a time, minimum
response:

- Capable of managing 4,500 users, expected
growth rate 10%/year

- Capable of supporting 2,000 concurrent users,
expected growth rate 10%/year

Heé thong c6 kha ning chiu tai tot, xir 1y s6 luong
16n giao dich trong mot thoi diém, dap vng toi
thiéu:

- Co kha nang quan 1y 4,500 nguoi dung, mirc
tang truong du kién 10%/nam

- C6 kha nang hd tro 2,000 ngudi ding sir dung
ddng thoi, mirc tang truong du kién 10%/nam

10 - Allows creating 10,000 insurance policies - Cho phép tao 10,000 don bao hiém trong vong 5
within 5 hours, maximum 5 seconds for each gio, toi da 5s cho mdi lan xir ly yéu cau
synchronous request/response request. request/response mang tinh déng bd
- Expected policy growth rate: (synchronous request/response) )

+ Traditional policies: 20%/year - Mirc téng truong don bdo hiém du kien:

+ Digital channels such as + Tong s0 don truyen thong: 20%/ndm
web/mobile/bancas/micro insurance policies: + Tong s6 don xuat phat tir cac kénh s6 nhu
15%/year web/mobile/bancas/micro insurance: 15%/nam

1. Application The Bidder's solution needs to provide a web Giai phap cua Nha thau can cung cap Umg dung
Architecture/ 11 application for users who are BIC staff at HO and | web dé cho ngudi dung la can b ctua BIC tai
Kién tric ing brands to perform operations. HSC va cac CTTV thuc hién tac nghiép
dung . . . Hg thong can cung cap cau phan Mid-Office la
The system needs to provide a Mid-Office is a , ok Ao 1A
. S ) ung dung web/mobile/cau phan tich hop voi hé
web/mobile application/component integrated £ L. P A
12 . 4 . thong Call Center cung cap cac chlic nang vé
with the Call Center system providing client care <2 . R 1A = A
. . . cham soc khach hang cho can by BIC hoac nhan
functions for BIC officers or client service staff. A L . s
vién cham soc khach hang
The system need§ to.p rovide a F’ront.-Ofﬁce: 'S a Hé théng cin cung cip ciu phan Front-Office: 1a
web/mobile application for BIC’s clients/officers/ | |, . . X A
ung dung web/ mobile cho khach hang/can bo
agents /brokers/ partners to use to perform , A Sa ,
. ] . . ctua BIC/dai ly/moi gidi/doi tac ciia BIC st dung
13 functions such as: processing compensation X . , . .
h . de thyc hién cdc chirc nang nhu: xtr ly gidm dinh

assessments, creating compensation requests,

. i . bdi thudng, tao yéu ciu bodi thuong, chao phi cap
quotation and policy issuance from outside the
) L . don tir ngoai internet, mua bao hiém truc tuyén..
internet, buying insurance online, etc.
Backend of the system must be developed based Backend cua hé théngrphéi dugc phat trién dwa
on the latest version of Java or .NET or any trén phién ban méi nhat cua Java hodc NET hodc

14 technology platforms at the time of go-live of the | bat ky nén tdng cong ngh¢ nao tai thoi diém hé
system. thong di va‘lg hoat dong.

The vendor should declare the technology used Nha cung cap phai khai bdo cong nghé dugce sir
during the bid submission dung trong qua trinh nop thiu.
The system is designed to support microservices , | Hé thong co thiét ke dé hd trg cac microservice,

15 which must at least ensure: trong do tdi thiéu cin dam béo:

- Backend of the system must be designed as

- Backend ctia h¢ thong phai dugc thiét ké thanh
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microservices

- Ensure that if one microservice stops working,
other microservices still work or are minimally
affected

- Ensure horizontal scalability (scale up) to meet
system load requirements

cac microservice

- Pam bao néu 1 microservice dung hoat dong thi
cac microservice khac van hoat dong hodc bi anh
huéng & mire ti thiéu

- Bam bdo kha ndng mo rong theo chiéu ngang
(scale up) de dap u'ng yeu ciu vé tai cta hé thong

The system needs to have components to handle
the integration needs of non-core systems at BIC
as well as connect components in the system,
which at least includes

Hé théng cin c6 cdu phan phuc vu xir Iy cac nhu
ciu tich hop ctia cac hé théng ngoai Core tai BIC
cling nhu ket nbi cac cau phan trong hé théng
trong do t01 thiéu bao gdm

16 + Providing Restful API for non-Core systems at | + Cung cap Restful API cho cac hé thong ngoai
BIC integrated Core tai BIC tich hop '
+ Provide periodic jobs to process data/business + Cung cap job chay dinh ky dé xur ly dir liéu
requirements /y€u cau nghi¢p vu
The system needs a front end layer for users at Hg thong can co 16p front end d€ nguoi dung tai
17 BIC to perform the functions as described in the BIC thyc hién cdc chirc néng nhu trong ndi dung
business requirements. yéu cau nghiép vu dd mo6 ta
If the system has a web-serverside application, Néu h¢ thong co Umg dung web-serverside thi céc
the application servers to deploy that web- application server d¢ trién khai web-serverside do
serverside must be on the permitted lists at BIC, phai nam trong cac danh sach dugc phép ap dung
including but not limited to: tai BIC, bao gom nhung khong gidi han:
18 + Apache Tomcat + Apache Tomcat
+ Oracle Weblogic + Oracle Weblogic
+ IBM Websphere Application Server + IBM Webshere Application Server
+ Wildfly + Wildfly
+ Microsoft IIS + Microsoft IIS
If the system has a web-client side application, Néu h¢ thong co Ung dung web-clientside, cac
that web-clientside development languages must ngodn ngit phat trién web-clientside d6 phai nim
be on the list of allowed languages at BIC, trong danh sach dugc phép ap dung tai BIC, bao
19 . . .. N A o
including but not limited to: gom nhung khong gidi han:
+ React JS + React JS
+ Angular/Angular JS + Angular/Angular JS
[fthe system has a mobile app llcathn, the . Néu hé théng c6 tng dung mobile, cic ngdn ngit
languages used to develop that mobile application iR T a4y
. phat trién mg dung mobile d6 phai nam trong
must be on the list of languages allowed to be . . . Iy
. . . o . danh sach dugc phép ap dung tai BIC, bao gom
applied at BIC, including but not limited to: R . .
. . nhung khong gidi han:
20 + Android native . ;
. . + Android native
+ 108 native . .
. +10S native
+ Languages that allow cross-platform mobile , A - , R .
app development: React Native, C#, Flutter. * Cédc ngbn nglt cho phép pht trién mobile app
Kp(?l tin p ’ Y ’ cross-platform: React Native, C#, Flutter, Koltin
21 All business logic processing functions in the Moi churc nang xur 1y logic nghiép vu trong hé

system need to provide corresponding Restful

thng déu can cung cp Restful API tuong (g va
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API and clear, easy-to-understand, complete
specification documents to serve integration with
non-Core systems at BIC.

tai ligu dc ta rd rang, dé hicu, day du dé phuc vu
viéc tich hop véi cac hé thong ngoai Core tai BIC

The system needs to have a data design that can

Hé thdng can co thiét ké dir lidu dé c6 thé xt 1y

22 handle OTLP and OLAP separately so as not to OTLP, OLAP riéng biét dé khong gy anh hudng
affect system performance. den hi¢u nang hé thong
The Bidder needs to provide a roadmap to Nha thau can cung cap roadmap d€ nang cap hé
upgrade the system within a minimum of 5 years | thong trong vong t6i thiéu 5 nam
The Bidder needs to provide clear and complete Nha thau can cung cap day du rd rang céc thong
23 policy information for the system when not tin chinh sach d6i véi hé thong khi khong nang X
upgraded, including cap bao gom )
+ Policy information when the system is no + Thong tin chinh sach khi hé thong khéng con
longer supported by the Bidder dugc ho tro tir nha thau )
+ Policy information on system maintenance + Thong tin chinh sach vé bao tri hé thong
The solution must ensure that system Giai phap phai dam bdo viéc béo tri, cap nhét,
maintenance, updates, and modifications can be chinh stra h¢ thong c6 thé tién hanh theo tirng
24 ; . . . . . LA A s , Y
performed on each microservice without affecting | microservice ma khong gay anh hudng dén cac
other microservices. microservice khac _
The solution allows BIC to proactively edit Giai phap cho phép BIC c6 thé chii dong chinh
25 functions without depending on the Bidder. The stra cac chuc nang ma khong phu thugc vao nha X
Bidder describes in detail how this requirement thau. Nha thau mo ta chi tict cach thie dép ung
will be met. yéu cau nay.
2. Coriﬁgu‘ratlon/ The system allows minimum parameter Hé théng cho phép chu hinh tham sé t5i thiéu
Cau hinh configuration at the following levels: L
Operating system parameters, installation theo cdc mirc 46 sau: ;
26 pe g5y p ’ .. Tham s6 vé hé diéu hanh, tham s0 mdi truong cai
environment parameters, general application < < . «
. dat, tham so0 chung ctia ing dung, tham so cho
parameters, parameters for each insurance . A 2
) tung nghiép vu bao hiém
operation
The system must provide a graphical user Hé¢ thong phai cung cip giao dién ngudi ding
interface (GUI) to configure general application T A 1y £ C
27 . (GUI) dé cau hinh tham so chung cua ng dung
parameters and parameters for each insurance R £ | I y 1A
. va tham so cho tirng nghi¢p vu bao hiem
operation.
When changing system parameters, the need to Khi thay ddi cac tham s6 hé thong phai han ché
28 restart the server or service must be minimized. toi da viéc phai khdi dong lai may chu hodc X
The Bidder is requested to present detailed service. D¢ nghi nha thau trinh bay chi ti€t quy
procedures when changing parameters. trinh khi thay d6i tham so.
The system allows configuration of operating He¢ thong cho phép cau hinh tham s6 v€ hé dicu
system and installation environment parameters hanh, moi truong cai dat bao gom nhung khong
including but not limited to: gi6i1 han:
29 - Set up resource allocation parameters for the - Thiet 1ap cac tham so cap phat tai nguyén cho

application/module: RAM, CPU, storage
capacity, etc.
- Configure components in the SIT environment,

ung dung/ module: RAM, CPU, dung lugng luu
tri. ..
- Thiét I4p cu hinh cho céc ciu phan trong moi
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UAT environment and Production environment.
- Declare the number of threads/processes
operating on the system for the multi-thread/
multi-process processing component

- The system allows system parameter
configuration (etc: Heap size, thread pool,
connection pool...)

truong SIT, moi truong UAT va moi truong
Production.

- Khai béo sb 1u6ng/ tién trinh duoc hoat dong
trén hé thong déi voi céu phan xir 1y da ludng/ da
tién trinh

- Hé thong cho phép thiét 1ap cac tham sb hé
thdng (vi du nhu Heap size, thread pool,
connection pool...)

The system allows configuration of general
application parameters including but not limited
to:

- Configure database connection parameters

- Configure parameters to enable or disable data
caching

- Set the timeout parameter during
connection/API call.

Hé théng cho phép cdu hinh tham sé chung cua
g dung bao gdm nhung khong giéi han:

- Cau hinh tham s6 két néi co s& dit liéu

- C4u hinh tham sé bét tit caching dit liéu

- Thiét 1ap tham s timeout trong qua trinh két
nbi/goi API.

- C4u hinh chinh sach mat khiu

30 - Configure password policy - CAu hinh thay d6i c4c yéu ciu phi chirc ning;: vi
- Configure changes to non-functional du da ngén ngit, dinh dang kiéu sb, quy tic lam
requirements, such as multi-language, number tron. ..
format, rounding rules, etc. - C4u hinh c4c dinh dang file, dung luong file...

- Configure file formats, file sizes, etc., uploaded | dugc upload 1én h¢ théng

to the system - CAu hinh quan 1y thong bao/canh bao, vi du :ndi
- Configure notification/warning management dung, thoi gian, tan suit...

such as content, time, frequency, etc.

The system allows configuration of parameters

for insurance operations, including but not Hé théng cho phép cdu hinh tham sé cho nghiép
limited to: vu bao hiém bao gdm nhung khong gidi han:

- Declare parameters in the form of categories - Khai bao cac tham s dudi dang danh muc bao
including but not limited to: vehicle type, vehicle gf")m nhung khong gidi han: loai xe, hang xe, hi¢u
brand, vehicle model, risk group, industry code, xe, nhom rui ro, md nganh nghé, phwong tién van

3 means of transportation, port code, exchange rate, | chuyén, mi cang, ty gia, loai tién té...
currency, etc. - Khai bao phan cap, phan quyén duyét cua nguoi
- Declare hierarchy and user approval rights ding theo timg nghiép vu, ddi tuong. ..
according to each operation, subject, etc. - Khai bao thong tin san phdm/ biéu phi/ biéu
- Declare product information/premium méu bao hiém
schedule/insurance form - Chu hinh tham sb cho phép xir Iy tur déng cac
- Configure parameters that allow automatic tinh ning lap bang ké, hach toan, xuat hoa don...
processing of listing, accounting, invoicing, etc.

The system allows configuration of workflows Hg thong cho phép cau hinh quy xir 1y trinh
and rule engines nghiép vu, quy tic nghiép vu

32 - Configure rule engines including but not limited | - C4u hinh céc quy tic nghiép vu (rule engine)

to: premium calculation formula, validity period
for quotations, accounting book closing date, etc.

bao gdm nhung khong giGi han: cong thirc tinh i
phi, thoi han hiu lyc cho ban chao, ngay dong so
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- Configure workflows including but not limited
to: exploitation, payment, compensation, etc.

ke toan..

- CAu hinh cac quy trinh xtr 1y nghiép vu
(workflow) bao gom nhung khong gisi han: khai
thac, thanh toén, bdi thuong..

3. Messaging and
Integration
Services &

Architecture/
Kién tric va

Dich vu Tich hop

va Tin dién

The Core system has the ability to integrate with Hé thong c6 kha ning tich hop véi Word, Excel 8
Word and Excel in creating forms so that when trong viéc tao ra cac mau biéu dé khi in, dir liéu
33 printed, data from policies, quotations, tir don, ban chao phi, hd so bdi thuong... c6 thé
compensation records, etc., can be filled in the dugc dién vao cc trudng thong tin trong miu
information fields in the form. bidu
Requirements for integration with BIC’s Yéu céu tich hop véi cic hé thong ing dung
application systems cia BIC
(detailed requirements are described in the (chi tiét yéu cAu dwge m ti trong Phu luc
attached Appendix ""Requirements for "Yéu ciu tich hop hé théng core va cac hé
integration of core system with BIC systems"): | théng ciia BIC")
Requirements for integration with BIC's Yéu cau tich hop vdi hé thong Ké toan ctia BIC 13
Accounting system, including but not limited to bao gdm nhung khong gisi han
- The Core system can push detailed or general - Hé théng Core co thé ddy cac thong tin but toan
34 accounting information to BIC's Accounting chi tiét hodc tong hop sang phan mém Ké todn
software via API or messaging mechanism. cta BIC thong qua API hodc co ché messaging
- The Core system can push accounting account - Hé thong Core c6 thé diy céc théng tin danh
category information to BIC Accounting software | muc tai khoan ké toan sang phan mém K¢é toan
via API or messaging mechanism. ctia BIC théng qua API hodc co ché messaging
Requirements for integration with BIC’s Payment | Yéu cau tich hop voi hé thong Thanh toan cta
system, including but not limited to BIC bao gém nhung khong gi6i han
- Payment of receivables (original insurance - Thanh toan cac khoan phai thu (phi bao hiém
premiums; third party collections, co-insurance gdc; thu doi nguoi thir 3, thu doi déng bao hiém;
collections, reinsurance collections, etc.) thu doi tai bao hiém. . B
+ The Core system can automatically push + Hé thdng Core c6 thé ty dong diy thong
information/provide API for querying accounts tin/cung cip API vén tin cac khoan phai thu sang
receivable to BIC’s payment system. hé théng thanh to4n cua BIC
+ The Core system provides an API to + Hé théng Core cung cip API dé tao/sira théng
create/update accounts receivable information tin cac khoan phai thu
35 + The Core system provides an API to settle + Hé théng Core cung cip API dé tit toan cac

accounts receivable and perform accounting
- Payment of payables (agency commissions;
client compensation payments; coinsurance
payable; reinsurance payable, etc.)

+ The Core system can automatically push
information/provide an API to query payment
requests for approved payables

+ The Core system can automatically push
information/provide an API to query accounts
payable to BIC's payment system.

khoén phai thu va thyc hi¢n hach toan ké toan

- Thanh toan cac khoan phai tra (hoa hong dai ly;
chi tra bdi thuong cho khach hang; phai tra dong
bao hiém; phai tra tai bao hiém...)

+ Hé théng Core c6 thé tw dong ddy théng
tin/cung cip API vén tin cac d& nghi thanh toan
cho céc khoan phai tra da dugc phé duyét

+ Hé théng Core c6 thé tw dong ddy théng
tin/cung cip API vén tin cac khoan phai tra sang
hé théng thanh toén ctia BIC
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+ The Core system provides an API to
create/update accounts payable information
+ The Core system provides an API to settle
accounts payable and perform accounting

+ H¢ thong Core cung cap API d¢ tao/stra thong
tin cac khoan phai tra

+ Hé théng Core cung cip API dé tit toan cac
khoan phai trd va thuc hi¢n hach toan ké toan

Requirements for integration with BIC's Invoice
system, including but not limited to

- Integrate the Invoicing system for insurance
customers

+ The Core system provides an API to query
insurance premium payment information
according to contract payment periods

+ The Core system provides an API to update
invoice status for contract payment periods

Yéu ciu tich hop voi hé théng Hoa don cua BIC
bao gdm nhung khéng gi6i han

- Tich hop hé théng Xuat héa don cho khach
hang mua béo hiém

+ Hé thdng Core cung cap API dé truy vén théng
tin thanh toan phi bao hiém theo cac ky thanh
toan hop ddng

+ Hé théng Core cung cip API dé cap nhat trang
thai xudt hoa don cho cac ky thanh toén cua hop

36 - Integrate invoice warehouse system from ddng
partners o A K . o aAs
+ The Core system needs to integrate with the TICP h‘ip he thon% KI}O hoa dor}'tuAcacAdm tac
. + H¢ thong Core can tich hop v6i hé thong Kho
Invoice Warehouse system from partners to , NV B SN -
LT . . hoéa don tir cac doi tac de lay thong tin cac hoa
retrieve invoice information for compensation A
processing don phuc vu xtr 1y boi thuong i
. ‘ +Ha th s 1A - A oA .
+ The Core system can automatically push used . He th0n~g ?ore c6 the u{ dc_)ng‘fiay thong tn A
T . . hoéa don da st dung cho ho so boi thuong sang hé
invoice information for claim records to the % . s aRis 22 A A
. thong Kho hoa don tir cac doi tac dé cap nhat
Invoice Warchouse system from partners to trang thai cac hoa don sang trang thai da sir dun
update the status of invoices to used status. ang g frang Hne
Provides integration for the reinsurance function Cung cép kha nang tich hop cho chirc ning tai
with systems outside of Core, including but not béo hiém vdi cac h¢ thong bén ngoai Core, bao
limited to gom nhung khong gidi han _
- The Core system can automatically push SOA - He thong Core 6 thé tw dong ddy cdc thong tin
37 information to systems outside the Core cac SOA sang cac h¢ thong bén ngoai Core
- The Core system provides APIs to receive SOA | - Hé thong Core cung cap API d€ nhén thong tin
information from systems outside the Core cac SOA tr cac hé théng bén nggéli Core
- The Core system provides an API to be able to - H¢ thong Core cung cap API dé co thé tao/stra
create/edit reinsurance payment requests (offset) d€ nghi thanh todn tai bao hiém (offset) tir cac hé
from systems outside of Core thong bén ngoai Core
Requirements for integration with BIC's Yéu cau tich hop hé théng Quan 1y an chi cua
Certificate (Printed Paper) Management system, BIC bao gom nhung khong gidi han
including but not limited to - He thong Core cung cap API d€ h¢ thong Quan
- The Core system provides an API so that BIC's ly an chi ctia BIC 0 the tao/stra/huy don twong
33 Printed Paper Management system can create/ tung cac thao tac tao/stra/htly véi cac an chi da

update/ cancel policies corresponding to the
creation/ editing/ cancellation operations of sold
printed papers.

- The Core system provides an API to update the
printed paper number according to the insurance

ban duogc

- Hé théng Core cung cip API dé cap nhat s6 4n
chi theo don bao hiém

- Hé théng Core co thé 14y thong tin 4n chi tir hé
thdng Quién 1y 4n chi ciia BIC
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policy

- The Core system can retrieve printed paper
information from BIC's Printed Paper
Management system

- The Core system can automatically push the
used printed paper information to BIC's Printed
Paper Management system

- H¢ thong Core ¢6 thé tw dong ddy thong tin an
chi da sir dung sang hé thong Quan 1y an chi cia
BIC

Requirements for integration with BIC's
Promotional Code Management system,
including but not limited to

- The Core system provides an API to update
promotional codes according to insurance
policies

Yéu cau tich hop voi hé théng Quan 1y mi
khuyén mai ctia BIC bao gdm nhung khong giéi
han

- Hé théng Core cung cip API dé cap nhat mi
khuyén mai theo don béo hiém

39 . . - Hé théng Core c6 thé dé 14y thong tin ma
- The Core system can retrieve promotional code khuyén mai tir hé théng Quén 1y Promotion cia
information from BIC's Promotion Management BICy ; ; & Y
system A (A ;A A 2 A s
- The Core system can automatically push used He Ehong .C0~re e the tu don% da}; thongvtln ma
. . . . . khuyén mai da str dung sang h¢ thong Quan ly
promotional code information to BIC's Promotion . ,
Promotion cua BIC
Management system
s | Y b g e i i
to Y ? J (IDP) bao gom nhung khong gidi han
- The Core system provides an API that allows -He \ﬂ.loflg Core cung cap API cho phép tim kiém
. Nguoi su dung
searching for Users - Hé thong Core cung cip API cho phép tao/stra
- The Core system provides an API that allows L© thong Lore cung cap phep 1
. I . . thong tin Nguoi su dung
creating/editing User information - Ho théne Core cune can APT cho thép truy vin
- The Core system provides an API that allows - thong LOTE cung cap AF phcp iy
. thong tin chi tiét cia Nguoi sit dung
updating the status of User - Hé théng Core cung cip API cho phép cip nhat
- The Core system provides an API that allows > thong > s cap PACP Cep e
h trang thai ctia Nguoi sir dung
40 users to update their status N 1 TSI
- The Core system provides an API that allows - H¢ thong Core cung cap API cho phép lay thong
- L . tin Uy quyén cua nguoi dung
obtaining user authorization information - He théne Core cune cin API cho phép tim kiém
- The Core system provides an API that allows , g ot gcap PRcP
: Nhom nguoi sit dung
searching for User Groups - Hé thong Core cung cip API cho phép tao
- The Core system provides an API that allows méi/sia tl%én tin Nl%(’)mpn o st (fun P
creating/editing User Group information - Heé thén Cfre cune ci Ig\PI cho 'hég truy vén
- The Core system provides an API that allows - thong L-OTE cung cap 10 phep truy
. o . thong tin chi tiét cia Nhom nguoi st dung
querying detailed information of User Groups - Heé théng Core cune cAp API cho phép cap nhat
- The Core system provides an API that allows tram théigcﬁa Nh(’)mgn u%ri sir dun PACp ¢dp nd
updating the status of User Groups ang £ e
Requirements for integration with the Yéu cau tich hop h¢ thong Notification hub bao
41 Notification hub systems, including but not gom nhung khong gidi han

limited to

- H¢ thong Core c6 thé diy thong tin thong
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- The Core system can push notification/warning
information (message) to BIC's Notification hub
system in batches using ETL jobs

- The Core system can push notification/warning
information (message) to BIC's Notification hub
system via API

bao/canh bao (message) sang hé thong
Notification hub ctia BIC theo 16 dung job ETL
- Hé théng Core c6 thé ddy thong tin thong
bao/canh bao (message) sang hé thong
Notification hub cua BIC qua API

If there is no existing document management
function, the system must provide full integration
mechanisms as well as customization capabilities
to integrate with BIC's ECM system. The system
must ensure the following, including but not
limited to:

- The Core system can create/update one or more
documents on the ECM system

Néu khéng c6 chiic nang sdn ¢6 vé quan ly tai
lidu thi hé thong phai cung cip diy du cac co ché
tich hop ciing nhu ¢6 kha nang customzie dé tich
hop v6i hé thong ECM cua BIC, hé thong can
dam bao bao gdm nhung khong gi6i han:

- Hé théng Core ¢ thé tao/sira mot hodc nhidu tai
liéu trén hé théng ECM

- Hé théng Core c6 thé 14y danh sach tai lidu tir

42 - The Core system can get the document list from h¢ théng ECM
the ECM system A 1 K 1 R 1ho A T
. - H¢ thong Core ¢6 thé lay ndi dung tai li¢u tir hé
- The Core system can retrieve document content A
thong ECM
from the ECM system A2 £ R AR xr1ia A A
The C N hd s to th - Hé thong Core c6 thé day tai liéu sang h¢ thong
- e fore system can push documents to the ECM véi nhicu phién ban
ECM system with multiple versions A A R AR xi 1A A A
~The Cor tem can push documents fo th - H¢ thong Core c6 thé day tai liéu sang hé thong
¢ LLore sysiein can push documents o the ECM véi nhiéu dinh dang (Word, Excel, PDF,
ECM system in many formats (Word, Excel, Image...)
PDF, Image, etc.) £e--
The Core system provides out of the box features Hé théng Core cung cAp tinh ning sin c6 (out of
for document management. The system must i tiA 1A X A4z
Lo . . the box) cho quan ly tai li¢u, h¢ thong can dam
ensure the following, including but not limited to: X A N o
. béo bao gom nhung khong gidi han:
- The Core system provides an API to A A 1 2 SR
create/update one or more documents - He thong Core cung cép API ¢ tao/stra mot
- The C(I))re system provides an API to get a list of hodc nhicu ti ligu £ x
documents Y P & - Hé thong Core cung cap API lay danh sach tai
43 . liéu
zigillfrri:?lrteci))tllstteeé? provides an APT to get - Hé thong Core cung cip API liy noi dung tai
. liéu
;igfeiofaigigggggtlsdgs aI;::if(’)Lto - Hé thong Core cung cip API dé tao/sira tai liéu
p SOy V theo phién ban
- The Core system provides an API to A A £ 2 o xi 1A
) - Hé thong Core cung cap API dé tao/sura tai liu
create/update documents in many formats (Word, A
Excel, PDF, Image, cfc.) v6i nhiéu dinh dang (Word, Excel, PDF, Image...)
Requirements for integration with the Digital Yeu cau tich hop h? thogg AKy 50 (Signing server)
L . . L bao gom nhung khong gidi han
Signing system, including but not limited to - Hé théne Core 6 the div thone tin cin k¢ sé
44 - The Core system can push information that j g 4 & Y

needs to be digitally signed to BIC's Digital
Signing system

sang hé’thfr)ng Ky s6 cua BIC )
- Hé thong Core cung cap API d¢ ticp nhan ket
qué xu ly ky so
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- The Core system provides an API to receive
digital signature processing results

Requirements for integration with the centralized
Log Management system, including but not
limited to:

- The Core system can automatically push logged
information to BIC's centralized log management
system

Yéu ciu tich hop hé théng Quan 1y Log tap trung,
bao gdm nhung khong gisi han

- Hé théng Core co thé ty dong déy thong tin cin
ghi log sang hé thdng Quan 1y log tap trung ciia
BIC

4 - The Core system needs to clearly log requests/ - HE thong Core can ghl, Ing rorangeac
iy request/response giita cac cau phan trong ndi bo
responses between components within the Core A o X AP
\ hé thong Core va gilta hé thong Core véi cac ting
system and between the Core system and BIC's . , X N
L . ; - dung ngoai Core cua BIC, bao gom nhung khong
non-Core applications, including but not limited I A e L A A
. e . . O gi61 han cac thong tin: IP, thoi gian guri/nhén, ndi
to information: IP, time sending/receiving time, e A X
. dung giri /nhan, ma 10i..

sent/received content, error codes, etc.
Requirements for integration with BIC's Yeéu cau tich hop voi h¢ thong DataLake cua BIC,
DataLake system, including but not limited to bao gom nhung khong gi6i han
- The Core system can query premium quotation - Hé thong Core c6 thé truy van thong tin ban
information chao phi
- The Core system can query insurance contract - Hé thong Core 6 thé truy van thong tin hop
information dong bao hiém
- The Core system can query inward/outward - He thong Core 6 thé truy van thong tin hop
reinsurance contract information dong nhan/nhugng tai bao hiém
- The Core system can query compensation - H¢ thong Core ¢6 thé truy van thong tin ho so
record information boi thudng i )
- The Core system can query SOA information - He thong Core ¢6 thé truy van thong tin SOA
- The Core system can query information about - H¢ thong Core ¢6 thé truy van thong tin dé nghi
requests for commission and compensation thanh toan hoa hong, boi thuong
payments - H¢ thong Core c¢6 thé truy van cong ng cua

46 - The Core system can query debts of Clients, Khach hang, bai ly, Moi gioi

Agents, and Brokers

- The Core system can query the client's revenue
and loss history

- The Core system provides solutions that allow
creating/updating comprehensive information
about clients and hierarchized customer
information.

- The Core system provides a solution that allows
creating/updating compensation rate information
of insurance product groups

- The Core system provides a solution that allows
creating/updating compensation rate information
for each insurance product

- The Core system provides a solution that allows

- Hé thong Core c6 thé truy van lich sir doanh
thu, tén thit cua Khach hang

- Hé théng Core cung cip giai phap cho phép
tao/sira thong tin toan dién vé khach hang, phan
cép thong tin khach hang

- Hé théng Core cung cp giai phap cho phép
tao/sira thong tin ty 1¢ bi thudng ciia cic nhom
san phdm bao hiém

- Hé théng Core cung cip giai phap cho phép
tao/sira thong tin ty 1& bdi thudng theo ting san
phim béo hiém

- Hé théng Core cung cip giai phap cho phép
tao/sira thong tin ty 1& bdi thudng theo ting khach
hang
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creating/updating compensation rate information
for each client

- The Core system provides a solution that allows
creating/updating business cost information of
insurance product groups

- The Core system provides a solution that allows
creating/updating business expense information
for each insurance product

- The Core system provides a solution that allows
creating/updating business expense information
for each client

- The Core system provides a solution that allows
creating/updating information about standard and
actual premium rates for each product.

- The Core system provides a solution that allows
creating/updating information about premium
reduction rates for each client and each insurance
product.

- The Core system provides a solution that allows
creating/updating IBNR reserve information by
product group (human, motor vehicle, etc.),
policy-issuing branch, etc.

- The Core system provides a solution that allows
creating/updating information about large
fluctuation reserves for each operation

- Hé thong Core cung cap giai phap cho phép
tao/stra thong tin chi phi kinh doanh cua cac
nhém san phim béo h1em

- Hé théng Core cung cép giai phap cho phép
tao/stra thong tin chi phi kinh doanh theo tirng san
pham béo hiém

- Hé théng Core cung cip giai phap cho phép
tao/stra thong tin chi phi kinh doanh theo tirng
khach hang

- Hé théng Core cung chp giai phap cho phép
tao/sira thong tin vé ty 18 phi chuén va phi thyc té
theo timg san phdm

- Hé théng Core cung cip giai phap cho phép
tao/sira thong tin vé ty 1¢ giam phi theo timg
khach hang, timg san pham bao hiém

- Hé théng Core cung cap gidi phap cho phép
tao/stra thong tin vé du phong IBNR theo nhom
san phim (con ngudi, XCG,...), chi nhanh cip
don,...

- Hé théng Core cung cip giai phap cho phép
tao/stra thong tin vé dy phong dao dong 16n theo
tung nghiép vu

Requirements to provide APIs that handle

Yéu céu cung cap cac API xir Iy logic nghiép

business logic vu ‘
Requirements to provide Product APIs, including Yeu cau cung cap cac APTVE San pham, bao gom 12
nhung khong gidi han:

but not limited to:
- The Core system provides an API that allows

-H¢ thong Core cung cip API cho phép liét ké

47 L . . tim kiém danh sach san pham
listing and searching for product lists
. - Hé théng Core cung cip API cho phép truy
- The Core system provides an API that allows
. o . van/tao m&i/cap nhat thong tin chi tiét cua mot
querying detailed information about a product
san phim
Requirements to provide Quotation, policy Yéu cu cung cap cac API vé Chao phi, cép don,
issuance APIs, including but not limited to: bao gom nhung khong gidi han:
- The Core system provides an API that allows - He thong Core cung cap API cho phép khai bao
hierarchical declaration through premium phan cap duyét ban chao phi/ don bao hiem
48 quotations/ insurance policies approval - Hé thong Core cung cap API cho phép truy van

- The Core system provides an API that allows
querying a hierarchical list of premium
quotations/insurance policies approval
- The Core system provides an API that allows

danh sach phéan cép duyét ban chao phi/ don béo
hiém

- Hé thong Core cung cip API cho phép tinh phi
bao hiém
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calculating insurance premiums

- The Core system provides an API that allows
receiving insurance premium calculation requests
- The Core system provides an API that allows
creating/amending premium quotations/insurance
policies

- The Core system provides an API that allows
creating/modifying underwriting contracts and
principle contracts

- The Core system provides an API that allows
creating/amending premium quotations from
underwriting contracts and principle contracts.

- The Core system provides an API that allows
querying information about a premium
quotation/insurance policy

- The Core system provides an API that allows
sending requests for approval/approving premium
quotations/insurance policies

- The Core system provides an API that allows
sending requests for approval/ approving
amendments to insurance policies

- The Core system provides an API that allows
searching for a list of premium
quotations/insurance policies

- The Core system provides an API that allows
sending requests for approval/cancellation of
insurance policies

- The Core system provides an API that allows
sending requests for approval/approving recovery
of canceled insurance policies

- The Core system provides an API that allows
batch policies to be created

- The Core system provides an API that allows
updating the insurance certificate number for an
insurance policy

- The Core system provides an API that allows
querying the list of insurance policies due for
renewal by each product

- H¢ thong Core cung cap API cho phép nhén yéu
cdu tinh phi bao hiém

- Hé thong Core cung cip API cho phép tao/stra
d6i bd sung ban chao phi/ don bao hiém

-H¢ thong Core cung cap API cho phép tao/sta
dbi Hop ddng bao, hop dong nguyén tic

-H¢ thong Core cung cap API cho phép tao/stra
ddi b sung ban chao phi tir hop ddng bao, hop
ddng nguyén téc

- Hé théng Core cung cip API cho phép truy vén
thong tin cia mot ban chao phi/don bao hiém

- Hé théng Core cung cép API cho phép giri yéu
cau phé duyét/ phé duyét ban chao phi/ don bao
hiém

- Hé théng Core cung cép API cho phép giri yéu
cAu phé duyét/ phé duyét sira d6i bé sung don bao
hiém

- Hé théng Core cung cip API cho phép tim kiém
danh sach cac ban chao phi/donbao hiém

-He¢ théng Core cung cap API cho phép gui yéu
ciu pheé duyét/duyét viéc hiy don bao hiém

-He théng Core cung cip API cho phép gui yéu
ciu phé duyét/duyét khoi phuc don bao hiém da
huy

- Hé théng Core cung cip API cho phép tao don
theo 16

-Heé thong Core cung cip API cho phép cép nhat
s6 gidy chung nhén bao hiém cho don bao hlem

- Hé thong Core cung cip API cho phép truy van
danh sach don bao hiém dén han téi tuc theo ting
san phim

49

Requirements to provide Accounting APIs,
including but not limited to:

- The Core system provides an API that allows
querying revenue (revenue received in advance,
revenue generated, revenue actually received).

Yéu cau cung cip cic API vé K¢ toan, bao gom
nhung khong gidi han:

- Hé théng Core cung cip API cho phép truy vén
doanh thu (doanh thu nhén trudc, doanh thu phat
sinh, doanh thu thyc thu)
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- The Core system provides revenue recognition
APIs (revenue received in advance, revenue
generated, revenue actually received)

- The Core system provides an API that allows
creating/updating premium reserve and claim
reserve information

- Hé thong Core cung cap cac API ghi nhan
doanh thu (doanh thu nhén trudc, doanh thu phat
sinh, doanh thu thyc thu)

- Hé thong Core cung cip API cho phép tao/cap
nhat théng tin dy phong phi, dy phong boi thuong

Requirements to provide Audit log APIs,
including but not limited to:
The Core system provides an API that allows

Yéu cu cung cip cac API vé& Audit log, bao gdm
nhung khong gidi han: )
He¢ thong Core cung cap API cho phép truy van

>0 querying user behavior history in the system lich sir hanh vi cua nguoi dung trong hé théng
according to each theo tirng néi dung cap don/tai bao hieém/boi
policy/reinsurance/compensation content, etc thudng..
Requirements to provide Client information APIs, | Yéu cau cung cap cac API vé Thong tin khach
including but not limited to: hang, bao gom nhung khong gidi han:
- The Core system provides an API that allows - Hé thong Core cung cap API cho phép tao/stra
creating/ editing client information thong tin khach hang )
51 - The Core system provides an API that allows - Hé thong Core cung cap API cho phép truy van
querying client information thong tin khach hang )
- The Core system provides an API that allows - He thong Core cung cap API cho phép truy van
querying policy issuance history information and | thong tin lich st cap don, lich st boi thuong cta
client compensation history khach hang
.Requlr.ements to pTOV.lde Dc.)cuments APIs, Yéu cau cung cip cac API vé Tai liéu, bao gdm
including but not limited to: N o
. nhung khong gidi han:
The Core system provides an API that allows A o A £ o A
. ; . - Hé thong Core cung cap API cho phép bo sung,
adding and updating documents for premium A PPN ) . , 1A
e L. . cap nhat tai li¢u cho ban chao phi/don bao hiem/
52 quotation/ insurance policies/ compensation 1y PO 12 12 P
. . ho so boi thuong/ tai bao hiém/ dai 1y/méi gidi/
records/ reinsurance/ agents/ brokers/ clients/ . \
khach hang/ garage, showroom..
garages, showrooms, etc. - Hé thong Core cung cip API cho phép nha
The Core system provides an API that allows noAn ha‘mg i xe the%) 16p phep nhap
importing vehicle price banks in batches & £8
Requirements to provide Claims APIs, including | Yéu cau cung cap cac API vé Boi thuong, bao
but not limited to: gom nhung khong gi6i han: ) .
- The Core system provides an API to creating/ - Hé thong Core cung cap API dé tao/sura yéu cau
editing claim request information khicu nai
- The Core system provides an API that allows - H¢ thong Core cung cap API cho phép tim kieém
searching for insurance policies/certificates of don bdo hiém/ gidy chirng nhén cta doi twrong
53 insurance subjects béo hieém

- The Core system provides an API that allows
creating/ editing compensation documentation

- The Core system provides an API that allows
creating/ editing inspection records

- The Core system provides an API that allows
sending requests for approval/approving appraisal

- Hé théng Core cung cip API cho phép tao/stra
hd so bdi thuong

- Hé théng Core cung cip API cho phép tao/stra
hd so giam dinh

- Hé théng Core cung cép API cho phép giri yéu
ciu phé duyét/duyét hd so giam dinh, hd so bdi
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records and compensation records

- The Core system provides an API that allows
querying information about an appraisal
document or compensation document

- The Core system provides an API that allows
viewing information of Insurance Contracts

- The Core system provides an API that allows
querying client compensation and contract history
information

- The Core system provides an API that allows
compensation on behalf of other units

- The Core system provides an API that allows
adding/ updating documents to appraisal/
compensation documents

- The Core system provides an API that allows
querying insurance policy premium payment
information

- The Core system provides an API that allows
the provision/ reversal of inspection provision/
compensation/ other expenses

thuong

- Hé théng Core cung cip API cho phép truy vén
thong tin ciia mot hd so giam dinh, hd so bdi
thuong

- Hé thong Core cung cip API cho phép xem
thong tin ciia Hop dong bao hiém

- Hé thong Core cung cip API cho phép truy van
thong tin lich sir hop ddng, bdi thuong ciia khach
hang

- Hé théng Core cung cip API cho phép bdi
thuong ho don vi khac

- Hé théng Core cung cip API cho phép bd sung/
cap nhat tai lidu cho hd so giam dinh/bdi thudng
- Hé thong Core cung cip API cho phép truy van
thong tin thanh toén phi ciia don bao hiém

- Hé théng Core cung cip API cho phép trich lap/
hoan nhdp du phong giam dinh/ bdi thuong/chi
phi khac

54

Requirements to provide Reinsurance APIs,
including but not limited to:

- The Core system provides an API that allows
creating/editing/copying/finding outward treaty
reinsurance contract information

- The Core system provides an API that allows
creating/editing/approving XOL contracts

- The Core system provides an API to query
information about Statement of Account for
outward treaty reinsurance (Bordeaux statements:
premiums, commissions, compensation, etc.)

- The Core system provides an API that allows
creating/editing/submitting/approving premium
quotation of outward facultative reinsurance

- The Core system provides an API that allows
creating/editing/viewing outward facultative
reinsurance contract

- The Core system provides an API that allows
creating/editing/finding inward treaty reinsurance
contract

- The Core system provides an API that allows
creating/editing/finding insurance contracts
(contracts are created based on SOAs of inward

Yéu cau cung cip cac API vé Tai bio hiém, bao
gdm nhung khong giéi han:

- Hé théng Core cung cip API cho phép
tao/sira/sao chép/tim thong tin hop ddng nhuong
tai cb dinh

- Hé théng Core cung cip API cho phép
tao/sira/duyét hop dong XOL

- Hé thong Core cung cp API truy véan thong tin
bang ké thanh toan nhuong tai ¢ dinh (bang ké
bordeaux: phi, hoa hdng, bdi thudng...)

- Hé théng Core cung cip API cho phép
tao/stra/trinh/duyét ban chao nhugng tai tam thoi
- Hé théng Core cung cip API cho phép
tao/sira/xem hop ddng nhuong tai tam thoi

- Hé théng Core cung cip API cho phép
tao/sira/tim hop dong nhén ti ¢ dinh

- Hé théng Core cung cip API cho phép
tao/stra/tim hop ddng bao hiém (hop ddng dugc
tao dya trén cac SOA nhén tai c¢6 dinh/tam thoi)
- Hé théng Core cung cip API cho phép
tao/stra/trinh/duyét ban chao nhan tai tam thoi

- Hé théng Core cung cip API cho phép tao/stra
hop ddng nhan tai tam thoi
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treaty/facultative reinsurance)

- The Core system provides an API that allows
creating/editing/submitting/approving premium
quotation of inward facultative reinsurance

- The Core system provides an API that allows
creating/editing inward facultative reinsurance
contracts

- The Core system provides an API that allows
issuing/editing SOAs of inward/outward
reinsurance to reinsurance companies (including
premiums, commissions, compensation, etc.)

- The Core system provides an API that allows
SOA status updates

- The Core system provides an API that allows
creating/editing the reinsurance structure for each
insurance policy (inward/outward reinsurance).
- The Core system provides an API that allows
querying reinsurance structure information
(premiums/premium rate, commission
rate/commission of inward/outward reinsurance,
etc.)

- Hé thong Core cung cap API cho phép phat
hanh/stra cac SOA nhan/nhugng tai cho cong ty
tai bao hiém (bao gdm phi, hoa hdng, bdi
thuong,...)

- Hé thong Core cung cip API cho phép cép nhat
trang thai SOA

- Hé théng Core cung cép API cho phép tao/sira
cu triic tai bao hiém cho timg don bio
hiém(nhan/nhuong tai)

- Hé théng Core cung cip API cho phép truy vén
thong tin cdu tric tai bao hiém (ty 1& phi/phi, ty 18
hoa hdng/hoa hong nhan/nhuong tai...)

55

Requirements to provide Payment APIs,
including but not limited to:

- The Core system provides an API that allows
creating/editing compensation payment requests
in batches for multiple compensation documents
- The Core system provides an API that allows
sending requests for approval/approving requests
for appraisal/compensation payments

- The Core system provides API that allows
creating/editing compensation payment requests
- The Core system provides an API that allows
sending requests for approval/approving requests
for assessment/compensation payments

- The Core system provides an API that allows
querying information about an
Appraisal/Compensation payment request

- The Core system provides an API that allows
creating/editing a third-party collection request

- The Core system provides an API that allows
sending requests for approval/ approving 3rd
party collection

- The Core system provides an API that allows

Yéu cau cung cip cac API vé Thanh toan, bao
gdm nhung khong gidi han:

- Hé théng Core cung cip API cho phép tao/stra
d8& nghi thanh toan Bdi thudng theo 16 cho nhidu
hd so bdi thuong

- Hé théng Core cung cip API cho phép giri yéu
ciu phé duyét / phé duyét dé nghi thanh toan
giam dinh/Bdi thudng

- Hé théng Core cung cép API cho phép tao/sira
dé nghi thanh toan boi thuong

- Hé théng Core cung cip API cho phép giri yéu
ciu phé duyét/duyét d& nghi thanh toan giam
dinh/ bdi thuong

- Hé théng Core cung cip API cho phép truy vén
thong tin cua mot dé nghi thanh toan Gidm
dinh/Bdi thuong

- Hé théng Core cung cép API cho phép tao/sira
dé nghi Thu doi nguoi thi 3

- Hé théng Core cung cip API cho phép giri yéu
ciu phé duyét/phé duyét Thu doi nguoi thu 3

- Hé théng Core cung cip API cho phép tao/stra
d& nghi Thu doi bdi thudng
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creating/editing claims for compensation
collection

- The Core system provides an API that allows
sending requests for approval/approving
compensation collection requests

- The Core system provides an API that allows
querying information about a request for third-
party collection or compensation recovery

- The Core system provides an API that allows
creating/editing commission payment requests for
agents and brokers

- The Core system provides an API that allows
sending requests for approval/approving
commission payment requests to agents and
brokers.

- The Core system provides an API that allows
creating/editing requests to pay compensation
repair costs to the Garage

- The Core system provides an API that allows
sending requests for approval/approving requests
for payment of compensation repair costs to the
Garage.

- The Core system provides an API that allows
creating/editing requests to pay guarantee costs
for medical facilities

- The Core system provides an API that allows
sending requests for approval/approving requests
for payment of guarantee costs to medical
facilities.

- The Core system provides an API that allows
making reinsurance payment requests (with
offsetting or without offsetting) based on the
reinsurer's list of SOA eligible for payment.

- The Core system provides an API that allows
querying accounts receivable and accounts
payable

- Hé thong Core cung cap API cho phép giri yéu
ciu phé duyét/phé duyét dé nghi Thu doi bdi
thuong

- Hé thong Core cung cip API cho phép truy van
thong tin cua mot dé nghiThu doi ngudi thir 3,
Thu hdi bdi thuong

- Hé théng Core cung cép API cho phép tao/sita
d& nghi thanh toan hoa hong cho dai 1y, méi giéi
- Hé théng Core cung cip API cho phép giri yéu
céu phé duyét/phé duyét dé nghi thanh toan hoa
hdng cho dai ly, méi gioi

- Hé théng Core cung cép API cho phép tao/sita
dé nghi thanh toan chi phi stra chita bdi thuong
cho Gara

- Hé théng Core cung cép API cho phép giri yéu
ciu phé duyét/phé duyét dé nghi thanh toan chi
phi sira chita bdi thuong cho Gara

- Hé théng Core cung cap API cho phép tao/stra
(fé nghi thanh toan chi phi béo lanh cho Co s¢'y
té

- Hé théng Core cung cép API cho phép giri yéu
ciu phé duyét/phé duyét dé nghi thanh toan chi
phi bao lanh cho Co so'y té

- Hé théng Core cung cap API cho phép lap dé
nghi thanh toén tai bao hiém (c6 dbi trir - offset
hodc khong dbi trir) trén co so danh sach SOA du
diéu kién thanh toan ctia nha tai

- Hé thong Core cung cip API cho phép van tin
cac khoan phai thu phai trd

56

Requirements to provide Management of agents
and brokers APIs, including but not limited to:

- The Core system provides an API that allows
searching for agents and brokers

- The Core system provides an API that allows
creating/editing agent and broker information

- The Core system provides an API that allows

Yéu cau cung cip cac API vé Quan ly dai Iy, moi
gi6i, bao gdm nhung khong giéi han:

- Hé thong Core cung cip API cho phép tim kiém
dai 1y, moi gidi

- Hé théng Core cung cip API cho phép tao/stra
thong tin dai 1y, moi gioi

- Hé théng Core cung cip API cho phép truy vén
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querying detailed information of agents and
brokers

- The Core system provides an API that allows
updating the status of agents and brokers

- The Core system provides an API that allows
updating commission rates for agents and brokers
- The Core system provides an API that allows
querying debt information (revenue,
commissions) of agents and brokers

- The Core system provides an API that allows
sending requests for approval/approving requests
to change information of agents and brokers.

thong tin chi tiét cua dai 1y, moi gidi

- Hé théng Core cung cip API cho phép cép nhat
trang thai cta dai ly, moi gidi

- Hé thong Core cung cip API cho phép cép nhat
ti 18 hoa hong cho dai 1y, méi giéi

- Hé thong Core cung cip API cho phép truy van
thong tin cong no cua dai ly, moi gidi

- Hé théng Core cung cip API cho phép giri yéu
ciu phé duyét/duyét cac yéu ciu thay ddi thong
tin cua dai ly, moi gioi

Requirements to provide Garage and showroom
management APIs, including but not limited to:
- The Core system provides an API that allows
searching for Garage

- The Core system provides an API that allows
receiving guarantee request information from
Garage

- The Core system provides an API that allows
approval/rejection of guarantee requests from
Garage

Yéu céu cung cip cic API vé Quan ly garage,
showroom, bao gdm nhung khong gigi han:

- Hé théng Core cung cip API cho phép tim kiém
Gara

- Hé théng Core cung cip API cho phép nhén
thong tin yéu ciu bao lanh tir Gara

- Hé thong Core cung cip API cho phép duyét/tir
chbi yéu cau bao lanh tir Gara

- Hé théng Core cung cép API cho phép tao/sira

57 - The Core system provides an API that allows thong tin Gara
creating/editing Garage information - Hé théng Core cung cip API cho phép truy vén
- The Core system provides an API that allows thong tin chi tiét cua Gara
querying Garage's detailed information - Hé théng Core cung cip API cho phép cép nhat
- The Core system provides an API that allows trang thai cia Gara
updating the status of the Garage - Hé thong Core cung cip API cho phép truy van
- The Core system provides an API that allows thong tin cong no cia Gara
querying Garage's debt information - Hé thong Core cung cip API cho phép giri yéu
- The Core system provides an API that allows cau phé duyét/duyét cac yéu ciu thay doi thong
sending requests for approval/approving requests | tin clia garage, showroom
to change information of garages and showrooms.
Requirements to provide Medical facility Yéu cau cung cap cac API vé Quan ly co so y t&,
management APIs, including but not limited to: bao gébm nhung khéng giGi han:
- The Core system provides an API that allows - Hé thong Core cung cip API cho phép tim kiém
searching for medical facilities Cosoyté

58 - The Core system provides an API that allows - Hé thong Core cung cip API cho phép nhén

receiving guarantee request information from
medical facilities

- The Core system provides an API that allows
approval/rejection of guarantee requests from
medical facilities

thong tin yéu cau bao lanh tir Co s y té

- Hé théng Core cung cdp API cho phép duyét/tir
chdi yéu cau bao lanh tir Co sy té

- Hé théng Core cung cip API cho phép tao/stra
thong tin Co so y té
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- The Core system provides an API that allows
creating/editing medical facility information

- The Core system provides an API that allows
querying detailed information of medical
facilities

- The Core system provides an API that allows
updating the status of the medical facility

- The Core system provides an API that allows
querying debt information of medical facilities
- The Core system provides an API that allows
approval/rejection of editing requests from
medical facilities

- Hé thong Core cung cap API cho phép truy van
thong tin chi tiét cua Co so y té

- Hé théng Core cung cip API cho phép cép nhat
trang thdi ctia Co so' y té

- Hé thong Core cung cip API cho phép truy van
thong tin céng ng ciia Co sd'y té

- Hé théng Core cung cép API cho phép giri yéu
ciu phé duyét/duyét cac yéu ciu thay ddi thong
tin clia co sO y té

4. Portal / The system allows integration with BIC’s or Hé thong cho phép tich hop véi giao dién nguoi
Channel 59 third-party’s user interfaces through APIs dung cua BIC hodc bén thir ba théng qua cac API
Distribution / UI provided by the system do hé théng cung cip
The system can integrate with external Hg thong co thé tich hop véi Ging dung bén ngoai
Cong thong tin / 60 applications to interact and handle business dé cung tuong tac, xir Iy cdc quy trinh nghiép vu
Phan phdi kénh / processes within the system trong hé thong
Giao dién nguoi 61 The system supports display user interface Hé¢ thong hd trg giao dién nguoi dung hién thi
dung compatible with mobile devices tuong thich véi cac thiét bi di dong
The system supports user interface regardless of He :[hon‘g hOA tro £lao 91¢n‘ neuol du‘ng‘khong I:hl.l
62 . . thudc vao d9 phan giai man hinh va trinh duyét
screen resolution and client browser .
may tram
The system must ensure that business logic He¢ thong phai dam bao viée xtr 1y logic nghiép vu
63 processing is separate from data display at the tach biét v6i viée hién thi dit liéu ¢ 16p giao dién
user interface layer nguodi dung
64 The system allows personalizing the interface Hé thong cho phép ca nhan hoa giao dién theo
according to the user without programming nguoi dung ma khong can 1dp trinh
The system can provide alerts and notifications to He thong .co‘the euns <.:ap Acanh pao va thong bio
65 users (e.g., notifications via dashboard/portal, cho nguoi dur}g (vi (Aiu. thong bap qua tra? .
. dashboard / cong thong tin, email, tin nhan van
email, text message) biin)
The system allows configuration to automatically | Hé thong cho phép ciu hinh ty dong giri thong
66 send notifications to users according to business bao cho nguoi dung theo cac su kién cua quy
process events trinh nghiép vu
67 The system allows users to upload/ download He¢ thong cho phép nguoi dung upload/download
multiple attachments at the same time nhiéu file dinh kém cung mdt lac
When uploading/ downloading files, the system Khi upload/ download céc file hé thong phai xir
68 must process and identify the type of file being 1y nhan dién loai file duoc upload/download,
uploaded/downloaded, maximum capacity, etc., dung lugng toi da.. theo tham so duogc thiét lap
according to pre-set parameters. trudc
5. Data Services, 69 The Bidder builds and provides a proposal for the | Nha thau xay dung va cung cép ban dé xut X

Management

optimal solution regarding copyright, model and

phuong 4n t6i uu vé ban quyén, mé hinh va ciu
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and
Architecture/

Kién tric Dir
liéu, Quan ly Dir
liéu va Dich vu
Dir liéu

configuration of the database management system
used. Provide database software copyright in case
a specific database comes with the Core
Insurance system

hinh cua h¢ quén tri co s¢ dit liéu sir dung. Cung
cép ban quyén phin mém CSDL trong truong
hop CSDL déc thu di kem v6i hé théng Core Béo
hiém

The proposed database management system must
be consistent with the bidding software solution,
and has been proven in the Insurance field. BIC

H¢ quén tri co s¢ dit lidu d@ xuét phai ph hop
v6i giai phép phan mém chao thau, va da dugc

70 . - . kiém chiing trong linh vuc Bao hiém. BIC dénh X
highly appreciates solutions that take advantage
N . gia cao nhiing giai phap tin dung dugc ha tang vé
of BIC's existing human and technical TSR
. con nguoi, k¥ thuat hién c6 cua BIC
infrastructure
The propoged database management system must HE quén trj co s dit lidu 8 xudt phdi 13 phién
be the version supported by the Core Insurance AN s 1A 1 x Y ax
. ban ma hé thong Core Bao hiém ho trg va da
system and has been deployed and verified by the d ha thiu trién khai. kidm cha 5 do &
71 Bidder for stability and safety at at least 01 ugc nha thau trien khat, kiem chung ve do on X
dinh, an toan tai toi thieu 01 khach hang.
customer. Nha thau cung cip céc thong tin tham chiéu vé
The Bidder provides references of customers céc khéch ha f dg sir dun ghién ban na
which have used this version. g e p Y
The database must ensure high system CSDL phéi dam bao tinh san sang cao ctia h¢
availability, scalability, application load thong, kha ning mé rong, khd nang phén tai (mg
distribution, and flexible conversion ability when | dung, khd ning chuyén dbi linh hoat khi hé thong
72 the system encounters problems. At the same gip su cb. Dong thoi giai phap phai hd trg cac
time, the solution must support flexible methods hinh thgc Backup dir liéu linh hoat, dam bao kpa
of data backup, ensuring the ability to save nang tiét kiém vé mat dung luong luu trir va van
storage capacity and still ensure safety. dam bao an toan.
The system has a mechanism to allow data Hg thong ¢ co ché dé cho phép thuc hién ma
73 encryption/ masking according to columns/ fields | hoa/ che gidu dit liéu theo cot/ truong ciia CSDL
of the database to ensure compliance with de dam bao tuan thu cac tiéu chuan bao mat (nhu
security standards (such as ISO 2700x). 1SO 2700x).
The database used must provide the feature to CSDL dugc sir dung phai cung cap tinh ning xem
74 view audit logs of user behavior, DDL, DML, audit log v€ hanh vi ctia nguoi dung, cac hoat
DCL activities on database, etc. dong DDL, DML, DCL trén CSDL,...
The solution must use a structured database. The
. . . Giai phéap phai st dung co s¢ dir liéu co céu trac.
Bidder must provide database design documents.
75 Nha thiu phai cung cép tai liéu thiét ké co s¢ dix X
Documents must be complete and easy to
lidu. Tai lidu phai dam bao diy du, d& hiéu.
understand.
The database must be provided with utilities and CSDL phai dugc cung cap céc tién ich, cong cu
76 tools to support administration and monitor ho trg quén tri, gidm sat céc tién trinh, céc sy
processes, events, and errors during operation. kién, céc 10i trong qua trinh hoat ddng.
Tables related tq transactlons/transacju.on history Cic béng lién quan dén giao dich/lich sir giao
need to have a timestamp field to facilitate the P S . X iR <A o 14
77 dich can co truong timestamp dé tién viéc xir 1y

processing of transaction management reports in
BIC.

cac bao cado quan ly giao dich trong BIC.
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The system needs to have a database design with
data tables stored for quick retrieval and tables to

He¢ thong cén co thiet ke CSDL véi cdc bang dix
liu dugc luu trir d€ truy xuat nhanh va cac bang

78 store historical data. The Bidder describes in luru trit dir liéu lich s.Nha thiu mé ta chi tiét X
detail how to meet this requirement. céch thirc dap tmg yéu ciu nay.
The database must ensure there is a data CSDL phai dam bao c6 chirc néng backup/
79 . < 1A
backup/restore function restore dit liéu
The system must have a data disaster recovery He¢ thong phai c6 thiet ké xtr ly du phong tham
30 design. Data must be synchronized in real time hoa vé dir liéu (Disaster Recovery). Dit liéu phai
between the Production & HA system and the dugc dong b realtime gitta hé thong
disaster backup system. Production&HA va hé thong du phong tham hoa.
The system needs to support data synchronization
into BIC's DataLake system including but not H¢ théng can hd trg viéc déng bo dir liéu vao hé
limited to: thdng DataLake ciia BIC bao gdm nhung khéng
+ The solution needs to support Change Data gioi han:
Capture tools such as Debezium, Oracle + Giai phap cin hd trg cac céng cu Change Data
GoldenGate, etc. Capture nhu Debezium, Oracle GoldenGate, v.v
31 + The solution needs to support Extract - + Giai phap cin hd trg cac cong cu Extract -
Transform - Load (ETL) tools such as Pentaho Transform - Load (ETL) nhu Pentaho Data
Data Integration, SQL Server Integration Integration, SQL Server Integration Services, v.v
Services, etc. + Néu giai phap co st dung céc job ETL thi giai
+ If the solution uses ETL jobs, the solution phap can hd trg cac yéu cau vé xir Iy bao mat dix
needs to support data security processing lidu bao gdm nhung khong giéi han: encryption,
requirements including but not limited to: masking, hashing,...
encryption, masking, hashing, etc.
The system's database must support CLOB and/or | CSDL ctia hé thong phai hd trg cac truong dit
82 BLOB data fields, and support storing and liéu CLOB v/ hogc BLOB, h trg Iuu trit va xtr
processing data in XML and/or JSON format. 1y dir liéu theo dinh dang XML va/hodc JSON
The system must have a transaction processing Hé thong phai co thiét ké xur 1y giao dich-
design - OLTP and analytical reporting - OLAP OLTP(OLTP) va bao cao phan tich-
(Online analytical processing) on different OLAP(Online analytical processing) trén cac
33 databases to ensure processing performance. The | CSDL khac nhau dé dam bao hiéu nang xur Iy.
database for OLAP must have a real-time/ CSDL cho OLAP phai c6 co ché dong bo real-
periodic synchronization mechanism suitable for | time/ dinh ky phti hop véi CSDL cho OLTP dé
the database for OLTP to ensure there is enough dam bao co du dir liéu phuc vu cac yéu clu vé
data to meet OLAP requirements. OLAP
34 The database must be of a type that can be CSDL phai 1 loai c6 thé trién khai dugc trén moi
deployed on a public/ private Cloud environment. | truong public/ private Cloud.
The solution allows periodic data cleaning Giai phap cho phép don dep dir liéu dinh ky ma
without affecting the normal operation of the khong lam anh hudng téi hoat dong binh thuong
85 system. Allows users to set up, configure the ctia h¢ thong. Cho phép ngudi sir dung thiét 1ap,
mechanism and schedule for performing data cAu hinh co ché, lich trinh thyc hién viéc don dep
cleaning. dir liéu.
86 The solution allows configuring data backup Giai phap cho phép cau hinh Backup dit lidu
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The solution supports encryption to protect data

Giai phap hd trg ma hoa bao vé dit liéu khi

87 when Backup/ Restore Backup/ Restore
The solution must use a database with the ability | Giai phap phai st dung co s¢ dit li€u co tinh
to back up data to the data storage infrastructure nang sao Iuu dir li€u ve€ ha tang luu trr dir lidu tai
88 at BIC to serve database recovery and data BIC dé phuc vu viéc khoi ph}.lc co so dir liéu, tra
lookup if the solution is deployed in a ctru dir liéu néu giai phap trién khai trén moi
public/private Cloud environment. truong public/private Cloud
89 The solution must allow for regularly scheduled Gidi phép phai cho phép dit job theo lich dinh ky
jobs to process data dé xir 1y dir ligu
The Bidder's solution allows expanding the Giai phép” cua nha thau gho phép mo rong thict ké
database design (adding tables, adding data fields, | CSDL (b6 sung bang, b6 sung truong dit liéu,
changing the size of data fields, etc.). thay doi kich thudc cua truong dit liu, v.v).
The Bidder must commit to supporting training, Nha thau phai cam két ho trg dao tao, cung cap
90 . . . N, . A £ .2 )
providing documents/implementation procedures, | tai liéw/ quy trinh thuc hién, phoi hop kiém thu
and coordinating testing with BIC when v6i BIC khi m¢ rong thiét ké CSDL, d€ dam bao
expanding the database design, to ensure it does khong lam anh huong dén hoat dong binh thuong
not affect the normal operation of the System. cta Hé thong.
The system allows storing insurance data in the H¢ thdng cho phép luu trir dir liéu nghiép vu bao
database for at least 10 years before hiém trong CSDL t06i thieu 10 ndm trude khi don
cleaning/backing up the data, including but not dep/ backup dit li¢u, bao gobm nhung khong gi6i
limited to: han:
- Quotations - Ban chao phi
- Insurance policies - Don béo hiém i ) i
91 - Reinsurance contract, reinsurance structure - Hop dong tai bao hiém, cau trac tai bao hiém
- Compensation assessment - Giam dinh boi thuong
- SOA - SOA
- Accounts receivable/accounts payable (AR/AP) | - Cong no phai thu/ phai tra (AR/ AP)
- Payment requests - B¢ nghi thanh toan
The system allows storing operating log data, H¢ thong cho phép luu trir dit li¢u log van hanh,
incident logs, user operation history, etc., for at log su co, lich st thao téc cuia ngudi dung,... t01
least | year before cleaning/backing up the data. thiéu 1 nam trudc khi don dep/ backup dir li¢u.
6. Repm:tlng and The solution must support reporting and Gla;u phfl P pl}al tlo tro viec lap bio cao va Eruy R
Business . . o xuat thong tin tap trung theo nhiéu mirc d¢: toan
. centralized data retrieval at many levels: entire A A A X A X .
Intelligence/ . h¢ thong, cong ty thanh vién, phong ban, nguodi
92 system, member companies, departments, users, N .o, . PO L
. . st dung, loai giao dich. H¢ thong bao céo phai
PO P e and transaction types. The reporting system must N A A A A
Béo cdo va Kinh clearly show the hierarchy as required by BIC the hi¢n rd su phéan cap theo nhu yéu cau cua
doanh Théng Y yasreq y o BIC.
minh The solution must support‘role-based access Giai phap phai h tro viéc phan quyén trén béo
control for reports: according to levels of users, , P N h R
93 . . cao: theo cac muc nguoi dung, cong ty thanh
member companies, departments, and the entire N . AR
vién, phong ban, toan hé thong.
system.
04 The system has a report creation mechanism that | H¢ thong c6 co ché tao bao cao dam béo t6i uu

ensures optimization of the end-of-day running

hoéa qua trinh chay cudi ngay theo hudéng tao bao
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process in the direction of creating system-wide
reports, then distributing reports to each member
company and department.

cao toan h¢ thong, sau d6 phan phdi bao cao theo
tung cong ty thanh vién, phong ban.

The system is capable of performing reporting
requirements according to business requirements,
including but not limited to:

- Report on product categories

- Report on quotations

- Report on insurance policies; insurance
premiums; commission/support for agents and
brokers; outward reinsurance premium, outward
reinsurance commissions; inward reinsurance
premium; inward reinsurance commissions, etc.
- Report on renewal

- Report on reinsurance contracts

- Report on compensation claims management

Hé théng c6 kha ning thuc hién cac yéu cau vé
béo cao theo yéu cu nghiép vy, bao gdm nhung
khoéng gidi han:

- B4o c4o vé danh myc san phim

- B4o c4o vé ban chao phi

- Béo céo vé don béo hiém; phi bao hiém; hoa
hdng/ hd trg dai 1y, méi gisi; phi nhuong tai bio
hiém, hoa héng nhuong tai bao hiém; phi nhan tai
béo hiém; hoa hc“)ng nhén tai bao hiém,...

- Béo cdo v& tai tuc

- B4o céo v& hop dong tai bao hiém

95 . - B4o c4o vé quan 1y khiéu nai boi thuong
- Report on premium reserves - BAo c4o vé du phone phi
- Report on compensation provisions - Béo cdo vé du g h(‘)ng E 3i thudng
- Report on SOA - Béo céo v& SOA
- Report on accounts receivable/accounts payable | Bio cdo vé cong no phéi thu/ phai tra (AR/ AP)
E?Qle%zft)on avment request - Béao céo vé dé nghi thanh todn o
POTt O payment Feqies . - Béo cdo vé& don bao hiém phai thu x&p ddng bio
- Report on insurance policies requiring co- hiém trong ky
insurance arrangements during the period - Biio cdo vé sé don phai thu xép t4i bao hiém
- Report on the number of insurance policies tam thoi trone ki
requiring arrangement of facultative reinsurance - Béo cdo v §6 (}ilon nhan t4i bio hidm tam thoi
during the period trong K j )
- Report on the number of inward facultative gy
reinsurance policies during the period
The §ystem is capable oflmp lemgntlr}g . Hé théng c6 kha ning thuc hién cac yéu cau vé
requirements for complaint handling investigation béo cdo tra soat xit 19 khidu nai. bao edm nhun
reports, including but not limited to the following Kkhone gidi han céc yu trinh n ,hié \g/u' g
business processes: _ Chél%) £ hi. c& donq Y ghep Vi
96 - Quotation, policy issuance - Tai béiIz) };ié nF
- Reinsurance Bdi thuomg
- Compensation TN .. e
- Accounts receivable/accounts payable (AR/AP) : f)(él:lg E? tﬁgiiltggnphal tré (AR/ AP)
- Payment request g
The system is capable of fulfilling requests to He¢ thong c6 kha nang thuc hién cac yéu cau cung
provide data for reports for data reconciliation, cap dit liéu cho cdc bao cao phuc vu doi soat so
97 including but not limited to: liu(reconciliation), bao gom nhung khong gidi

- Check the number of insurance policies,
insurance premium revenue, commission amount,

han:
- Dbi soat sb lugng don bao hiém, doanh thu phi
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support amount, etc., with Agent/Broker

- Reconcile the number of insurance policies,
insurance premium revenue, commission
amounts, etc., with sales channels (Bancas,
MyBIC, BIC Online, GSM, etc.)

- Reconcile inward/outward reinsurance
premium, inward/outward reinsurance
commissions with insurance companies

The report rendering cycle for data reconciliation
includes at least:

- Daily reconciliation

- Monthly reconciliation

bédo hiém, so tién hoa hong, so tién ho tro.... véi
Dai ly/ Mai gioi

- Dbi soat s0 lugng don bao hiém, doanh thu phi
bao hiém, s tién hoa hdng,... véi cac Kénh bin
hang (Bancas, MyBIC, BIC Online, GSM, v.v)

- D6i soat phi nhan/ nhuong tai bao hiém, hoa
hdng nhan/ nhugng tai bao hiém véi cac Cong ty
bao hiém

Chu ky két xuit bao cao phuc vu dbi soat sé lidu
t6i thiéu bao gdm:

- Dbi soat hang ngay

- Pbi soat hang thang

The system must provide a warning mechanism
and report to let the system administrator know
when there is any event related to security and
safety within the system, including but not

Hé théng phai cung cip co ché, bao cdo canh béo
cho nguoi quan tri h¢ thong biét khi cé bat ky
mot sy kién lién quan dén an ninh, an toan bén

98 . . . trong hé thong bao  g6m nhung khong gi6i han:
limited to: warnings on new connections
. . . canh béo cac két ndi méi xuat hién lan dau, cac vi
appearing for the first time, access policy
SO . pham chinh sach truy cap, vuot quyén, vi pham
violations, overrides, and predefined rule ,r . - .
T quy tac dugc dinh nghia trudc.
violations.
All operations must be logged (including query Toan bd cac thao tac phai dugc ghi log (ke cd
transactions) to ensure information about the giao dich van tin) ddém bao cung cap dugc cac
99 person making the change, the time of the thong tin nguoi thay doi, thoi gian thay doi, thiét
change, the device, etc., for all data changes on bi,ﬂ... cho moi thay doi di li¢u trén Core Bdo
the Insurance Core. There are post-test reports: hiém. Co cac bao cao hau kiém: lich sur thao tac
user operation history according to each function. | cta ngudi st dung theo tirng chie néng.
The system must support generating reports for He thong phai ho tro tao cdc bao cao dé phuc vu
100 investigation: by time, by IP, by transaction, by dicu tra: theo thoi gian, theo IP, theo giao dich,
user. theo nguoi dung.
The B%d.d?r must prgvgie 1n01d.ent reporting tools Nha théu phai cung cip cdng cu, tién ich béo cao
and utilities: report incidents (infrastructure,
. su ¢b: béo céo su b (ha tang, mang noi bo, cAu
101 internal network, system components, etc.), save
. . J phin hé théng,...), luu hd so su cb, bao cao sur b
incident records, report incidents periodically,
. .. theo dinh ky, theo murc d9, tinh trang su cb,.
according to level level, incident status, etc.
102 The solution allows exporting reports to formats Giai phap cho phép xuat bao céo ra cac dinh dang
including but not limited to: PDF, CSV, etc. bao gom nhung khong gidi han: PDF, CSV..
The solution allows setting up schedules to Giai phéap cho phép thiet 1ap lich dé thuc thi cac
103 execute data processing jobs in preparation for job xur Iy dit liéu chuan bi cho viéc tao ra cac bao
creating reports as well as exporting report results | cao cling nhu export két qua bao cao dudi cac
in formats such as CSV, PDF. dinh dang nhu CSV, PDF
104 - The Bidder must provide BIC with security - Nha thau phai cung cap cho BIC céc chiing

assessment certificates from third parties who are

nhan danh gid bao mat cua bén thir 3 1a cac cong
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7. Security/

An ninh Bao mit

companies specializing in security assessment for
solutions provided to BIC.
- The security assessment content must fully
include the following security assessments:

+ Overall architecture

+ Application source code

+ Penetration testing

+ Scan for weaknesses and security holes of
each component in the system.

ty chuyén vé danh gia bao mat doi voi giai phap
cung cép cho BIC.
- Céc ndi dung danh gia bao mat phai bao gdm
day du cac déanh gid bao mit:

+ Kién truc tong thé

+ Ma ngudn tmg dung

+ Kiém thir xAm nhap_

+ RO quét diém yeu, 15 hdng bao mat ciia timg
chu phén trong hé théng.

- Security assessment procedures are performed
directly on the system deployed for BIC (after the
Bidder completes all deployment work, including
customized content).

- Céc thu tyc danh gia bao mat duoc thyc hién
truc t1ep trén hé thong trién khai cho BIC (sau khi
Nha thau hoan thanh toan bo cac cong viéce trién
khai, bao gdm cé cac ndi dung di customized).

103 - The assessment and completion of security - Viéc d4nh gia va hoan thanh cip chimg nhan
certification must be completed before BIC’s béo mat phai hoan thanh trude khi BIC pilot,
pilot and go live. Security assessment certificate golive. Noi dung chirng nhan danh gia bao mat
content no longer contains security errors. khong con ton tai cc 16i bao mat.

The Bidder must provide within 6 months the Nha thau phai cung cap trong vong 06 thang ban
corresponding patch when a security vulnerability | va tuong img khi mot 16 hong bao mat hoac mot
or issue is announced by a third party. van d& dugc bén thtr 3 cong bd.

106 The Bidder must provide within 06 months the Nha thz‘fiu phai cung cap trong vong 06 thang ban
corresponding upgrade and update when the nang cap, cap nhat twong trng khi ban va cta h¢
patches of the operating system, middleware and | diéu hanh, cac middleware, database dwoc st
database used for the solution is issued by the dung cho giai phap, dugc cac nha san xuit ban
manufacturer hanh,

The Bidder must provide evidence of software Nha thau phai cung cép bang chimg vé viéc phat
development following common security design trién phan mém theo nguyén tic thiét ké bao mat

107 principles (e.g., OWASP); Evidence of security phé bién (vi du nhu OWASP); bang ching vé
assessment according to popular standards (e.g., danh gi4 bao mat theo chuén phd bién (vi du nhu
OWASP Top 10). OWASP Top 10).

Detailed requirements about security Yéu céu chi tiét vé bio mat

Architecture and Design Security L}:s(;grg;;lt vé kién truc, thiét ke (Architecture,

The system must not break the security Hé thong khéng duge phéd v kién triic bao mét

architecture currently applied at BIC, specifically: | dang 4p dung tai BIC, cu thé:

- Perform classification of stored information; - Thyc hién phan loai thong tin Iuu tri, dbi voi

sensitive client information (for example: user cac loai thong tin nhay cam cuta khach hang (vi
108 information, client information, contracts, du: thong tin user, thong tin khach hang, hop

transactions), confidential information
(passwords, biometric data used to authenticate
clients, secret keys) must be encrypted and
masked before storing. List of client’s sensitive
information that needs to be encrypted will be

déng, giao dich), cac thong tin bao mat (mat
khéu, dir liéu sinh tric hoc dung dé xéc thuc
khach hang, khoa bi mat (vi du: secret keys) phai
dugc ma hoa, che thong tin trudce khi luu trit.
Danh sach céc thong tin nhay cam cua khac hang
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provided by BIC to the Bidder at the GAP
analysis stage.

- Access from client users from the internet to the
system must be configured to access through
BIC’s security devices.

- Production & HA environments, DR
environment, development, testing and
acceptance environments must be separate
environments.

- Remove software, turn off unused features and
services on the system.

- Installed applications ensure separation on
different network zones according to subjects and
purposes of use: dedicated zones for application
servers, database servers, demilitarized zone
(DMZ), partner DMZ for connecting partners,
intranet zone for internal users.

can dugc ma hoa s& dugce BIC cung cap cho Nha
thiu tai giai doan phan tich GAP.

- Céc truy cap tir nguoi dung khach hang tur
internet vao hé théng phai dugc cau hinh truy cap
qua céc thiét bi bao méat cua BIC.

- Méi truong productlon&HA moi truong DR,
mdi trudng phat trién, kiém thir, nghiém thu phai
la cac moi truong tach biét

- Loai bo cac ph?m mém, tit cc tinh nang, dich
vu khong st dung trén hé théng.

- Ung dung cai dit dam bao phén tach trén cac
viung mang khac nhau theo ddi tuong, muc dich
st dung: phan vung danh riéng cho may chu tng
dung, cho may chu CSDL, phan ving mang trung
gian (DMZ), phan ving DMZ partner cho két ndi
céc dbi tac, phan ving intranet cho ngudi dung
ndi bo.

The system have control solutions to promptly

He¢ thong co giai phap kiém soat phat hién, ngan

109 detect and prevent unauthorized connections and | chin kip thoi cac két ndi, truy cap trai phép vao
access to the system. h¢ thong.
The Bidder have a plan to deal with denial-of- Nha thau c¢6 phuong an d6i phd chong tan cong tir
110 . L e .S,
service attacks at the application level. choi dich vy & muc Gng dung.
The Bidder lists the application components Nha thiu liét k& danh sich cic thanh phan cia
necessary for the application to function, , XA a2 , -
. . . ung dung can thiet dé cho ung dung hoat dong
including components, libraries, modules, A , \ A i
. duogc, bao gom cac thanh phan, thu vién, module,
frameworks, platforms, operating systems, A 2 A 1a ;
111 . framework, platform, hé diéu hanh, file tham so6 X
configuration parameter files, secret keys. The z 3
. cau hinh, cac khoa bi mat. Nha thau dam bao cac
Bidder ensures that these components must be
. thanh phan nay phai 12 phién ban da khéc phuc
versions that completely fix the announced
. hoan toan cac diém yéu bao mat da cong bé.
security weaknesses.
The system does not store client’s sensitive data H¢ thong khong luu cac dir liéu nhay cam cua
(for example: client information, contracts, khach hang (vi du: thong tin khach hang, hop
112 transactions), security information (passwords, dong, giao dich), cac thong tin bao mat (mét
biometric data used to authenticate clients, keys, khau, dit liéu sinh tric hoc ding dé xéac thuc
etc.), secret server keys in the source code on the | khach hang, khoa bi méat cia server (vi du: secret
client side. server keys) trong source code ¢ phia client.
Authentication Xac thue (Authentication)
13 The system provide features to allow Heg thong c6 chirc nang cho phép khoda nguoi
locking/unlocking users. dung/ mé khoa nguoi dung.
The system allows users to use the forgot ergl?;lagt lc{}ﬁz 'f Iifrp ngliacll g::;iﬁgud;ﬁg tcl;lh él:rrllg
114 password feature, re-issue the access password d P Y cap bang X

using security questions or other methods (the

cau hoi bao mét hodc phuong thire khac (dp nghi
nha thau dé xuat cac phuong thire khac (néu co)).
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Bidder is requested to propose other methods (if
any)).

The system provide features to manage security

Hé thong c6 chirc ning quén 1y cau héi bao mat

13 questions for each specific user. theo timg ngudi ding cu thé.
Users are only allowed to access application Nvgu o1 d ung chi ‘3‘“’? P hép Eruy ©ap vao cac chire
116 . S ndng va cac nguon tai nguyén cua ing dung sau
functions and resources after authentication. L2 2
khi da thuc hién xac thuc.
Do not save or automatically send authentication | Khong luu hoac khong tu dong guri cac thong tin
117 information in explicit form in packets sent and xac thuc ¢ dang tudng minh trong cac goi tin gui
received between client and server nhan gitra client va server
118 Authentication checks must be performed on the Céc bién phap kiém tra xéac thyuc phai dugc thuc
server side (not on the client side). hién ¢ phia server (khong thuc hi¢n ¢ phia client)
All business functions related to client’s sensitive Ta:[ ca cac chire Iﬂlang’nghle,p Vi €0 hel} qu.an (Aien
information (for example: user information, client thong tn nllay cam cua kh?Ch hang (Yl du: t hong
119 m . . > tin user, thong tin khach hang, hgp dong, giao
information, contracts, transactions) must require . b NP R .
. . . dich) déu phai yéu cau xac thuc nguoi dung trudc
user authentication before implementation. Khi "
i thue hién.
There is a mechanism to log all activities related C6 co ché ghi logs lai toan bd cac hoat dong lién
to authentication. Logging information must have | quan dén x4c thuc. Thong tin ghi log tdi thiéu
120 at least the following fields: client IP, access phai ¢6 cac truong sau: IP client, thoi diém truy
time, browser type, device type (computer, cép, loai trinh duyét, loai thiét bi (may tinh, dién
phone, tablet). thoai, tablet).
User passwords must be hash-encrypted. When Mat khau nguoi ding phai dugce ma hoa hash, khi
encrypted, other components (for example, salt mi héa bit budc phai kém thém cac thanh phan
121 strings) must be included to prevent recovery khac (vi du: chudi salt) dé chéng kha ning tan
attacks. It is required to use the encryption cong phuc hdi (recover attacks). Yéu ciu sir dung
algorithm SHA-512 or higher. thuat toan ma hoa tr SHA-512 trd 1én.
For first time logging in, the system must require | Lan dau dang nhap, h¢ thong phai yéu cau nguoi
122 the user to change the default password to be sir dung thay ddi mat khiu mic dinh méi duge
allowed to use the system’s functions. phép sir dung céc chirc ning cua hé théng.
The system must allow password policy Hé thong phai cho phép cau hinh chinh sich mét
configuration with the following criteria khau vdi cic tiéu chi sau (tiy thudc vao mirc do
(depending on application criticality): quan trong cua trng dung):
- Minimum password length - (1) - b6 dai tdi thidu ctia mat khau - (1)
123 - Password complexity - (2) - B9 phure tap ciia mat khau - (2)
- Number of incorrect login attempts - (3) - SO lan dang nhap sai - (3)
- Temporary lockout time — (4) - Thoi gian khoa tam thoi (lockout) — (4)
- Password history — (5) - Password history — (5)
- Password restricted (common passwords and - Password restricted (password thong dung va
weak passwords are not set) — (6) password yéu khong dugc dit) — (6)
The system has a mechanism to prevent Hé théng ¢6 co ché ngan chan viée ty dong dang
124 automatic login to protect against attacks on nhap dé chéng lai cac cudc tin cong vao tai

accounts such as: password detection attacks

khoan nhu: tin cong do mat khiu (brute-force),
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(brute-force), account detection attacks, account-
lockout

do tim account, tan cong tir choi dich vu nguoi
dung (account-lockout)

The system allows integration of multi-factor

Hé¢ thong cho phép tich hop giai phap xac thuc da

125 authentication (MFA) solutions with third parties | yéu td (MFA) véi bén thir ba
User authentication methods include at least the Phuong thirc x4c thuc ngudi ding bao gdm tdi
following methods: thiéu cac phuong thirc sau:
126 - Authenticate with password - Xac thyc bang mét khu
- Authenticate with password combined with - Xac thyc bang mat khau két hop thém SMS
SMS OTP, Soft OTP, etc. OTP, Soft OTP,...
Limit the use of the saving feature of login Han ché st dung tinh ning lwu thong tin ding
127 information (username/password) and auto- nhap (username/password) va tinh nang auto-
complete feature on the client side. complete ¢ phia trng dung client.
The solution must be able to integrate with other | Giai phap phai c6 kha nang tich hop védi cac hé
authentication systems, including at least: théng xac thuc khéc, tbi thiéu gdm:
128 + Centralized identification and + DPinh danh, xac thuc tap trung, twong thich
authentication, compatible with Active Directory | vdi Active Directory
+ Support Single Sign On + H) trg Single Sign On
+ BIC's Signing Server system + Hé thdng Signing Server clia BIC
For systems designed according to Microservices, D_éi voi He thong thiét ké theo Microservices, khi
129 changing the database password only needs to be déi’ mat khiu co s dit liéu chi can thyc hién duy
done in one place and has an impact on all nhat mot noi va co tac dong téi moi
Microservices that use this password. Microservices co st dung mét khiu nay
Session Management Quan ly phién lam viéc (Session Management)
The system provide features to manage user Heé thong c6 chitc nang quén tri phién lam viéc
sessions, including: clearing cache, logging out/ clia cac ngudi ding, bao gdm: x6a cache (clear
130 activating users according to events defined by cache), ding xuét/kich hoat ngudi dung theo su
BIC users (automatically, according to events, or | ki¢n dugc nguoi dung BIC dinh nghia (tu ddng,
done manually). theo su kién, hodc thuc hién thii cong).
Every time of successful logging in, a new MB&i khi dang nhap thanh cong, mot phién lam
131 session is created and associated with a valid viée (session) mai dugce tao ra va gén véi nguoi
user. dung hop 1¢.
The session must be canceled immediately after Phién lam viéc (session) phai dugc hiy bo ngay
132 the user uses the logout function to log out of the | sau khi ngudi ding sir dung chtrc ning logout dé
application. diing xuét ra khoi (g dung.
Phién lam viéc (session) phai dugc tu dong ngat
Sessions must be automatically terminated after a | sau mot khoang thoi gian khong sir dung
133 period of inactivity. The system provide features | (inactivity). Hé théng c6 chirc nang thiét lap
to set an automatic time-out period. khoang thoi gian ty dong ngét phién lam viéc
(time-out).
Session Id must be randomly generated and Ma phién lam vi¢c (Session Id) phéi dugc sinh
134 unique for each active session, with a minimum ngiu nhién, duy nhit voi mi active session, co

length of 20 characters.

do dai i thidu 20 ky tu.
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The session-id must not be exposed in the path, in

Session-id khong duoc dé 16 trong dudng dan,

135 error messages, or stored in logs. trong thong béo 16i hodc luu trong logs.
The session-id stored in the cookie must be Lo . s oaa 1, 5
" " " N Session-id luu trong cookie phai dam bao an toan
secure and use the "HttpOnly" and "Secure" flags . «
L. LY : va sir dung cac ¢ “HttpOnly” va c¢ “Secure”
136 when transmitting session-id information and
. . . mbi khi truyén cac thong tin vé session-id va cac
other information related to session
L. thong tin khéc lién quan dén xac thyc phién.
authentication.
Send and receive sessions via HTTP Cookie or Gtri nhan session thong qua HTTP Cookie hoac
137 include Envelope tag in SOAP Message, do not dua vao Envelope tag trong SOAP Message,
send/receive via URL. khéng gui/nhén qua URL.
The system stipulates that users can only log in Hé thong quy dinh nguoi dung chi ddng nhép mot
138 once at a time. At the same time, a user is not lan vao mot thoi diém. Cing mot thoi diém, mot
allowed to log in from multiple workstations/ ngudi dung khong duge phép ding nhap tir nhidu
devices. may tram/ thiét bi khac nhau.
The system ensures single sign-on (SSO) support H? thf) ng ddm bao ho tr‘q k}}a nans daAng r}hap A
. mot lan (SSO) cho nguoi dung vao hé thong mot
for users entering the system. Once the user has . NI ~ , A
139 ;i . . khi nguoi dung da duoc chirng thuce, ho s€ khong
been authenticated, they will not need to log in A Ry A LAl o ATTA x o
. . . can phai dang nhap bat ky mot lan nao nira trong
again throughout the entire session. Koo 3 1A 1Ay
suot toan b phién lam viéc.
Access Control Kiém soat truy cip (Access Control)
User permissions/ groups of permissions on the Quyen/ cac nhom quyen clia nguoi dung trén img
application must be clearly defined. Permissions/ dung phai duogc xac dinh rd rang. Quyén/ ’nhc')m
140 permission groups specify which users have quyen chi rd nguoi dung duoc truy cdp dén cac
access to specific functions and resources. The chirc ning va tai nguyén cu thé. Hé thong phai
system must be customizable to meet BIC's dam bao co thé chinh sira dé dap ung duogc yéu
access control requirements. cdu vé phan quyén ciia BIC.
141 The Core system must use BIC's AD system H¢ thong Core phai st dgng hé thong AD cua
when authenticating user passwords BIC khi xac thuc mat khau nguoi dung
The system provide features to create unlimited He¢ thong c6 chire nang tao ra khong glO’l han cac
groups of user permissions, with each group of nhom quyén ciia ngudi st dung v6i mdi nhom
permissions allowed to perform different quyén dugc phép thyc hién cac chire nang khac
functions on the system (declaration and nhau trén h¢ thong (chuc nang khai bao va quan
management of parameters, declaration and tri tham so0, khai bao va quan tri thong tin khach
management of client information, processing hang, xir ly va phé duyét giao dich cua khach
and approval of client transactions, exploitation hang, khai thac bao céo, van tin...) theo cac tiéu
142 of reports, querying of information, etc.) chi sau:

according to the following criteria:

+ Permission group code;

+ Permission group name;

+ User management unit: branch or head office;
+ Description of permission group;

+ List of functions: select 1 or more functions
according to the system menu.

+ Mi nhém quyén;

+ Tén nhém quyén;

+ DPon vi quan 1y nguoi dung: chi nhanh hodc tru
s& chinh;

+ MO ta nhoém quyén;

+ Danh sach cac chirc nang: dugc chon 1 hodc
nhiéu chirc ning theo menu cta hé théng.
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Access control can be assigned according to user
groups, including but not limited to:

- Access control according to functions: approve,
create, view, edit, query, delete

- Access control by role, position, department,
approval limit, and user group

- Access control by branch, region, headquarters

Viéc phan quyén truy cap theo nhdm nguoi dung
¢4 thé thue hién theo cac tiéu chi, bao g@)m nhung
khong gidi han:

- Phan quyén theo cac chirc nang: phé duyét, tao
1ap, xem, sua, truy van, x6a

- Phan quyén theo vai tro, vi tri, phong ban, han
muc phé duyét, theo nhom nguoi dung

143 and client type. - Phan quyén theo chi nhanh, khu vuec, tru s& va
- Access control according to data, against all loai khach hang. )
forms of exploitation including system - Phén quyén theo dir liéu, chong lai moi hinh
administration, database administration, etc. thire khai thac ké ca quan tri hé thong, quan tri co
- Access control according to reports: according so dir licu...
to user, department, branch, region, and head - Phan quyén theo bao céo: theo cac mirc nguoi
office levels. dung, phong ban, chi nhanh, khu vuc, tru sé.
The Sy stem pr0V1fie f@atures to establish . Hé théng c6 chirc nang thiét 1ap nguyén tic dang
principles for registering access control, checking A A LeR R PN
S . ky phan quyén, kiém tra sy rang budc giira cac
the binding between groups of permissions for . AT S S 13 X
- X nhém quyén doi voi mot so nhom quyén cu the
some specific groups of permissions for users. N . £ 1x A O
144 . . cho nguoi dung. Co co ché chan mdt nguoi dung
There is a mechanism to block a user who has ~ o ;o A 3 11 A
. . . da dugc dang ky nhom quyén nay sé khong dugc
registered for this permission group from < Lo A p . >
S .2 dang ky nhém quyén khac theo quy dinh cia BIC
registering for another permission group time thoi ks
according to BIC's regulations from time to time. & Y-
Register and manage access control of BIC user: | Dédng ky, quan 1y phén quyen nguoi dung BIC:
The system provide features to allow declaring He¢ thong c6 chirc néng cho phép khai bao tham
parameters or synchronize BIC user information s0 hodc dong bg dir liéu thong tin nguoi dung
data (centralized BIC user management) with at BIC (quan ly ngudi sir dung BIC tap trung) theo
145 least the following information: toi thiéu cac thong tin:
+ Username; + Tén nguoi dung;
+ Position/ title; + Vi tri/ Chirc danh cong tac;
+ Working unit; + Don vi cong tac;
+ Officer code/user code. + M2 can b§/ ma nguoi dung.
The system provide features to allow each officer | Hé thong ho trg kha nang cho phép moi can bo
to only have 01 unique user account and it does chi cap 01 user duy nhat va khong thay doi trong
146 not change throughout the working process, suot qua trinh cong tac, chirc nang cho phép quan
provide features to manage the rotation of users ly viéc luan chuyén user gitta cac bo phan/chi
between departments/branches. nhanh
Search for conflicts: Detect access control rules Tim kiém xung d6t: Phat hién cac rule Phan
147 that are suppressed, covered, denied, duplicated quyén bi triét tiéu, bao phu, phi nhan, trung boi
by other rules rule khac
authorsaton for Al domponents. The system | 18 héne phil 1 r phan quyén ngu ding dp
148 P ) Y trung cho tat ca cac cau phan. Hé thong ho trg

supports privileged user management for each
function

quén 1y user dic quyén cho mdi chirc ning
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The solution must ensure that users administer

Giai phap phai dam bao nguoi dung quan tri va

149 and operate the application independently of vén hanh tmg dung ddc 18p voi cac nguoi dung
system and database administrators. quan tri h¢ thong va co so dir liéu
Access to sensitive data (e.g., user information, Vlf': N trgy cap denA cac d v 11(_=:u nha.\ly cam (vi fi v
S . . thong tin user, thong tin khach hang, hop dong,
client information, contracts, transactions) must . . .. s A} 1z
. . giao dich) phai dugc bao vé bang cach ap dung
be protected by applying access request checking L elAe 1A A A N SR
- . . : cac ky thuat kiém tra yéu cau truy cap (chong 101
techniques (prevention of Insecure direct object : . e
. . Insecure direct object reference— IDOR) dam bao
reference — IDOR), ensuring this user cannot X N % PR .
150 : Vs . . user nay khong thé xem thong tin cta user khac,
view other users' information, for example: this , , - | N 2 .
. . D . vi du: khach hang nay khong thé xem duoc giao
client cannot view another client’s transactions by . , , y (s . , N
. . . dich cta khach hang khac bang cach stra thong tin
editing the query account number information. Aoy . £ . s 1A
. o . s0 tai khoan truy van. Danh sach cac dir li¢u nhay
List of sensitive data provided by BIC to the . X A
Bidder at the GAP analvsis stace cam duoc BIC cung cap cho Nha thau tai giai
Y £e- doan phan tich GAP.
Do not allow users to view detailed directory ongﬂcho phep Nguol su dung xem C‘hl t‘1et thu
. . muc trén may chu (directory listing) tir trinh
listing on the server from the user's browser. If A AP Ao 1A A A
. : - duyét ctia nguoi str dung. Néu hé thong duge yéu
the system is required to allow certain users to X o 2k o A 40
151 . . . cau cho phép doi tuong nguoi str dung nhat dinh
view directory listing content on the server, then . - .7 A ,
. . . duoc xem ndi dung chi tiét thu myc trén may chu,
a program function must be available to meet this . , X 2 1x
. thi phéi cé chirc nang ctia chuong trinh dé dap
requirement. , A A s
ung yéu cau nay.
Directories on the deployment server must ensure | Cac thu muc trén may chu trién khai phai dam
redundant files (for example, metadata files of bao loai bo cac file du thira (vi du: cac tép tin
152 files such as Thumbs.db, .svn must be cleaned metadata cua cac files nhu ’[humbs.db, .svn phai
and deleted when deploying to pilot and dugc don dep x6a bo khi trién khai 1én may chu
production servers). pilot, production).
Access control measures must be built according | Céc bién phép kiém soat truy cap phai duoc xay
153 to a "fail securely" mechanism to ensure that in dung theo co ché “fail securely” dam bao trong
the event of an access error, access is not granted trué:ng hop c6 16i khi truy cép thi khong dugc cap
to the user. quyén truy cap cho ngudi dung.
154 Configurable administrative functions allow Cac churc nang quan tri ¢6 thé cau hinh chi cho
access only from BIC's internal network phép truy nhap tr mang ndi b cua BIC
Access actions (successful/unsuccessful) to Cf‘ ¢ hanP d(%ng tr}ly cap (th\a n‘h' cong/}( hor}g t’hanh
L . cong) den cac chiic nang va tai nguyén cua ing
application functions and resources must be A - = At v
recorded in user activities logs. Log content dung du phai duoc ghi lai trong nhat ky cua
155 £3. L08 ngudi dung (activities logs). Noi dung log t6i

includes at least following information: client IP,
access time, browser type, device type (computer,
phone, tablet).

thi€u bao gom céc thong tin: IP client, thoi diém
truy cdp, loai trinh duyét, loai thiét bi (may tinh,
dién thoai, tablet).

Malicious input handling

Kiém soat dit liéu dau vao (Malicious input
handling)
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All input data must be checked, controlled,
processed and standardized to ensure it does not

Tét ca cac dit lidu dau vao déu phai dugce kiém

156 contain redundant data that is harmful to the tra,’ klefn >0 at, xu l‘y vae huar} héa d? m Pao khong
chira dir liéu du thira, gdy hai cho hé thong.
system.
Errors relatec.i to incorrectly eqtered data that Céc 131 lien quan dén céc dit licu rhp sai ¢4 bj tir
157 have been rejected for processing must be logged PO . L2 ~
P . choi xur ly phai duoc ghi logs lai dé theo doi.
or monitoring.
Checking and controlling input data must be done Vl?.c kiem tra, qun SOE}t céc di lleuﬂnhap vao
158 . . . phai dugc thuc hién phia server (khong thuc hién
on the server side (not on the client side). (o
phia client)
Input data that is part of queries (such as SQL, Céc dir liéu nhap vao 1a mot thanh phan cua cac
HQL) must be checked for command syntax, data | cau truy van (nhu SQL, HQL) phai duoc kiém tra
159 format of input parameters (as must be passed ct phap céu 1énh, dinh dang dit liéu cua cac tham
through existing standardized functions, e.g., $0 truyén vao (nhu phai dugc trai qua cac ham
prepared statements) chuan hoa san c6, vi du prepared statements)
— . Doi voi cac img dung c6 str dung LDAP phai co
For applications using LDAP, there must be . £ 2 A N LA e A
. . . cac co ché kiém tra dit liéu va thong tin cac cau
mechanisms to check data and query information L 2R 1A . oL
S truy van de chong lai LDAP injections:
to prevent LDAP injections: S a1y S, A A
. . . - Loai bo cac ky tu, kicu dit liéu khong hop 1€
- Remove invalid characters and data types in , £ s NI
. . LT trong cac truy van LDAP (thuong 1a cac dir li¢u
LDAP queries (usually client data, distinguished , . R L PSS
. ctia khach hang, distinguished name, cia mot doi
160 name, of a subject). twong)
- Use existing frameworks that have the function ong)- . S oo £
. L - Str dung céc framework san c6 chirc nang chong
of preventing LDAP injections. LS
e . LDAP injections
- Use users with limited rights, enough to perform . . A £ 2o 22
- Str dung user v6i quyén han che, du dé thuc
necessary tasks related to LDAP (for example, A PRIV £ .
users only have LDAP query functions) hién céc téc vu can thiét lién quan dén LDAP (vi
du user chi c6 chirc nang truy van LDAP)
For applications that use operating system Doi v6i cac tmg dung c6 st dung cdc command
161 commands, there must be mechanisms to check ctia h¢ diéu hanh phai c6 cac co chQ kiém tra dir
data and query information to prevent OS liéu va thong tin cac cau truy van dé chong lai OS
Command injection. Command injection
Input data transmitted in XML format must be Cac du. 1}@u “h‘-"? VaoAtruyfin d}r o qang XML; P P.al
. - . duoc kiém tra va chuan hdéa dam bao han ché toi
162 checked and standardized to minimize the risk of . L A NN A
da cac nguy co tan cong vao cac thanh phan
attacks on XML components. XML
Variables related to the transfer mechanism and Cac bién lién quan dén co qhé truyén, tham ghiéu
references to files must be handled so that the dén files phai dugc xtr ly d€ service khong ton tai
service does not have Remote File Inclusion 161 Remote File Inclusion (RFI) hodc Local file
163 (RFI) or Local file inclusion errors when inclusion khi tham chiéu dén mdt tai nguyén cu

referring to a specific resource.

For example:

- With the function that allows uploading files
from the client, the header file and extension file

thé.

Vi du:

- Véi chitc nang cho phép upload file tur client,
phai kiém tra day du cac thugc tinh file header va
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properties must be fully checked.

- File size also needs to be controlled to avoid
clients uploading files that are too large, leading
to system overload.

- Block and filter special characters in file names
such as "/../", null byte characters (%00, \0, 0x00)
to avoid path traversal vulnerabilities
(vulnerabilities that allow hackers to easily get
any files on the server through the inbound path)

file extension.

- Dung lugng file ciing can dugc kiém soat dé
tranh truong hop client upload file qua 16n dan
dén qua tai hé thng.

- Chan, lgc cac ky tu dac biét trong tén file nhu
“/../”, ky tu null byte (%00, \0, 0x00) d& tranh 16
héng path traversal (16 hdng cho phép hacker dé
dang iy duoc file bat ky trén may chu thong qua
duodng din truyén vao)

Services using standard DTDs need to disable the

Service str dung chuan DTDs can phai vo hiéu

164 XML External Entity (XXE) feature in the XML | hoa tinh nang XML External Entity (XXE) trong
Parser configuration. cAu hinh cua trinh XML Parser.
String variables returned to the client need to be Céc bien 01’1.1101 khi trd ve tha c,l tent ?anguqc
165 . encode dudi dang html nham tranh cac 161 nhu
encoded as html to avoid errors such as XSS XSS
Cryptography St dung ma héa an toan (Cryptography)
Use strong, secure encryption algorithm products. | St dung céc san phdm thuat toan ma hoa manh,
Algorithms have been proven to meet FIPS 140-2 | an toan. Cac thuat toan da dugc chirng minh dat
166 standards: tiéu chuén FIPS 140-2:
http://csre.nist.gov/groups/STM/cmvp/documents | http://csre.nist.gov/groups/STM/cmvp/documents
/140-1/1401val2017.htm /140-1/1401val2017.htm
167 SHA, AES algorithms must use keys of 256 bits Cac thuat toan SHA, AES phai str dung khoa 256
or more bit trd 1én
The encryption mechanism must ensure that only Co chehnrla hora. phai dam ba}o }clhl co nliunﬁgAngum
168 authorized people can read and only read on the du;qc P el? méi dugc docgva o dc_)F tren he A
) . . thong, khong dugc doc néu sao chép ra ngoai hé
system, not read if copied outside the system. théng
Error handling and logging Kiém soz'}t 16i, ghi log sw kién (Error handling
and logging)
All operations must be logged and tracked Toan bd cac thao tac phai dugc ghi log, luu vét
169 (including query transactions and system (ké ca giao dich vén tin, cac thao tic quan trj hé
administration operations). thong)
Support customizing logs declaration: storage by | Phdi hd trg tity chinh viéc khai bao luu logs: luu
170 capacity, time, events, transactions, system access | trir theo dung lugng, thoi gian, su kién, giao dich,
operations thao tac nghiép vu truy cap hé théng
The system provides methods and tools to extract | H¢ thong cung cap cac phuong thirc va cong cu
171 all application logs, transactions, events to a dé trich xuét toan b log tmg dung, giao dich, su
centralized monitoring system. kién dén hé thong giam st tip trung.
The system must support creating summary Hé thong phai hd trg tao cac bio céo tong hop
reports by: time, by IP (source/destination), theo: thoi gian, theo IP (ngudn/dich), giao dich,
172 transaction, by user, function, access information, | theo user, chirc nang, thong tin truy cép, két qua,

results, error codes (success, failure),
unsuccessful operation, invalid resource access,

mi 15i (success, failure), cac hoat dong khong
thanh cong, truy cap tai nguyén khong hop 16,

34/109




unauthorized action, violation, suspicion,
problem, etc.

hanh dong khong phép, vi pham, nghi ng, c6
van de...

Error messages are not allowed to contain
sensitive information (for example: user
information, passwords, card information,
biometric data used for client authentication,

Céc thong bao 16i khong dugc phép chira cac
thong tin nhay cam (vi du: thong tin user, mat
khéu, thong tin thé, dir liéu sinh tric hoc ding dé
xac thuc khach hang, khoéa bi mat (secret keys)),

173 secret keys), other System information such as: céc thong tin v& hé thong nhu: session-id, thong
session-id, software/ system version information, | tin phién ban phan mém/ hé théng, thong tin ca
user personal information. A list of sensitive nhan nguoi dung. Danh sach cac thong tin nhay
information will be provided by BIC to the cam s& duoc BIC cung cdp cho Nha thau tai giai
Bidder at the GAP analysis stage. doan phan tich GAP.

Céc sy kién lién quan dén bao mat ciing phai

174 Security-related events must also be recorded in dugc ghi chep lai trong logs (vi du: dang nhap

logs (e.g., failed logins, access denied). khong thanh cong, truy cap dén céc tai nguyén
khong hop 1€ (access denied))

Events in the log must contain all necessary Cac events trong log phai chtra day du thong tin

information for future tracing: at least include can thiét dé phuc vu truy vét v& sau: tbi thiéu bao

175 information about IP addresses (source/ gdm théng tin vé dia chi IP (ngudn/ dich), users,
destination), users, access resources, behavioral tai nguyén truy cap, két qua hanh vi (success,
results (success, failure). failure).

The application's log viewing function only Chirc nang xem logs cuia trng dung chi thuc hién

176 displays event content, not executing the content | hién thi ndi dung events, khong duogc thuc thi cac
contained in events. ndi dung chira trong events.

Application log data (application logs) must be Dir li¢u nhat ky cua ng dung (logs tmg dung)
protected against unauthorized access and phai dugc bao vé, chdng truy cap va sira ddi trai

177 modification by ordinary users (only system phép bdi nguoi dung thong thuong (chi cé nguoi
administrators have access to application logs quén trj hé théng mai c6 quyén tiép can dir lidu
data). logs cua ung dung).

Sensitive information (for example: user Cac thong tin nhay cam (vi du: thong tin user,
information, password, client information, mat khéu, théng tin khach hang, tai khoan, thong
account, card information, biometric data used for | tin thé, dit liéu sinh tric hoc dung dé xac thuc

178 client authentication, secret keys) must not be khach hang, khoa bi méat (secret keys)) khong
recorded in the log or must be hidden using dugc ghi ra log hodc phai dugc che gidu bang cic
encryption methods to ensure safety, complying phuong thirc ma hoa dam bao an toan, tuan thu
with the data encryption policy at BIC. chinh sach ma héa dir liéu tai BIC.

The logs (logs in and OUt.Of the device, both Céc log (cac log trao ddi vao ra thiét bi, ké ci qua
through the integrated axis and not through the «chh S kho truc tich h hai 1
integrated axis) must store the time of sending truc te op va Khong qua fruc te ?pgp at i
and receiving data, results, error codes, client IP th.m glan gu l.phan dir liéu, keF qud, ma 19, IP .
179 & ? ’ ’ § client, thoi diém truy cép, loai trinh duyét, loai

access time, browser type, device type (computer,
phone, tablet). There is a mechanism to ensure
storage of this log data for a minimum of 12
months.

thiét bi (mdy tinh, dién thoai, tablet). C6 co ché
ddm béo luu trlt dit liéu log nay trong vong t61
thiéu 12 thang.
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The logging architecture saves to a centralized

Kién tric ghi log luu vao co so dit liéu log tap

180 log database, in a queue, and has a periodic log trung, theo hang doi (queue) va co chirc nang don
cleaning function. dep log dinh ky.
Data protection Bao vé dir liéu khach hang (Data protection)
Do not use the feature to automatically include Khong str dung tinh nang tu dong guri kem thong
181 client authentication information in request tin xac thuc cia client trong cac goi tin request toi
packets to the server. server.
Do not use the same session-token for many Khong str dung chung session-token cho nhiéu
182 . . . .
different clients. client khac nhau.
Sensitive data related to clients, users, and user Dir liéu nhay cam c6 lién quan dén khach hang,
transactions whose disclosure poses a risk of nguoi dung, giao dich cua nguoi dung ma viée 16
183 information insecurity must be sent to the server lot c6 nguy co gdy mét an toan thong tin phai
through the message body (POST), or in the dugc gui 1én server thong qua message body
header (HTTP Header), and must not transmitted | (POST), hodc trong header (HTTP Header),
on the URL khong dwoc truyén trén URL
Client’s sensitive information data (for example: Dir liéu thong tin nhay cam ctia khach hang (vi
card information, user information, client du: thong tin thé, thong tin user, mat khéu cua
184 password) must be encrypted before being stored | khach hang), phai dugc ma hoa trude khi luu trén
on the database. BIC will provide the Bidder with | CSDL. BIC s¢ cung cap cho Nha thau danh sach
a list of client information fields that need to be chc truong thong tin cta khach hang cin mi hoa
encoded at the GAP analysis stage of the project. | tai giai doan phéan tich GAP cua du an.
Transmission security Bio mit duong truyén
The system must have a valid certificate (public Hé thdng phai c6 chimg chi hop 18 (public
certificate provided by organizations around the certificate do cac td chirc trén thé giéi cung cap
185 world (for example: Global sign, Verisign) for (vi du: Global sign, Verisign) cho cac ung dung
applications deploying https to the external trién khai https ra méi trudng bén ngoai. Khong
environment. Self-certificate is not allowed. st dung cac ching chi tu sinh (self-certificate).
SSL Certificate has a minimum term of 5 years, SSL Certificate ¢6 thoi han toi thi€u 5 nam, hoic
186 or is valid according to the usage time of the Core | co thdi han theo thoi gian sir dung cua Hé théng
System Core
Use hitp S (transmission epcryption) for al.l Str dung https (ma hoa duong truyén) cho tit ca
information sent and received between client and R N X <
187 - cac thong tin giri nhéan giira client va server, phai
server, and TLS v1.2 protocol or higher must be , . , 1A
used. st dung giao thuc TLS v1.2 tr¢ 1én.
Use HTTP Strict Transport Security (header) for Str dung HTTP Strict Transport Security (header)
important services on the internet environment to | ddi v6i cac service quan trong trén moéi truong
188 ensure the connection to the service is always internet d& dam bao két ndi t6i service luon duge
encrypted and reduce the risk of phishing on the ma hoa va giam nguy co bi phishing ¢ phia nguoi
user side. dung.
189 The Core system must be able to connect to the Hé théng Core phai két néi dugc Proxy Server

Proxy Server

Set up HTTP security configurations

Thiét 1ap cac cAu hinh an toan cho giao thirc
HTTP (HTTP security configuration)
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The system support HTTP methods including at

Heé thong hd trg cac HTTP method bao gom t6i

190 least GET, POST, PUT, DELETE thiéu GET, POST, PUT, DELETE
Elements in the HTTP Header and HTTP Céc thanh phan trong HTTP Header va ndi dung
191 Response content do not contain system HTTP Response khong chira cac chi tiét vé thong
information details, e.g., system version tin hé théng, vi du: phién ban h¢ théng
The HTTP response must have a Content-Type HTTP response phai c6 truong header Content-
192 header field specifying the charset (e.g., UTF-8, Type chi rd b charset (vi du UTF-8, ISO 8859-1)
ISO 8859-1) used. dugc su dung.
The solution can set the XSS protection option Giai phap co thé thiét 1ap option bao vé chong tan
193 for HTTP Response (for example, set the X-XSS- | cong XSS cho HTTP Respone (vi du thiét lap
Protections field as follows: Verify that the X- truong X-XSS-Protections nhu sau: Verify that
XSS-Protection: 1; mode=block). the X-XSS-Protection: 1; mode=block).
Neither the source code nor the components used | Trong source code ciing nhu cac thanh phan sir
by third parties of the application must contain dung cua bén thir ba cua ing dung khong dugc
194 dangerous functions: for example, back doors, chira cac chirc ning nguy hiém: vi du nhu back
logic-boom, logic errors in authentication doors, logic-boom, sai sot logic trong cac chirc
functions, access control. nang xac thyc, kiém soat truy cap.
Files and resources access control LSTIED Py G D0 (ST
resoug’ces) ]
The system must warn the user if the website He thﬂong p,h di canh bdo t6i nguol dur}g neu
- chuyén hudng trang web (redirect hodc forward)
195 redirects or forwards to an untrusted source o A o LD T s
: S tdi nguon khong tin cdy (nam ngoai ng dung
(outside the application or unsafe resource). hodc tai A N X . \
odc tai nguyén khong dam bao an toan).
196 File upload functions must check the allowed Céc chirc niang upload file phai kiém tra dinh
format, file type, and file size dang, loai file, dung lugng file dugc phép
Files uploaded to the application must have the Céc files upload 1én tng dung phai dugc kiém tra
path variable checked to ensure they are only bién path (dwong dan) dé dam bao chi dugc ghi
197 written to valid areas. The path variable must be vao vung hop I¢. Bién path phai dugc kiém tra va
examined and removed unnecessary components | loai bd cac thanh phan khong can thiét dé tranh bi
to avoid attacks (e.g., Local/Remote File tan cong (vi du nhu Local/Remote File Inclusion
Inclusion (LRFI), Path traversal) (LRFI), Path traversal)
Files uploaded by users to the system must be Cac file nguoi dung upload 1én hé thdng phai
automatically renamed or file pathed. Users are duge tu dong ddi tén hodc duong dan file. Ngudi
not allowed to directly access uploaded sir dung khong duogc truy cap truc tiép vao file
198 executable files (for example, .ASP, ASPX, dugc upload c6 kha nang thuc thi (vi du file
.EXE, .PHP, .BIN, .DLL, .BAT, .JSP, .JAR, .SH .ASP, ASPX, .EXE, .PHP, .BIN, .DLL, .BAT,
files) to avoid exploiting insecure file execution JSP, JAR, .SH) nhim tranh khai thac diém yéu
weaknesses. thuc thi file khong an toan.
199 The folder containing uploaded files is not Thu myc chira files upload khong duoc phép co
allowed to have execute permission. quyén thyec thi (execute).
The client side does not use execute components, | Phia client khong sir dung cac thanh phan thyc thi
200 for example: flash, active-x, Silverlight, Java- (execute), vi du nhu: flash, active-x, Silverlight,

applet

Java-applet
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Configuration security

Bio méit ciu hinh (Configuration)

Components must be fully updated with patches,
free of known security vulnerabilities, and

Cgic thanh phan ‘phéi duoc cap_’ nhét cac ban va 1§i
day du, khong ton tai cac 16 hong bao mat da biét,

201 . dong thoi loai bo hét cac thanh phan (ciu hinh)
remove all unused components (configurations) o j RS S
. . khong sir dung dén, céc thict 1ap mac dinh
and default settings (default- configuration). ;
(default-configuration).
Users to connect application components (e.g. User d€ ket noi cac thanh phan tmg dung (vi du
202 between a database and an API) must only have gifra database va API) chi dugc thiét lap cac
limited permissions set to perform the required quyen han ché du dé thuc hién chtrc nang cin
function, not using the highest privileged user. thiét, khong sir dung user quyén cao nhét.
Sensitive data in configuration files (e.g., Dir li¢u nhay cam trong file cau hinh (vi du nhu
203 password parameters, secret keys, digital tham sO mat khau, khoa bi méat, chit ky s0) cua h¢
signatures) of the system must be encrypted. thong phai dugc ma hoa.
Integration security Bdo mit tich hop (Integration)
Restful API must support autheptlpatlon . Restful API phai hd trg cac co ché xac thuc bao
204 mechanisms including but not limited to: Basic, 3m nhune khane i han: Basic. TWS. JWT
JWS, JWT, etc. g g xhone giot it Basic, TS, W -
The Queue service meets common security and D}Ch i h'fmgfi(.n, (Quekue')gdap Lmg cac tiéu chun
. . . L7 bao mat va ma hoa phd bién, bao gdom nhung
encryption standards, including but not limited to: . S
- HTTPS protocol, TLS v1.2 protocol or higher khong giéi han:
205 2. ' - Giao thuc HTTPS, giao thuc TLS v1.2 trd 1én
- One-way encryption (MDS5, SHA, etc.) <1 A
. . - Ma héa mét chieu (MD5, SHA,...)
- Symmetric encryption (DES, AES, etc.) S 1 ake o
- Asymmetric encryption (RSA) - Ma héa d(r)l ximg (DES, AES,...)
- Ma hoéa bat doi xitng (RSA)
If the sqlutlon uses ﬁ!e transfer, import/export Néu gidi phép c6 sit dung o ché truyén nhan,
mechanism, the solution needs to support content
. . . . . - import/export file thi giai phap can hé trg cic
inspection requirements including but not limited
206 . . . yéu cau kiém tra ndi dung bao gdm nhung khéng
to: applying Checksum algorithms, using
electronic signatures, encrypting/decrypting files gi6i han: dp dung cdc thudt todn Checksum, str
o ghatures, encryping/decryptng ties, | qung chit ky dién tir, ma hoa/giai ma file, ...
If the solution uses ETL jobs, the solution needs Néu gidi phap co6 st dung cac job ETL thi giai
207 to support data security processing requirements phéap can ho trg cac yéu ciu vé xir Iy bao mat dir
including but not limited to: encryption, masking, | liéu bao gdm nhung khong gi6i han: encryption,
hashing, etc. masking, hashing,...
Security for Mobile applications (if the Bio méit cho trng dung Mobile (néu giai phap
solution has Mobile applications) c6 rng dung Mobile)
The application may not be connected to or called | Ung dung khong duoc ket ndi hode duge goi tir
208 from any other applications (installed on the same | cac img dung bat ky khac (cai dit trén cung hodc
or different devices) without permission. khac thiét bi) néu khéng dugc cép phép.
For data: bdi véi dir lieu:
209 - Restrict read and write permissions to public - Han che thiét 1ap quyén doc va ghi ¢ ché do

mode.
- The service or framework must use measures to

cong khai.
- Service hodc framework phai st dung bién phap
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prevent CSRF attacks

- Must be stored in folders corresponding to the
importance of the data.

For example:

+ On Android: MODE_PRIVATE attribute
should be set instead of
MODE WORLD READABLE.

+ On i0S: Depending on the importance of the
data, the programmer decides to store it in
corresponding folders such as:

§ Application.app: Store the application's
permanent contents and its executable code.
These contents are signed and checked when
executed.

§ Documents: Store regular data for the
application; Data in this folder is synced and
backed up with iCloud.

§ Library: Store data used for application
execution such as configuration files, references,
cache data, cookies.

§ * tmp: Store temporary files.

chong tan cong CSRF

- Phai luu trir vao cac thu muc tuong tng voi
murc d quan trong cua dir li€u.

Vidu:

+ Trén Android: Nén thiét 1ap thudc tinh
MODE_PRIVATE thay vi

MODE _WORLD READABLE.

+ Trén i0S: Tuy tinh chit quan trong cua dit lidu,
nguoi 1ap trinh quyét dinh s& luu trit tai cic thu
muc tuong ung nhu:

§ Application.app: Luu trir cac ndi dung ¢ dinh
ctia ung dung va ma thyc thi ciia ung dung. Cac
ndi dung nay duoc ky va kiém tra khi thyc thi.

§ Documents: Luu trit cac dir liéu thuong xuyén
cho ung dung; di liéu trong thu muc nay dugc
ddng bo va sao luu voi iCloud.

§ Library: Luu trlr cac dir liéu dung cho viéc
thuce thi ing dung nhu file cAu hinh, tham chiéu,
dir liéu cache, cookies.

§ * tmp: Luu trir c4c file tam.

Application must use mechanisms available on
the operating system such as iOS Keychain and

Ur‘lg dung phai sir dung cac co ché c6 san trén hé
diéu hanh nhu: Keychain ctia i0OS va Keystore

210 Android Keystore to store important data such as | ciia Android dé luu trit cac dir liéu quan trong
passwords and keys for encryption, decryption, nhu mat khiu, key phuc vu cac thuat todn ma
and verification of electronic signatures. hoa, giai ma, verify chit ky dién tur
Application must have mechanisms for
encryption, obfuscation and prevention of source Ung dung phai co6 co ché ma hoa, 1am nhiéu,
code decompilation, and mechanisms for chéng dich ngurgec ma ngudn, ¢6 co ché phat hién
211 detecting static/ dynamic memory attacks, tAn cong bo nhd tinh/ dong, phat hi‘én root,
detecting root and jailbreak after building the jailbreak sau khi build ing dung. Uu tién st dung
application. Prefer to use commercial products c4c san pham thuong mai nhu dexguard cho
such as dexguard for Android and ixGuard for Android va ixGuard cho I0S
108
For Mobile App, fingerprint and face can be used | Dbi véi Mobile App, c6 thé sir dung vén tay,
212 - Ao 2% < A
to support login khudn mat d€ ho trg dang nhap
8. Operations & Requirements for administration and Yéu ciu vé quan tri, giam sat hoat dong ciia hé¢
Infrastructure monitoring of system operations théng
Services The system provides a full range of reports for H¢ thong cung cap day du cac bao cao phuc vu 11
213 system administration, including at least the cho cong tac quan tri hé thong, t5i thiéu bao gdm
Céc Dich vu Co following reports: user behavior history when cac bao cao sau: lich str hanh vi cua nguoi dung

operating, user login/logout history. The system

khi tac nghiép, lich sur login/logout cuia nguoi
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so' ha ting va
Van hanh

allows administrators to query reports on a daily
basis or at any time.

dung. Hé thong cho phép can b quén tri truy van
béo cdo hang ngay hodc tai mét thoi di€ém bat ky.

- The system has the feature of recording change
history for all transactions and parameter changes

H¢ thong c6 tinh ndng ghi lai lich st thay doi cho
tat ca cac giao dich, cac thay doi tham s0 cua HE
thong. Céc thong tin dugc ghi lai toi thicu bao

214 of the System. Minimum recorded information N N \ N
includes: user information, action taken, time of som: tnong tm neuot su dnng, nanh ang d}r oc
action, data before change, data after change. thu,c h1¢n, thoi g}l an t}l UCA hién hanh dong,;(‘lu lidu
i i trudc khi thay doi, dir liu sau khi thay doi.
- The system features protection and permissions | H¢ thong c6 tinh nang bao vé va cap quycn xem/
to view/ update/ delete detailed traces of all cép nhat/ x6a cic diu vét chi t1et cho tét ca cac
transactions and parameter changes. Logs giao dich va cac thay d6i tham sb. Céac - log duge
215 recorded by applications and supporting devices/ | ghi bdi ing dung, céc thiét bi/ phdn mém hd trg
software need to be recorded clearly, easily can dugc ghi mét cach twong minh, dé h1eu va
understood and filled with information. Trace day du thong tin. Cac ban ghi ghi lai diu vét phai
records must be kept centrally for ease of control | dwoc luwu giit tp trung dé tién cho viéc kiém soat
by system administrators. clia cac nha quan tri hé théng.
The system provide features to manage and Hg thong co chirc nang quan 1y giam sat hoat
monitor application activities and issuing dong cta ung dung va dua ra cac canh bao lién
216 warnings related to system activities or the quan dén hoat dong ciia h¢ thong hodc Nha thau
Bidder must provide BIC with tools to monitor phai cung cap cho BIC cong cu giam sat hoat
system activities. dong hé théng .
The system provide features to fully record the He¢ thong ¢ chirc ndng ghi lai day du nhat ky
system's activity log. The logging system has hoat dong ciia hé théng, hé thng ghi log c6 cac
217 debug, error, info modes, etc., and allows ché do debug, error, info,... va cho phép can bo
administrators to turn on and off the modes at quan trj bat tat ché do tai ting thoi diém theo yéu
each time according to request. cu.
The system has the ability to integrate with BIC's | Hé thong c6 kha nang tich hop véi Hé thong ELK
218 ELK System, and allows administrators to enable | ctua BIC. Cho phép can b quan tri bat tit ché do
and disable integration with the ELK System tich hop voi Hé théng ELK
The system is highly parameterized to create H¢ thong duoc tham so hoa & muic cao dé tao ra
flexibility and ease of adjustment and su linh hoat, d& dang trong vi¢c didu chinh, ciu
configuration to meet future changing hinh dé dap v img céc yéu cau thay dbi trong twong
requirements without changing hard coded parts, | lai ma khong cén thay dbi cac phan duogc hard
including but not limited to the following coded, bao gom nhung khéng gidi han cac tham
parameters: s sau:
219 - Parameters related to connection between - Cac tham sb lien quan dén két nbi giira cac hé

systems, storage directory parameters, parameters
related to system performance etc., which need to
be declared separately from the application
deployment settings file.

- Parameters which ensure separation between
SIT environment, UAT environment and
Production environment.

thong, céc tham sb v& thu muc Iuu tri, cac tham
s0 lién quan den hiéu nang hé thong, cin dugc
khai bao tham sb riéng biét vai file cai dat trién
khai Gmg dung.

- Céc tham s6 dam béo phén tach dugc giita moi
truong SIT, moi truong UAT va moi truong
Production.
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- Allow BIC to adjust parameters without having
to redeploy the application and vice versa, the
deployment/ updating of the application does not
affect the declared parameters.

- Parameter configuration is subject to access
control to ensure that only administrators and
authorized officers have the right to declare/edit
parameters.

- Parameter information is clearly described in
the system operation management documents
handed over by the Bidder.

- Cho phép BIC hi¢u chinh cac tham so0 ma khong
can phai trién khai lai ung dung va nguoc lai viéc
trién khai/ cap nhat img dung khoéng anh hudng
dén cac tham sb da duogc khai bao.

- Chirc nang khai bao tham s6 dugc phan quyén
dé dam bao chi co can bd quan tri, can by dugc
phan quyén méi c6 quyén khai béo/chinh sira
tham sd.

- Cac thong tin tham sb duoc mé ta rd rang trong
tai liéu quan tri van hanh hé théng do nha thiu
ban giao.

For multi-threaded/ multi-process processing
components, the system must have parameters to

Dbi voi cac chu phan xir Iy da luang/ da tién
trinh, h¢ thong phai c6 tham s6 d¢€ khai bao va

220 declare and manage. The Bidder must fully quan ly. Nha thau phai huéng dan day du cho
instruct BIC to declare the number of threads/ BIC d¢é khai béq s0 luong/ tién trinh dugc hoat
processes operating on the system. dong trén hé thong
The system provided by the Bidder must ensure I-’Ie thg)ng d o Nha th?u Cung cap (,p hai dfl m bio

N . e . tinh san sang hoat dong tot 99,9% (khong bao
99.9% operational availability (excluding A . . 2 A s
. . gom thoi gian downtime dé thyc hién bao tri,
downtime for maintenance and system upgrades). A A TAa X
. " ’ | nang cap h¢ thong).
The Bidder's infrastructure proposal must ensure: NI S 3 oo 1s
Nha thau de xuat ha tang phai dam bao:
- All components have redundancy PO A aA |
221 . - Tat ca céac thanh phan déu c6 du phong
- Uptime: 95% i as 050,
. L - Uptime: 95%
- Operating continuity: 24/7 . s
. . - Operating continuity: 24/7
- Data needs to be continuously synchronized to S 2 4 TN A
. - Dir liéu can dugc dong bg lién tuc sang hé
the backup system (real time backup) to ensure F . . TSN
. . thong du phong (backup realtime) dé dam bao dir
data is not lost in the event of a problem. on o L Sl £
li¢u khong bi mat khi gap su co.
The system provide features to log operations He thong cén c6 chie nang ghi log hoat dong cua
according to the following mechanisms, at least theo theo céac co ché sau toi thiéu bao gom: ghi

220 including: logging to Database, logging to file, log vao Database, ghi log ra file, tich hop hé
integrating centralized logging system at BIC. thong log tap trung tai BIC. H¢ thong c6 chuc
The system provide features to configure this nang d€ nguoi dung thuc hién cau hinh co ché ghi
logging mechanism. log nay.

The system provide features to configure log He thong c6 chirc nang cau hinh log audit, debug
audit and debugging when evaluating a function khi muon déanh gia mot chirc nang hodc API, c6

223 or API, and provide features to monitor and chtre néng theo ddi (monitor), bao céo dang
report in dashboard format to monitor the dashboard dé giam sat hoat dong cta churc ning
operation of functions or APIs in real time and hoac cac API theo thoi gian thuc (realtime) va
over time in the past. theo thoi gian trong qua kh.

9. Provide Responsibility for preparing infrastructure to Trach nhiém trang bi ha tang phuc vu trién
hardware and serve project implementation khai du én
infrastructure/ 224 - The Bidder must propose the necessary - Nha thau phai d€ xuat cau hinh ha tang, thiet bi X
Cung cap phan infrastructure and equipment configuration for can thiét cho cdc mdi truong (phat trien (DEV),
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cirng, co sé ha
tang

the environments (development (DEV), system
integration testing (SIT), user acceptance testing
(UAT), and deployment within the small scope
(Pilot, optional), official deployment
(Production), high availability (HA), disaster
recovery (DR), testing for new clients (Sandbox,
optional) as appropriate with the Bidder's solution
to meet BIC's technical requirements on ensuring
system performance and security, including but
not limited to

+ Server for the system

+ Operating system

+ Storage disk cabinet

+ Network equipment

+ Load balancing device

+ Security equipment

+ Backup and restore data

+ Middle layer software

+ System software

+ Other related equipment

- The Bidder's proposed infrastructure
configuration must be analyzed on the following
basis:

+ Sizing calculation method.

+ Based on the calculation method, based on
BIC's input data to provide sizing suitable to the
system's performance requirements

- The Bidder's infrastructure configuration
proposal needs to clarify the basis, solution,
calculation method, formula, weights and related
references. For example, analyze system load
characteristics and compare with common
standards such as TPC, SPC, etc.

kiém thir tich hop hé thong (SIT), kiém thir chap
nhan nguoi st dung (UAT), trién khai trong
pham vi nho (Pilot, tiy chon), trién khai chinh
thirc (Production), dap tmg tinh sin sang cao
(HA), du phong tham hoa (DR), thtr nghiém cho
khach hang méi (Sandbox, tuy chon) sao cho phu
hop véi giai phép ctia nha thau dé dap ing yéu
ciu k¥ thuat ciia BIC vé dam bao kha ning chiu
tai (performance), bao mat ciia hé théng, bao gdm
nhung khong gidi han:

+ May chu cho hé théng

+Heé diéu hanh

+ Tt dia luu trir

+ Thiét bi mang

+ Thiét bi cin bang ti

+ Thiét bi bao mat

+ Sao luu phuc hdi dit lidu

+ Phin mém 16p giita

+ Phdn mém hé théng

+ Thiét bi lién quan khac

- Dé xuét cau hinh ha ting ciia nha thiu phai
dugc phan tich trén nhiing co so:

+ Phuong phép tinh toan sizing.

+ Can cir trén phuong phép tinh, dwa trén s6 lidu
déu vao cua BIC dé dua ra sizing phu hop véi
yéu ciu hiéu nang cua hé thong

- D& xuét cAu hinh ha ting ciia nha thiu cin phai
lam rd cén cu, giai phap, phuong phép tinh, cong
thirc, trong s6 va cac tham chiéu lién quan. Vi du:
phan tich dic tinh tai cua hé théng va dbi chiéu
v6i tiéu chuén phd dung nhu TPC, SPC v.v

225

For server systems, operating systems and
important devices of great value, the Bidder
needs to propose at least 02 different
manufacturers whose software solutions can
ensure performance and functionality
requirements. Compatible and integrated with
existing infrastructure, including at least:
Network infrastructure, security, integrated
application system.

Dbi voi cac hé théng may chu, hé diéu hanh va
céc thiét bi quan trong c6 gia tri 16n nha thiu can
dé xuét tdi thidu 02 nha san xuét khac nhau ma
giai phap phan mém c6 thé dam bao yéu cau vé
hi€u nang, tinh twong thich va tich hop dugc voi
ha tﬁng hién c6, tdi thiéu bao gf‘)m: Ha téng mang,
bao mat, hé théng tng dung tich hop.
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The Bidder's proposed infrastructure
configuration must be scalable, provided by large

Céu hinh ha ting nha thau dé xuét phai c6 kha
néng mo rong, duoc cung clp boi cac nha cung

226 and reputable suppliers, complete with
components, highly reliable, and meet cap 16n va c6 uy tin, day du cac cau phan c6 do
. tin cdy cao, d4p ing duoc yéu ciu vé hidu ning
performance requirements.
The Bidder need to provide information about Nha thau can cung cip théng tin vé cac khach
227 customers who have used similar platforms, hang da str dung nén tang tuong ty, md hinh t&
organizational models, and device components chirc, thanh phan cac thiét bi ma khach hang dé
that customers are using. dang st dung.
The Bidder proposes hardware and operating Nha thau dé xuat phan ctmg va hé diéu hanh
228 systems that are fully compatible with the tuong thich hoan toan véi phan mém Umg dung, X
application software, database and other software/ | CSDL va cac phan mém/ cong cu khac de xuat
tools proposed in the Core solution package. trong goi giai phap Core.
The solution allows BIC to proactively config Giai phap cho phép BIC chit dong ciu hinh
229 Domain and Sub-Domain for components of the Domain, Sub-Domain cho cac cdu phin ctia hé
Core system théng Core
The Bidder proposes to configure devices and Nha thau dé xuit ciu hinh cic thiét bi, may cha
servers for data storage and application phuc vu viée luu trit dit liéu va trién khai ung
deployment, operating system copyright, database | dung, ban quyén hé diéu ha‘mh ban quyén hé quan
230 management system copyright, middle layer trj co s¢ dir liu, ban quyén cac phan meém 16p X
software copyright, tool software, administration | giita, phan mém cong cu, phan mém quan tri,
software, proxy software, load balancing phin mém proxy, phan mém can bang tai... cAn
software, etc., necessary for deploying the system | trang bi dé trién khai hé thong
The Bldder needg to hg vea det'alled proposal on Nha thiu cin ¢6 d& xudt chi tiét v& danh sach,
the list and copyright information that needs to be A s A A <L 4
231 hased for the software that es th thong tin ban quyén can mua sam cua cac phan X
pure a’se or the sottware that accompanies the mém di kém giai phap cua nha thau.
Bidder’s solution.
Deployment infrastructure requirements Yéu chu vé ha thng trién khai
The system must meet implementation He¢ thong phai dap tng yéu cau trién khai trén nén
requirements on the technology platform being tang cong nghé dang dugc str dung tai BIC, bao
used at BIC, including but not limited to: gdm nhung khong gidi han:
The Bidder’s solution must meet the Giai phap cua nha thau phai dap tmg phuwong an
implementation options: trién khai:
+ Option 1: deployed on on-premises + Phwong 4n 1: trién khai trén ha ting on-
230 infrastructure premises

+ Option 2: deployed on public/private cloud
infrastructure managed and operated by BIC
If the solution is deployed on the Cloud with a
server located outside of Vietnam, it needs to
meet Decree No. 13/2023/ND-CP, report to the
Department of Cyber Security and Hi-tech Crime
Prevention (A05)

+ Phuong an 2: trién khai trén ha ting public/
private cloud do BIC tu quan tri, van hanh
Néu giai phap trién khai trén Cloud voi server dit
ngoai lanh thd VN thi cdn dap tng Nghi dinh
13/2023/ND-CP, bao cao Cuc An ninh mang va
phong chéng t6i pham sir dung cong nghé cao
(A05)
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If deployed on Cloud infrastructure, the system
needs to be designed to use a separate connection

Néu trién khai trén ha tang Cloud thi hé théng can

233 line to connect from the Cloud service provider to c0 thl‘et ke st fi ung duong truyer} nieng de ket noi
BIC. tir nha cung cap dich vu Cloud t6i BIC
In case BIC requires changing the deployment . .
infrastructure option (between Cloud and on- Trudng hop BIC yéu cbu thay d6i phuong an ha
premises and vice versa) after conducting the tang trién khai (gitra Cloud v6i on-premises va
system integration testing (SIT) phase, the Bidder | nguoc lai) sau khi da tién hanh giai doan kiém
must commit to meeting this requirement. The thir tich hop hé thong (SIT), nha thau phai cam
234 implementation plan and additional két dap ung yéu cau nay. K€ hoach thyc hién va
implementation support costs will be negotiated chi phi ho trg trién khai phat sinh thém s& dugc
and agreed upon by BIC and the Bidder on the BIC va nha thau dam phan, thong nhat trén co s¢
basis of suitability for the work to be performed phu hop véi cong Vi§c can thuc, hién va cac noi
and the contents declared by the Bidder to meet dung dé duoc nha thau tuyén bo ddp Gmg cdc yeéu
the requirements in the Project’s Technical cau trong TCKT cua Dy an.
Specifications.
The solution can be deployed on popular U S Coa A e
Container managemenf an}(li operalzioril platforms Gidi phdp c6 thé trién Khai trén nén tang quan tr,
such as Kubernetes and OpenShift, etc. The van hanh Container phé bién nhu Ku be{n etes,
Bidder must commit to supporting’BI C in OpenShift,.... Nha thau phai cam ket ho trg BIC
235 . ) o . thuc hién trién khai ciing nhu cung cap tai li¢u
implementing as well as providing guidance huéng din dé BIC c6 thé trién khai giai phap trén
documents so that BIC can deploy solutions on nén tégn Wan tri van hanh Containe% kh?cépnhu
the Container operations management platform cAu g4 P
when needed
Disaster recovery requirements Yéu cau ve phuc hoi thim hoa
The solution must ensure disaster recove a1, i a1 A A N
requirements with RTO (recovery time Y Gidi phap phai ddm bao yéu cau khi phuc sau
biective): maximum 4 hours, RPO (recov tham hoa v6i RTO (thoi gian phuc hoi sau sy ¢0):
ODJECtVE): MaXIMUM = hOurs, ecovery téi da 4 gio, RPO (thdi diém phuc hdi): thoi gian
236 point objective): maximum data loss time of 15 PO X , X
minutes mat dir li¢u toi da 1a 15 phat.
The Bidder must provide recovery procedures ihar?zﬁ Ic)gal cung cap quy trinh khoi phuc khi
when problems occur. ¥ 18 S0
Requirements for compatibility of hardware Yéu céu vé tinh twong thich phan citng may
with server of the system chii hé thong
- When proposing infrastructure for a Core S aA A A A a1, 3
solution, the hardware platform of the solution -,Khl di xua}t Ve h’?.l ta'nqg' Ch(,) gt .,Ph‘?p Coﬁr €, fcnl
must ensure that it can run on a virtualization tang phan cimg cta gidi phép phai dam bao chay
latform: dugc trén nén tang 4o hoa:
237 P If (ie loved on On-Premises: use VMWare .+ Neu trién khai trén On-Premises: s dung X
platform pPloy ' nén ting VMWare

+ If deployed on Cloud: use Virtual Private
Cloud (VPC) service

+ Néu trién khai trén Cloud: st dung dich vu
Virtual Private Cloud (VPC)
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- When proposing infrastructure for Core

- Khi d¢ xuat vé ha tang cho giai phap Core, néu

238 solution, if deployed On-Prem: Data storage trién khai On-Prem: Nén tang luu trit dit liéu dam X
platform must be able to run on SAN system béo chay dugc trén hé thong SAN
Requirements for compatibility with the user's | Yéu ciu vé tinh twong thich v6i may tram ciia
workstation ngwoi sir dung
- The Bidder's solution is compatible with - Giai phap ctia nha thiu tuong thich véi hé didu
workstation operating systems including but not X . A - iy

. . . hanh may tram bao gom nhung khong gi6i han
limited to Window 10 (Both 32/64 bit) and newer . . N 2= .
. . . . . Window 10 (Ca 32/64 bit) va cac phién ban méi
versions; MAC, Linux, mobile devices (running . A1 1t aa N

239 . . \ . hon; MAC, Linux, cac thiét bi di dong (chay trén

on Android and 10S). The Bidder's solution is A e Y A
. . . . Android va 10S). Giai phép cua nha thau tuwong
compatible with the workstation operating system . 1A A A Tx . A 1.
L . thich vdi hé dieu hanh may tram tir phién ban
from the version in common use at the time of , Ry A Tt i 2R ! .
dang st dung pho bién tai thoi di€ém trién khai
deployment
_Th? system must operate in the web -H¢ théng phai hoat dong trén moi trudng web,

240 environment, independent of the browser and POV s x1A ATA 1a .

. . ddc lap voi trinh duyét va hé diéu hanh may tram
workstation operating system
- The Bidder's solution is compatible with - Gidi phép ctia nha thau twong thich véi trinh

241 workstation browsers: Edge, FireFox, Google duyét cho may tram: Edge, FireFox, Google 7
Chrome, Safari from the version in common use Chrome, Safari tir phién ban dang str dung pho
at the time of deployment bién tai thoi diém trién khai
Communication network Mang truyén théng
The quder must propose requlreme'nts.for the Nha thau phai dé xuét cac yéu ciu vé nang luc xir
processing capacity of the communication I ctia hé théne mane truven thone nhu ban

242 network system such as transmission bandwidth, Y ¢ L1ong mang iy DS I bang X

. . L thong duong truyen, nang luc thiét bi, can bang
equipment capacity, load balancing in accordance t4i phil hop v6i d& xuAt trén véu ciu sé 224
with the proposal on request ID 224. phuop Y

3 The Bidder must propose the network topology Nha th?}u phai dé xuat mo hinh mang phti hop cho X
for the CORE system deployment viéc trién khai hé thong CORE.

Integrate with existing infrastructure Tich hep véi nén tang ha t?mg hién 6
platforms i : ¥
Adfter s1gnimng the contract, .the bidder is Sau khi ky hop ddng, Nha thiu ¢é trach nhiém
responsible for working with BIC to survey the N A . P 3

- . lam viéc vdi BIC dé khao sat toan bd ha tang
entire current [T infrastructure and propose T S S . Iy

244 ; . CNTT hién tai va dé xuat cac giai phap ha tang
solutions for infrastructure for the Core system PO Sla A PP
) . . de trién khai hé thong Core va dam bao sir dung
implementation and to ensure the effective use of S \ A s C,

RN hi€u qua ha tang san cé.
existing infrastructure
Following the award of the contract, The Sau khi ky hgp dong, Nha thau phai tuan thi cac

245 Contractor must comply to the Security and other | chinh sach bao mat va CNTT khac do BIC thuc
IT policies enforced by BIC. thi.

Availability and load distribution PN S S B £
q Yéu cau ve tinh san sang va phan tai
requirements

246 The system is built to ensure high availability: Hé¢ thong dugc xay dung dam bao tinh san sang

- If there are components such as web server,

Ccao:
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application server, database, those components
must be installed in a cluster model, ensuring the
ability to balance the load evenly between the
servers and nodes installed on the System.

- For the application server/ microservice level,
when a server/ node fails, all requests will be
transferred to the remaining active servers and
nodes.

- For server-side web applications, when a user
session is accessing a node and this node fails, the
user session will be transferred to the remaining
nodes.

- If using a load balancing device, the load
balancing device needs to meet WAF (Web
Application Firewall) and DNS-Sec (DNS
Security)

- Néu c¢6 cac cau phan nhu web server,
application server, database thi cac cdu phan d6
phai dugc cai dat theo mé hinh cluster, dam bao
kha ning can bang tai déu giita cac server, cic
node dugc cai dit trén Hé thong.

- DBbi v6i mire application server/ microservice,
khi mét server/ node bi 18i, toan b cac request s&
dugc chuyén sang cac server va cac node dang
hoat dong con lai

- Dbi v6i tng dung web server-side khi mot
session cua nguoi dung dang truy cp trén mot
node ma node nay bi 15i thi session clia ngudi
ding s€ duoc chuyen sang cac node con lai

- Néu str dung thiét bi can bang tai thi thiét bi can
bang tai can dap img WAF (Web Application
Firewall) va DNS-Sec (DNS Security)

The Bidder must provide a description of
scenarios and methods to ensure system
availability, meeting at least the following
requirements:

- The system allows easy expansion of resources
during administration and operation: Expand the
system horizontally at system components to
improve performance including and not limited to
the following cases: add more servers; increase

Nha thiu phai dua ra mé ta kich ban, phuong
phap nhim dam bao tinh sin sang ciia hé thong,
dap tmg t6i thidu cac yéu ciu:

- Hé thdng cho phép d& dang md rong tai nguyén
trong qua trinh quén tri, van hanh: M¢& rong hé
thong theo chidu ngang tai cic ciu phan ctua hé
thdng dé cai thién hi¢u ndng bao gobm va khong
gi6i han cac trudng hop: bd sung thém may chu;

247 the number of parallel processing threads on a :ilé:g zzé}rl(iinc%llsgr?gt;? lzlfgn%us;?g g&mgt
server; scenario, increase RAM, hard drive, CPU ay ci, Kich ban, fang g luong ’
capacity on a server. cune, CPUA tren mot may Cl}u'k A 1n1ia
- There is a back-up mechanism, real-time data -.CO €9 Ch? bzick-up, 9 Ch.e dong bo dir hf’?u real-

L . - time va kha nang chuyén kip thoi sang moi
synchronization mechanism and the ability to | X PR
. . . truong DR trong truong hop moi truong

promptly switch to the DR environment in case . X Cox

. . . Production va HA bi 10i.
the Production and HA environments fail. - Nha thAu phai 1am & ¢ ché Active-Active
- The Bidder must clarify the Active-Active and Ac tive-Passlijve iita DC va DR ’
Active-Passive mechanism between DC and DR. £ )
The system must be able to recover from failures gf;g(i]r;gdglﬁl};; l:it;ahrizgﬁ 5 Eﬁcdgolligst;{:l(f}?g
and ensure high data integrity (the ability to store * T T PN Ar g Tia

248 . . nang luu trit cac ket noi va cép nhat dir liu ty
connections and update data automatically when N Y o A .
the system returns to normal operation) dong khi h¢ thong quay tro lai hoat dong binh

) thuong).
The system must provide a load distribution He¢ thong phai cung cap gidi phap phan tai d¢ han

249 solution to limit the impact of the reporting ché tac dong cua hé thong béo cao, cac glao dich

system, batch transactions, and large daily query

theo 10, céc tac vu truy van hang ngay voi so
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tasks affecting the operational activities of the
Core Insurance system.

luong 16n anh hudng dén hoat dong tac nghiép
ctia h¢ thong Core Bao hiém

The system has a mechanism to allocate
resources to each specific task to utilize resources
and minimize risks to the system when one task
takes up all the resources of other tasks. For
example, reporting-related tasks are only given a

Hé thdng c6 co ché phan bo tai nguyén cho timg
tac vu cu thé dé tan dung tai nguyén va giam
thiéu rai ro cho hé théng khi mét tac vu chiém hét
tai nguyén cuia cac tac vu khac. Vi du: cac tac vu
lién quan dén bao céo chi dugc cung cip mot sb

250 limited number of resources during the main lufc_mg tf,n nevyen han ¢ ;he tf ong thoi glan glao
. . L . dich chinh d€ giam thiéu rti ro do c6 mdt cau
transaction period to minimize the risk of a query N £ - C 1A as A 1X. 1A
. . 1€nh truy van chiém qua nhiéu tai nguyén dan dén
taking up too many resources, affecting other L, \ L A 1A
. . . lam anh hudng dén cac hoat dong khac cua h¢
system operations; or batch running tasks will be o Lo ~ A
N . thong; hay céc tac vu chay batch s& duogc uu tién
prioritized for resources at batch time, etc. .. . N 0
tai nguyén hon vao thoi diém chay batch,...
10. Additional The solution is ready to support deployment on Gidi phap sin sang hd tro trién khai trén cdc nén
Technical cloud platforms in one of the following forms: tang cloud theo mot trong cac dang sau:
Capabilities for 251 - laaS - laaS
cloud readiness/ - PaaS - PaaS
Cac nang luc - SaaS - SaaS ‘
khdc ho trg cho The Bidder provides information, if deployed on | Nha thau cung cap thong tin néu trién khai trén
trién khai giai 252 the cloud, whether the cloud platform is provided | cloud thi la nén tang cloud do nha thau cung cap
phip dam may by the Bidder or provided by another partner. hay do m¢t doi tac khac cung cap
The Bidder needs to specify the territory where Nha thau can chi 18 vung lanh tho dat cic may
253 servers are located if deploying solutions on chu néu trién khai giai phap trén cac nén tang
cloud platforms cloud
If deployed on a cloud platform, the Bidder's Néu trién khai trén nén tang cloud , gidi phap cua
254 solution must be able to recover after a disaster, nha thau phai c6 kha nang phuc hoi sau tham hoa, %
and the Bidder provides instructions or necessary | nha thau cung cap cac huéng dan hodc céc kich
recovery scenarios. béan khoi phuc can thiet.
The Bidder needs to provide a Computer Security | Nha thau cin cung cap quy trinh Ung pho Su ¢
255 Incident Response process if deploying a cloud- Bdo mét My tinh neu trién khai gidi phap trén X
based solution nén tang cloud
The Bidder's solution allows BIC to perform Gidi phap cua nha thau cho phép BIC thuc hién
256 security vulnerability scanning if the solution is quét 16 hong bao mét néu tri€n khai giai phéap trén
deployed on a cloud platform nén tang cloud
The Bidder needs to provide a disaster recovery/ N;h.a tl}au can cung cap ke hoach fi ien tap p.h ue
. L . . . hoi tham tham hoa/kinh doanh lién tuc (Disaster
257 business continuity drill plan if deploying a . o SR .
: Recovery / Business Continuity) néu trién khai
cloud-based solution S T W
giai phap trén nén tang cloud
258 The Bidder's solution supports multi-tenancy Gidi phap cua nha thau hd tro kién tric multi-
architecture if deployed on the cloud tenancy néu trien khai trén cloud
If deployed on a cloud platform, the Bidder Néu trién khai trén nén tang cloud, nha thau cho
259 allows BIC to perform a risk assessment of the phép BIC thuc hién danh gia rui ro giai phap cua

Bidder's solution

nha thiu
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If deployed on a cloud platform, the Bidder

Neéu trién khai trén cloud, nha thau cung cap vi du

260 provides real-life examples of successfully thuc t& v& quan 1y 156 hdng bao mat da trién khai
deployed vulnerability management thanh cong
If deployed on a cloud platform, the Bidder needs | Néu trién khai trén nén tang cloud , nha thau can
261 to purchase insurance for the risk of data leakage | mua bao hiém cho rui ro vé ro ri dit li¢u hodc an
or network security of the solution. ninh mang gidi phép
If deployed on a cloud platfom, the Bidder's Néu trién khai trén cloud, giai phap ctia nha thau
262 solution needs to support optimal speed for Ao x £ PN A A o
can ho trg to1 wu toc d§ cho viée truy cép tir xa
remote access
If deployed on a cloud platform, the Bidder's Néu trién khai trén cloud, giai phap ctia nha thau
263 solution supports segmentation, isolation, and ho trg phan doan, c6 1ap va giam sat luu lugng
monitoring of network traffic mang
If deployed on a cloud platform, the Bidder's Neéu trién khai trén nén tang cloud, trong gidi
264 solution needs to provide a Firewall as a Service phap cuia nha thau can cung cap cau phan
(FWaaS) component. Firewall as a Service (FWaaS)
The Bidder s soilutlon has the ability tg connect to Gidi phép cita nha thiu c6 kha nang két ndi voi
document printing systems, and the Bidder has a Y SO SR S LA a1,
265 solution to support printine quickly and cac h¢ thong in an tai liéu, nha thau c6 giai phap
. pportp g4 y ho trg viéc in an dugc nhanh chong, thuén tién
conveniently.
Solutions to support printing include the Gidi phap hd trg kha ning in an bao gdbm céc
following types: dang sau:
- print forms and letters - in biéu mau va thu
266 - store, maintain and reprint later - luu trir, bao tri va in lai sau nay

- print documents in batch
- print in different positions
- real-time document printing (on demand)

- in tai liéu hang loat
-1in & cac vi tri khac nhau
- in tai lidu thoi gian thyc (theo yéu cau)

Total

Téng

290
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Phu luc - Yéu ciu Tich hop Hé thong Core va cac Hé thong ciia BIC

STT | DANH SACH YEU CAU TiCH HQP Chi tiét
1 Tich hop véi hé thong Ké toan Béang 1
2 Tich hop véi hé thong Thanh toan Bang 2
3 Tich hop véi hé théng Hoa don Bang 3
4 Cung cap kha ning tich hop cho chirc ning tai bao hiém véi cac hé thdng bén ngoai Core Béang 4
5 Tich hop v6i hé thong Quan 1y An chi Bang 5
6 Tich hop véi hé thong Quan 1y Khuyén mai Bang 6
7 Tich hop v6i hé thong Xac thuc nguoi ding Bang 7
8 Tich hop véi hé thdng Notification hub Bang 8
9 Tich hop v6i hé thong Quan 1y tai liéu (ECM) Bang 9, 10
10 Tich hop vé6i hé thong Ky sb (Signing server) Bang 11
11 Tich hop v6i hé thong Quan 1y logs Bang 12
12 Tich hop v6i hé thong Datalake Béang 13
13 Hé théng Core cung cip cac logic nghiép vu va cic cAu phan thong qua cac API Bang 14

- San pham

- Chao phi, cip don

- Ké toan

- Thong tin khach hang

- Boi thuong

- Tai bao hiém

- Thanh toan
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- Quan ly dai ly, moi gidi

- Quan ly garage, showroom

-Quanly coso y té

Bang 1

Tich hop hé thong K¢ toan BIC

1.1

Hé thong Core co thé day cac thong tin bat toan chi tiét hodc tong hop sang phan mém Ké toan cua BIC théng qua API hodc co ché
messaging, thong tin bao gom nhung khong gidi han:

- Hé thong cho phép cau hinh céc tai khoan can két chuyén

- Hé thdng cho phép cau hinh thoi diém day cac but toan két chuyén

- Thong tin but toan két chuyén bao gdom tdi thiéu cac thong tin sau:

+ M3 cong ty thanh vién cua BIC

+ Ma phong kinh doanh ctiia BIC

+ Tai khoan ké toan

+ Noi dung két chuyén

+ S6 tién két chuyén

+ Ngay ghi nhan but todn (yyyyMMdd)

+ Tén d6i tuong (khach hang, dai Iy, nha tai bao hiém...)

+ Thong tin hop dong, hd so boi thuong. ..

1.2

Heé thong Core c6 thé day cac thong tin danh muyc tai khoan ké toan sang phan mém Ké toan cua BIC thon qua API hoic co ché messageing,
thong tin bao gdm nhung khong gidi han:

- Ma tai khoan

- Tén tai khoan

- Noi dung mo ta

Bang 2

Tich hop hé thong Thanh toan ciia BIC

2.1

Thanh toén céc khoan phai thu (phi bao hiém gdc; thu doi nguoi thir 3, thu doi dong bao hiém; thu doi tai bao hiém...)

2.2

Heé thong Core c6 thé tur dong day thong tin/cung cap API van tin cac khoan phai thu sang hé thong thanh toan ctia BIC, thong tin khoan phai
thu bao gom nhung khong gidi han:

- Mi hop dong/ Ma ho so bdi thuong/ Ma dé nghi thanh toan
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- Ma cong ty thanh vién BIC

- Ma phong/ban BIC

- P6i tugng (Khach hang, nha dong bao hiém, nha tai bao hiém, bén thi ba...)

- N§i dung phai thu

- Thoi han/Ky thanh toan (yyyyMMdd)

- Loai tién té

- S4 tién phai thu theo loai tién té

- Ti gia thanh toan

- S4 tién phai thu quy d6i Viét Nam dong (VND)

23

Hé thong Core cung cap API dé tao/cip nhat thong tin cac khoan phai thu

Thong tin khodn phai thu nhu mo ta 2.2

2.4

Heé thong Core cung cap API dé tit toan cac khoan phai thu va thuc hién hach toan ké toén, thong tin bao gom nhung khong gidi han:

- M4 hop dong/ M4 ho so boi thudng/ Ma dé nghj thanh toan

- Ma cong ty thanh vién BIC

- Ma phong/ban BIC

- DBbi tugng (Khach hang, nha dong bao hiém, nha tai bio hiém, bén thir ba...)

- Noi dung khodn phai thu

- Thoi han/Ky thanh toan (yyyyMMdd)

- Loai tién té

- S6 tién phai thu theo loai tién té

- Ti gia thanh toan

- S6 tién phai thu quy doi Viét Nam dong (VND)

- S tién nhan thuc té

- S6 tai khoan ngan hang ciia don vi BIC

- Ngay nhan tién vé (yyyyMMdd)

2.5

Thanh toan cac khoan phai tra (hoa hong dai 1y; chi tra boi thudong cho khach hang; phai tra dong bao hiém; phai tra tai bao hiém...)

2.6

Hé thong Core co thé tu dong ddy thong tin/cung cip API van tin cac dé nghi thanh toan cho cac khoan phai tra da dugc phé duyét

2.7

Hé thdng Core co thé ty dong diy thong tin/cung cip API van tin cac khoan phai tra sang hé thong thanh toan cua BIC, thong tin khoan phai
tra bao gdm nhung khong gidi han:

- M dé nghi thanh toan

- Ma cong ty thanh vién BIC
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- Ma phong/ban BIC

- DBbi tugng (Khach hang, Pai 1y, nha dong bao hiém, nha tai bao hiém, bén thu ba...)

- Danh sach hop dong/ ho so boi thuong/ SOA

- Noi dung khodn phai tra

- Loai tién té

- S tién phai tra theo loai tién té

- Ti gia thanh toan

- S6 tién phai tra quy doi Viét Nam dong (VND)

- Hinh thirc tra tién (Chuyén khoan, tién mit...)

- S6 tai khoan bén thy hudng

- Ngan hang bén thu huong

2.8

Heé thong Core cung cap API dé tao/cap nhat thong tin cac khoan phai tra

Thong tin khoan phai trd nhu mo ta 2.7

2.9

He¢ thong Core cung cap API dé tit toan cac khoan phai tra va thuc hién hach toan ké toan, thong tin bao gdm nhung khong gidi han:

- M4 dé nghi thanh toan

- Ma cong ty thanh vién BIC

- Ma phong/ban BIC

- P6i tugng (Khach hang, Pai 1y, nha dong bao hiém, nha tai bao hiém, bén thi ba...)

- Danh sach hop dong/ ho so boi thuong/ SOA

- N6i dung phai tra

- Loai tién té

- Hinh thirc tra tién (Chuyén khoan, tién mat...)

- S6 tai khoan ngan hang ciia don vi BIC

- Ngay tra tién (yyyyMMdd)

Bing 3

Tich hop hé thong Héa don ciia BIC

3.1

Tich hop hé thong Xuat hoa don cho khach hang mua bao hiém

3.1.1

Hé thong Core cung cap API dé truy van thong tin thanh toan phi bao hiém theo cac ky thanh toan hop dong, thong tin bao gdm nhung khong
gidi han:

- Ma cong ty thanh vién BIC
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- Ma phong/ban BIC

- Cén bo BIC

- Loai hinh nghiép vu

- Ma Khach hang

- Tén khach hang

- Pia chi khach hang

- M3 s6 thué

- M4 hop dong

- Ky thanh toan (yyyyMMdd)

- S6 tién phi bao hiém

- Thué suat

- SO tién thué

- Nguyén té xuat hoa don

Heé thong Core cung cap API dé cdp nht trang thai xuat hoa don cho cic ky thanh toan cuia hop dong bao gdm t6i thiéu cac thong tin:

- Ma cong ty thanh vién BIC

- Ma phong/ban BIC

- Ma Khach hang

- M4 hop dong

- Ky thanh toan (yyyyMMdd)

- Ma héa don

- Trang thai (D3 xuat hoa don, Hiry hoa don...)

3.2

Tich hop hé thong Kho hoa don tir cac ddi tac

3.2.1

Hé thng Core can tich hop v6i hé thong Kho hoa don tir cac ddi tac dé 1ay thong tin cac hoa don phuc vu xir Iy bdi thuong, thong tin toi thiéu
bao gdm:

- S6 hoa don

- Ngay xuit héa don (yyyyMMdd)

- Tén nguoi ban

- Dia chi ngudi ban

- Ma s6 thué nguoi ban

- Hinh thirc thanh toan

- Tén hang hoa, dich vu
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- Pon vi tinh

- Pon gia

- S6 luong

- Thanh tién

- Thué suat

- SO tién thué

- Tong tién

- Hinh anh

- Trang thai hoa don

3.2.2

Hé thong Core co thé tw dong day thong tin hoa don da sir dung cho ho so boi thudng sang hé thong Kho héa don tir cac doi tac dé cap nhat
trang thai cac hoa don sang trang thai da st dung, thong tin toi thi€u bao gom:

- M3 ho so boi thudng

- Ma cong ty thanh vién BIC

- Ma phong/ban BIC

- S6 hoa don

- M2 s0 thué ngudi ban

- Trang thai Ba sir dung

Bang 4

Cung cap kha nang tich hop cho chirc ning tai bao hiém véi cac hé thong bén ngoai Core

4.1

H¢ thong Core c6 thé tu dong day cac thong tin cac SOA sang cac hé thong bén ngoai Core, thong tin bao gom nhung khong gidi han:

- S6 ref ciia BIC

- Sb ref cua nha nhan/nhugng tai

- Tén nha nhan/nhugng tai bao hiém

- Tén khach hang, dich vu tai

- S6 hop dong gbc

- Loai hinh bao hiém

- Thoi han bao hiém

- Thoi han thanh toan

- S6 ho so bdi thuong

- Ngay ton that
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- M ta ton that

- Nguyén t&

- Tong tién bao hi€ém

- Phi bao hiém

- Ky thanh toan

- Ti 1€ tai

- Ti 18 hoa hong tai

- Danh sach cac khoan phai thu, phai tra gom toi thiéu cac thong tin

+ Tén khoan cong ng

+ S6 tién phai thu

+ S0 tién phai tra

- Tong tién doi trir

4.2 Hé thong Core cung cap API dé nhdn thong tin cac SOA tir cac hé thong bén ngoai Core, thong tin bao gdm nhung khong gi6i han:
Thong tin SOA nhu mo6 ta 4.1
4.3 Heé thong Core cung cap API dé lap dé nghi thanh toan tai bao hiém (offset), thong tin bao gom nhung khong gidi han:

- M4 dé nghi thanh toan

- Ma cong ty thanh vién BIC

- Ma phong/ban BIC
- D61 tuong cong ng: Nha tai bao hiém

- Danh sach SOA (Thong tin SOA nhu mo ta 4.1)

- N6i dung khoan phai tra

- Loai tién té

- S tién phai tra theo loai tién té

- Ti gia thanh toan

- S4 tién phai tra quy d6i Viét Nam dong (VND)

- Hinh thirc tra tién (Chuyén khoan, tién mat...)

- S6 tai khoan bén thy huong

- Ngan hang bén thu huong
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Bang 5 | Tich hop hé thong Quan 1y 4n chi

51 H¢ théng Core cung cip API dé hé thong Quan 1y an chi ctua BIC c6 thé tao/chinh stra/hity don twong ting céc thao tac tao/chinh stra/huy véi
' cac an chi da ban duoc

5.2 Heé thong Core cung cap API dé cap nhat s6 an chi theo don bao hiém

- Ma cong ty thanh vién BIC

- Phong kinh doanh

- Can b6 kinh doanh

- S6 hop dong

- S gidy ching nhan

5.3 Hé thong Core co thé 1ay thong tin an chi tir hé thdng Quan 1y n chi cua BIC, thong tin tdi thiéu bao gdom:

- Ma cong ty thanh vién BIC

- Phong kinh doanh

- Can b6 kinh doanh

- S gidy ching nhan

- Trang thai: st dung, chua st dung

5.4 Hé thong Core co thé ty dong ddy thong tin 4n chi di sir dung sang hé thdng Quan 1y an chi cua BIC, thong tin t6i thiéu bao gdm:

- Ma cong ty thanh vién BIC

- Phong kinh doanh

- Can b6 kinh doanh

- S6 gidy chimg nhan

- Trang thai da sir dung

Bang 6 Tich hop hé thong Quan Iy ma khuyén mai

6.1 Heé thong Core cung cap API dé cap nhat ma khuyén mai theo don bao hiém, thong tin tdi thiéu bao gom:

- Ma cong ty thanh vién BIC

- Phong kinh doanh

- Can b6 kinh doanh

- S6 hop dong

- Ma khuyén mai

6.2 Hé thong Core cung cap API dé lay thong tin ma khuyén mai tir hé thong Quan 1y Promotion cuia BIC, thong tin t6i thiéu bao gom:
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- Ma cong ty thanh vién BIC

- Phong kinh doanh

- Can b6 kinh doanh

- Ma khuyén mai

- Trang thai: sir dung, chua sir dung

6.3

H¢ thong Core c6 thé tr dong day thong tin ma khuyén mai da st dung sang hé thong Quan 1y Promotion cta BIC, thong tin tdi thiéu bao
gom:

- Ma cong ty thanh vién BIC

- Phong kinh doanh

- Can b6 kinh doanh

- Kénh ban hang

- Ma khuyén mai

- Trang thai: da st dung

Bang 7

Tich hop hé thong Xac thwe nguoi dung (IDP)

7.1

Hé thong Core cung cap API cho phép tim kiém Ngudi str dung

7.2

Heé thong Core cung cap API cho phép tao méi/stra thong tin Nguoi sir dung, thong tin t6i thiéu bao gom:

- Ma cong ty thanh vién BIC

- Phong/Ban

- Ma nguoi su dung

- Tén nguoi st dung

- Ngay sinh

- G161 tinh

- Ma dang nhép

- Ma nhém nguoi stir dung

- Chuc danh

- Email, Dién thoai, May 1¢

- Trang thai

- Mi nhém quyén

- Tén nhom quyén
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- List (danh sach churc nang gan cho user)
+ ID chtrc nang
+ Ma chtrc nang
+ Tén chlric nang
+ Danh séach cac chuc nang (t€n nit hoac ap1 duoc quyén truy cap)

7.3 H¢ thong Core cung cap API cho phép truy van thong tin chi tiét ciia Nguoi sir dung
7.4 Hé thong Core cung cip API cho phép cap nhat trang thai cia Ngudi sir dung

- Ma nguoi su dung

- Trang thai: Hoat dong/Ngung
7.5 Hé thong Core cung cap API cho phép lay thong tin ty quyén cua ngudi ding
7.6 Heé thong Core cung cap API cho phép tim kiém Nhém ngudi sir dung
7.7 Hé thong Core cung cap API cho phép tao méi/sira thong tin Nhom ngudi sir dung

- Ma nhom nguoi str dung

- Tén nhoém nguodi su dung

- Danh sach quyén: Xem, stra, x0a. ..

- Danh séch chirc nang, module dugc st dung

- Trang thai nhém ngudi st dung
7.8 Heé thong Core cung cap API cho phép truy van thong tin chi tiét cia Nhom nguoi sir dung
7.9 Hé thong Core cung cap API cho phép cip nhat trang thai cia Nhom ngudi st dung
Bing 8 | Tich hop hé thong Notification hub

Héqthéng Core c6 thé day thong tin thong bao/canh bao (message) sang hé thong Notification hub ciia BIC theo 16 dung job ETL, thong tin tbi
thiéu bao gom:

- M4 d6i teong: hop dong/hd so bodi thuong/khach hang...

- N6i dung thong bao

- Ngay tao

- Trang thai

- Nguon phat sinh: hgp dong, bdi thuong, tai bao hiém.. .

- Pbi tuong nhan

- Nguon gui (SMS, ZALO, EMAIL, OTT)

Hé thong Core co thé day thong tin théng bio/canh béo (message) sang hé thong Notification hub ctia BIC qua API
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Biang 9 | Néu khong c6 chirc ning sin c6 vé quan ly tai liéu thi hé thong phai cung cip diy di cac co ché tich hop ciing nhw ¢é kha ning
customzie dé tich hgp véi hé thong ECM cua BIC

9.1 Hé théng Core c6 thé tao/update mot hoac nhiéu tai liéu trén hé théng ECM, thong tin tdi thiéu bao gém:

- M dbi tuong: hop dong/hd so bdi thudng/khach hang...

- Ma tai lidu

- Tén tai li¢u

- Ngay tao/stra/x0a

- Nguoi tao/stra/x6a

- Binh dang: Word, Excel, PDF, Image

- Phién ban
- Trang thai
9.2 Hé thong Core co thé 1y danh sach tai liéu tir hé thong ECM
9.3 Heé thong Core c6 thé 1ay nodi dung tai liéu tir hé thong ECM
9.4 Hé thong Core co thé day tai lidu sang hé thong ECM véi nhiéu phién ban
9.5 Hé thong Core co thé day tai liéu sang hé thong ECM véi nhiéu dinh dang (Word, Excel, PDF, Image...)

Bang 10 | Hé thong Core cung cap tinh niing sin c6 (out of the box) cho quan 1y tai liéu, hé thong can dam bao bao gom nhung khong giéi han:

10.1 Hé théng Core cung cép API dé tao/update mot hodc nhiéu tai liéu

10.2 Heé thong Core cung cap API lay danh sach tai liéu

10.3 Hé thong Core cung cap API 1ay ndi dung tai liéu

10.4 Hé thong Core cung cip API dé tao/update tai liéu theo phién ban

10.5 Hé thong Core cung cap API dé tao/update tai liéu v6i nhiéu dinh dang (Word, Excel, PDF, Image...)

Bang 11 | Tich hop hé thong Ky so (Signing server)
11.1 H¢ thong Core c6 thé day thong tin can ky so sang hé thong Ky s6 cua BIC, thong tin ky s6 bao gdom nhung khong gidi han:

- M3 dbi twong: hop dong/hd so bdi thudng/khach hang...

- Nghiép vy/san pham

- Ma tai lidu
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- Tén tai li¢u

- Puong dan tai liéu

- Binh dang (word, pdf...)

- Ngudi ky

- Ngay gui

- Ngudn guri

- Ma chi nhanh (HO hodc ma CTTV)

11.2

Hé thong Core cung cap API dé tiép nhan két qua xtr Iy ky sb, thong tin bao gdm nhung khong gi6i han:

- M3 dbi tuong: hop dong/hd so bdi thudng/khach hang...

- Ma tai lidu

- Pudng dan tai liéu da ky sb

- Trang thai ky

Bing 12

Tich ho’p hé thong Quan ly Log tip trung

H¢ thong Core c6 thé ty dong day thong tin can ghi log sang hé thong Quan ly log tép trung cua BIC
Hé théng Core can ghi log 1& rang cac request/response gitta cac cau phan trong noi bd hé théng Core va giita hé théng Core véi cc Gmg
dung ngoai Core cua BIC, bao gdbm nhung khong gidi han cac thong tin:

- M4 d6i tugng: hop déng/hé so boi thuong/khach hang...

- Tiéu dé log

- N6i dung gtri/nhan

- Thoi gian gri/nhan

- Nguon phat sinh: hgp dong, bdi thuong, tai bao hiém.. .

- IP

- M4/ noi dung 16i

- AppCode (Ttr app nao ghi LOG)

- Thread (Tén ludng/ process)

- Level (INFO | ERROR)

Bang 13

Yéu cau tich hop véi hé thong DataLake ciia BIC, bao gom nhung khong gi6i han

13.1

Hé thong Core c6 thé truy van thong tin ban chao phi
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13.2 Hé thong Core c6 thé truy van thong tin hop dong bao hiém

13.3 Heé thong Core c6 thé truy van thong tin hgp dong nhan/nhwong tai bao hiém

13.4 Hé thong Core c6 thé truy van thong tin hd so bdi thudng

13.5 He¢ thong Core c6 thé truy van thong tin SOA

13.6 Heé thong Core c6 thé truy van thong tin dé nghi thanh todn hoa hong, boi thuong

13.7 Hé thong Core c6 thé truy van cong no cua Khach hang, Pai 1y, Moi gi6i

13.8 H¢ thong Core c0 thé truy van lich str doanh thu, ton that ciia Khach hang

13.9 H¢ thong Core cung cap giai phap cho phép tao/cip nhét thong tin toan dién vé khach hang, phan cip thong tin khach hang

13.10 H¢ thong Core cung cap giai phap cho phép tao/cap nhat thong tin ty 16 boi thudng ciia cac nhom san pham bao hiém

13.11 H¢ thong Core cung cap giai phap cho phép tao/cip nhat thong tin ty 1& boi thuong theo timg san pham bao hiém

13.12 H¢ thong Core cung cap giai phap cho phép tao/cip nhat thong tin ty 1& boi thuong theo timng khach hang

13.13 H¢ thong Core cung cap giai phap cho phép tao/cap nhat thong tin chi phi kinh doanh cua cdc nhoém san pham bao hiém

13.14 H¢ thong Core cung cap giai phap cho phép tao/cap nhat thong tin chi phi kinh doanh theo tirng san pham bao hi€ém

13.15 H¢ thong Core cung cap giai phap cho phép tao/cap nhat thong tin ch1 phi kinh doanh theo ting khach hang

13.16 H¢ thong Core cung cap giai phap cho phép tao/cip nhat thong tin vé ty 1& phi chuan va phi thuc té theo timg san pham

13.17 H¢ thong Core cung cap giai phap cho phép tao/cap nhat thong tin veé ty 1€ giadm phi theo tirng khach hang, ting san pham bao hiém

13.18 He¢ thong Core cung cip giai phap cho phép tao/cip nhat thong tin vé du phong IBNR theo nhém san pham (con nguoi, XCG,...), chi nhanh
cap don, ..

13.19 H¢ thong Core cung cap giai phap cho phép tao/ cip nhat thong tin vé du phong dao dong 16n theo timg nghiép vu

Bang 14 | Hé thong Core phai cung cip cac logic nghiép vu va cdc ciu phan thong qua cic API bao gom nhung khéng gi¢i han

14.1 San pham

14.1.1 He¢ thong Core cung cip API cho phép liét ké tim kiém danh sach san pham, thong tin tim kiém bao gdm nhung khong gidi han:

- Nhém san pham

- Ma san pham

- Tén san pham

- Hiéu lyc san pham (Ngay bat dau va ngay két thiic)

- Loai hinh nghiép vu

- Trang thai san pham (Tao méi, Pang hoat dong, Dung hoat dong)...
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14.12 H¢ théng Core cung cap API cho phép truy van/tao méi/cap nhat thong tin chi tiét ciia mot san pham, thong tin san pham bao gom nhung
" khong gidi han:
- Cac thong tin chung vé san pham
- Nhém san pham
- Ma san pham
- Tén san pham
- Loai hinh nghiép vu bdo hiém
- Danh sach biéu mau: to trinh, chao phi, hop dong, gidy chimg nhan. ..
- Danh sach diéu khoan (quyén loi) chinh, diéu khoan bd sung: Noi dung diéu khoan, S6 tién bao hiém
- Danh sach tai liéu dinh kém
- Phi bao hiém, cong thtrc tinh phi, gidam phi
- Thué VAT
- Mitc khiu trir
- Céc trudng thong tin dau vao di cau hinh trong khai béo clia san pham
+ Thong tin cac kiéu dit liéu (kiéu sb, ngay thang, vin ban); kiéu nhap liéu (nhap van ban, lya chon, checkbox...)
+ Thong tin nguoi mua/Khach hang
+ Thong tin d6i trgng dugc bao hiém tiy theo san pham, bao gom nhung khong gidi han cac san pham, vi du:
San pham Xe co gidi: Bién xe, SO khung, Sé may, Nam san suat, Nhom xe, SO chd, Trong tai
San pham Con ngudi: Ho tén, Ngay sinh, Gioi tinh, Can cudc cong dan, Dia chi, Email, Dién thoai, Mbi quan hé voi ngudi mua
Nha tu nhan: Dia chi nha, Dién tich, Gia tri nha, Loai nha, Quyén s& hiru
+ Thong tin nguoi thu hudng
14.2 Chao phi, cap don
1421 Eé thong Core cung cip API cho phép khai bao phan cap duyét ban chao phi/ don bao hiém, thong tin phan cap bao gom nhung khong gidi
an:
- Pi twgng/nhom doi tugng
+ Can bd khai thac don vi, can bo Tru s& chinh
+ Trudng phong kinh doanh don vi, nghiép vu. Giam doc phong/Ban Tru so chinh
+ Ban lanh dao don vi, Ban Tong giam ddc
- Loai hinh nghiép vu/San pham
- Rui ro/Nhom rui ro
- S tién bao hiém
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- Ty I¢ phi

- Mirc mién thuong

- biéu khoan

- Stra 61 b6 sung

- Hinh thure khai thac

- Pbi tuong dugc bao hiém

- Pham vi dia ly

- Lich st ton that

14.2.2

Heé thong Core cung cip API cho phép truy vin danh sich phan cap duyét ban chao phi/ don bao hiém

14.2.3

Hé thong Core cung cap API cho phép tinh phi bao hiém, thong tin tinh phi bao gdm nhung khong gi6i han:

- Thong tin ngudi mua bao hiém

- Théng tin d6i twong bao hiém

- Bieu khoan, diéu kién

- Thot han bao hiém

- Ty 1€ phi, muc phi bao hiém

- SO tién bao hiém

14.2.4

Hé thong Core cung cap API cho phép nhan yéu cau chao phi bao hiém, théng tin yéu cau chao phi toi thiéu bao gom:

- Ma don vi

- Maia can bd

- Ma khéch hang CIF

- Tén khach hang

- Loai hinh khach hang

- Dia chi

- Pién thoai

“Ngudi dai dién

- Chtrc vu

- M3 s6 thué

- Thong tin danh sach di tuong bao hiém

- Danh sach tai liéu dinh kém
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14.2.5

Hé thong Core cung cap API dé tao méi/stra d6i bd sung chao phi/hop dong bao hiém, thong tin chio phi/hop dong bao gom nhung khong

gi61 han:

- Thong tin ghi nhén doanh thu

+ Ma cong ty thanh vién BIC

+ Ma phong/ban BIC

+ Cén b BIC

+ Ma dai Iy

+ Nguon gi6i thiéu

+ Kénh khai thic

Thong tin hop dong

+ S6 hop dong/ Gidy chimg nhan

+ Loai san pham: Con nguoi, Xe co gioi, Nha tu nhan...

+ Ngay cap

+ Thoi han bao hiém: Ngay gid bat dau, ngay gio két thuc

+ Chuong trinh kinh doanh

+ Goi bdo hiém

+ Phi bao hiém

+ Thué VAT

+ Danh sach diéu khoan chinh, diéu khoan b sung: No6i dung diéu khoan, Sé tién

+ Danh sach tai liéu dinh kém

+ Sb hop dong tai tyc

+ Ky thanh toan: Ngay thanh toan, S tién thanh toan

+ Muc khAu trir

+ Ti & dong bao hiém

+ Ti 18 tai bao hiém

Thong tin nguoi mua/Khach hang

+ Tén nguoi mua

+ Thong tin lién h¢: Dia chi, Email, Pi¢n thoai

+ Thong tin khach hang ca nhan: Cin cudc cong dan/Ho chiéu, Ngay sinh, gidi tinh

+ Thong tin khach hang t6 chic: Ma sb thué, CIF

- Thong tin ddi twong dugc bao hiém tiy theo san pham, bao gdm nhung khong gidi han cac san pham, vi du:
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+ San pham Xe co gidi: Bién xe, So khung, So may, Nam san suat, Nhom xe, S6 chd, Trong tai

+ San pham Con ngudi: Ho tén, Ngay sinh, Gidi tinh, Can cudc cong dan, Pia chi, Email, Dién thoai, M6i quan hé v6i ngudi mua

+ Nha tu nhan: Pia chi nha, Dién tich, Gia tri nha, Loai nha, Quyén s& hiru

- Thong tin quyén lgi bao hiém

+ Tén quyén loi

+ SO tién bao hiém

- Thong tin nguoi thy huong

+ Ho tén nguoi huong

+ Can cude cong dan/ H chi€u ngudi hudng

14.2.6 Hé thong Core cung cap API cho phép tao mdi/sira ddi Hop dong bao, hop dong nguyén tic, thong tin bao gom nhung khong gidi han

- San pham

- Ty 1¢ phi

- B6i twong bao hiém

- Diéu kién, dicu khoén...

14.2.7 Hé thong Core cung cap API cho phép tao mdi/sira ddi bo sung ban chao phi tir hop dong bao, hop dong nguyén tic

14.2.8 Hé thong Core cung cip API cho phép truy van thong tin ctia mot ban chao phi/don bao hiém

14.2.9 Hé théng Core cung cip API cho phép giri yéu cau phé duyét/ phé duyét ban chio phi/ don bao hiém, thong tin duyét bao gom nhung khong
o gi61 han:

- Ma don vi

- M ban chao phi/ Hop dong bao hiém

- Tén khach hang

- Loai hinh khach hang

- B6i twong bao hiém

- Danh sach tai liéu dinh kém

- M3 can bd trinh

- Ma cén bd duyét

- Noi dung trinh/ duyet/ tir choi

142,10 | H¢ thong Core cung cap API cho phép gui yéu cau phé duyét/ phé duyét sira ddi bo sung don bao hiém

14.2.11 H¢ thong Core cung cap API cho phép tim kiém danh sach cac chao phi/hop dong, thong tin t6i thiéu bao gom:

- S6 hop ddng/ s6 gidy ching nhan

- Ma don vi

65 /109



- Ma can bd

- Ma khéch hang CIF

- Tén khach hang

- San pham

- S6 hop dong

- Hiéu luc

- Trang thai chao phi/hgp dong

- Trang thai thanh toan phi

- Danh sach tai liéu dinh kém

14.2.12

Hé thong Core cung cip API cho phép gui yéu cau phé duyét/duyét viéc hity don bao hiém, thong tin toi thiéu bao gom:

- M4 hop dong/ Gidy chimg nhan

- Ma don vi

- Maia can bd

- Nhom nguyén nhan chdm dirt/hiy

- Ngudi yéu cau chdm dut/hiy

- Ngay yéu cau cham dit/hiy

- Ly do chdm diit/huy

14.2.13

Hé thong Core cung cap API cho phép gui yéu cau phé duyét/duyét khoi phuc don bao hiém da huy, thong tin tdi thiéu bao gom:

- M3 hop dong/ Gidy chirng nhan

- Ma don vi

- M3 can bd

- Nhéom nguyén nhan khoi phuc

- Ngay bét dau khoi phuc

- Ly do khdi phuc

14.2.14

Hé thong Core cung cip API cho phép tao don theo 16

14.2.15

Heé thong Core cung cip API cho phép cp nht s6 gidy chimg nhan bao hiém cho don bao hiém, thong tin tdi thiéu bao gom:

- S6 hop dong

- Tén khach hang

- Tén san pham

- S6 hop dong/ don bao hiém

- S6 gidy ching nhan bao hiém
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- Nguoi thyc hién

- Ngay thuc hién

14.2.16

Hé thong Core cung cip API cho phép truy vain danh sach don bao hiém dén han tai tuc theo tirng san pham, thong tin ti thiéu bao gom:

- S6 hop dong bao hiém

- San pham bao hiém

- Ma cong ty thanh vién BIC

- Tén khach hang

- Khai thac vién

- S6 ngay trude han tai tuc

- Trang thai tai tuc: Tai tuc lién tuc, khong lién tuc

14.3

Ke toan

14.3.1

Hé thong Core cung cip API cho phép truy van doanh thu (doanh thu nhén trudc, doanh thu phat sinh, doanh thu thyc thu)

14.3.2

Hé thong Core cung cap cac API ghi nhan doanh thu (doanh thu nhan trudc, doanh thu phat sinh, doanh thu thuc thu)

14.3.3

Hé thong Core cung cip API cho phép tao/cip nhat thong tin du phong phi, du phong bodi thuong

14.4

Audit log

14.4.1

H¢ thong Core cung,cép API cho phep truy van lich str hanh vi ctia ngudi dung trong hé thong theo timg ndi dung cap don/tai bao hiém/boi
thuong.., thong tin toi thi€u bao gom:

- Ma cong ty thanh vién BIC

- Can b thuc hién

- Mi don/h6 so boi thuong. ..

- Noi dung thyc hién

- Ngay thuc hi¢n

14.5

Thong tin khiach hang

14.5.1

Hé thong Core cung cip API cho phép tao/stra thong tin khach hang

14.5.2

Hé thong Core cung cap API cho phép truy van thong tin khach hang

- M3 khach hang (CIF)

- Tén khach hang

- Nhém khéch hang: Cé nhan, T6 chuc

- Théng tin khach hang c4 nhan: Can cudc cong dan/Ho chiéu, Ngay sinh, gi6i tinh. ..

- Thong tin khach hang t6 churc:

+ M3 s6 thué, CIF, Nguoi dai dién, Loai doanh nghiép. ..
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+ Phan loai khach hang: Doanh nghiép 16n, Danh nghiép vira vao nho...

+ Nganh nghé kinh doanh

- Thong tin lién hé: Dia chi, Tinh thanh, Quan huyén, Email, Dién thoai

- Thong tin Ho so bao lanh

+ Sb hop dong

+ Tén du an

+ Lién doanh nha thau

+ Gi4 tr hop dong

+ Thoi han hop dong

+ Pon fronting

+ Loai bao lanh tham gia

- Thong tin vé tai khoan cua khach hang: STK, ngén hang, dia chi ngan hang...

- Ngudn khach hang

14.5.3

Hé thong Core cung cip API cho phép truy van thong tin lich sir cap don, lich st bdi thuong cua khach hang

- Ma khach hang (CIF)

- Tén khach hang

- Tong doanh thu theo ndm

- Tong tién boi thudong theo nim

- Ti 1é ton that

- Danh sach hop dong bao hiém

- Danh sach ho so boi thuong tai BIC: S6 ho so, ngdy mé, ngay giai quyét, trang thai, tién boi thudng

14.6

Tai lidu

14.6.1

Hé théng Core cung cip API cho phép bo sung, cap nhat tai liéu cho ban chao phi/don bao hiém/hd so boi thudng/tai bao hiém/dai 1y/moi
gidi/khach hang/garage,showroom..

- M4 d6i tugng: S6 hop dong/ s6 hod so boi thuong/ mé dé nghi thanh toan...

- Tén tai li¢u yéu cau bo sung

- Ngay yéu cau bd sung

- Ngudi nhan yéu cau

- Ngay bo sung

- Nguoi bo sung

14.6.2

Heé thong Core cung cap API cho phép nhap ngan hang gia xe theo 16
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14.7

Boi thuwong

14.7.1

Hé thong Core cung cip API dé nhin yéu cau khiéu nai cho nhiéu vy, nhiéu gidy chirng nhan, nhiéu san pham, thong tin tdi thiéu bao gdom:
- Thong tin nguoi yéu cau

+ Ho tén

+ Thong tin lién h¢: Dién thoai, Email

- Théng tin d6i twong bao hiém

+ Sb hop dong/ sb gidy chimg nhan

+ San pham xe co gidi: Bién xe, S6 khung, S6 may

+ San pham con nguoi: Can cude cong dan, Ngay sinh, Ho tén

+ San pham khac: Tén ddi tuong, dia di€ém

- Théng tin t6n that

+ Ngay gio thong bao

+ Ngay gid xady ra/ ngay vao vién/ngay ra vién

+ Noi xdy ra/ cosd y té

+ Nguyén nhan/ chan doan

- Tai li¢u dinh kém

14.7.2

He¢ thong Core cung cip API cho phép tim kiém don bao hiém/ gidy chimg nhan ciia d6i tugng bao hiém, thong tin tdi thiéu bao gom:

- S6 hop dong/ s6 gidy chimg nhan

- Thong tin ngudi mua

- Théng tin d6i twong duoc bao hiém

- File Hop ddong/ Gidy ching nhan bao hiém dinh kém

14.7.3

Hé thong Core cung cap API cho phép 1ap ho so bdi thudng, théng tin t6i thiéu bao gom:

- SO hd so boi thuong

- Ngay mo ho so

- Théng tin ngudi yéu cau

- Thong tin ddi twong bao hiém

- Théng tin t6n that

- Thong tin ton that

- Tai li¢u dinh kém

14.7.4

Hé thong Core cung cap API cho phép 1ap hod so giam dinh, thong tin t6i thiéu bao gom:

- S6 ho so giam dinh
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- S6 ho so boi thuong

- Ngay mo ho so

- Cong ty giam dinh

- Chi phi gidm dinh

- Tai li¢u dinh kém

14.7.5

Hé thong Core cung cip API cho phép guri yéu cau phé duyét/duyét hd so giam dinh, ho so boi thudng, thong tin tdi thiéu bao gdm:

- Ma don vi

- M4 ho so boi thuong

- Tén khach hang

- B6i twong bao hiém

- Danh sach tai liéu dinh kém

- Ma can b0 trinh

- Ma can bd duyét

- Noi dung trinh/ duyét/ tir chdi

14.7.7

Hé thong Core cung cap API cho phép truy van thong tin cia mot hd so giam dinh, ho so boi thudng, thong tin bao gom nhung khéng gidi
han:

- S6 ho so boi thuong

- Ngay mé ho so

- Tén khach hang

- San pham

- Ti 1& thu doi dong, Ti 16 tai c6 dinh, tam thoi bao hiém

- Nguoi thong bao, nguoi lién hé: chu xe, 1ai xe, tén, email, dién thoai

- Thong tin dbi tuong dugc bao hiém

+ San pham xe co gidi: Bién xe, S6 khung, S6 may

+ San pham con ngudi: Cin cude cong din, Ngay sinh, Ho tén

+ San pham khac: Tén ddi tuong, Dia diém

- Théng tin t6n that

+ Ngay gio xdy ra, Tinh thanh xdy ra, Dia diém, Nguyén nhan, Hau qua

+ San pham con nguoi: Nguyén nhan, hinh thirc diéu tri, Ngay kham/nhép vién, Ngay ra vién, Co sO'y té, Nha thudc, M3 bénh, chan doan,

- Thong tin gidm dinh

+ Ngay gi0, Can bg gidm dinh, dién thoai, email
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+ Cac bén lién quan: Dai dién, Ho tén, Email, Di¢n thoai

- Thong tin thanh toan: Hinh thirc nhan tién, tai khoan, ngan hang

- Tinh to4n boi thuong

+ Gara, co sO y té

+ Ngay bao lanh, s tién duyét, tién yéu cau, ngay duyét, nguoi duyét

+ S6 tién boi thuong, mién thudng, khiu trur. ..

+ Bdo gid: Tén hang muc, vat tu, nhan cong, tién d€ xuat, tién duyét

+ Tén hang muc, Quyén lgi bao hiém

+ Sb vu, s6 luong, mirc do, Gia dé xuat, gia duyét, khau hao, giam tru, m1en thuong

+ N1 dung trinh duyet Dénh gia so b thiét hai, kién nghi huong gidi quyet

14.7.8

Hé thong Core cung cap API cho phép xem thong tin cia Hop dong bao hiém, théng tin t6i thiéu bao gom:

- Ma cong ty thanh vién BIC

- Ma khach hang (CIF)

- Tén khach hang

- Loai khach hang: VIP, SUPPER...

- Tong phi

- Danh séch di tugng bao hiém: Tén ddi tugng, sb tién bao hiém, Thong tin gidy ching nhan

- Thong tin dong bao hiém, tai bao hiém

14.7.9

Heé thong Core cung cip API cho phép truy van thong tin lich sir hop dong, bdi thuong clia khach hang, thong tin tdi thiéu bao gom:

- Ma khach hang (CIF)

- Tén khach hang

- Tong doanh thu theo nam

- Tong tién boi thuong theo nam

- Ti 1é ton that

- Danh sach ho so boi thuong tai BIC: S6 ho so, ngdy md, ngdy giai quyét, trang thai, tién boi thuong

14.7.12

Heé thdng Core cung cip API cho phép bdi thuong hd don vi khéc, thong tin tdi thiéu bao gom:

- Danh sach Hop dong/ Gidy chtng nhan

- Mi cong ty thanh vién BIC quan 1y hop dong

- M cong ty thanh vién BIC xur 1y ho so ho

- Noi dung yéu cau bodi thudng ho

- Céc chi phi giam dinh, giai quyét ho
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14.7.13 Hé thong Core cung cip API cho phép bd sung/cap nhat tai liéu cho ho so giam dinh/boi thudng, thong tin toi thiéu bao gom:
- S6 hd 50 bao hiém
- Tén tai liéu yéu cau bo sung
- Ngay yéu cau bd sung
- Ngudi nhan yéu cau
- Ngay bo sung
- Nguoi bo sung
14.7.15 Hé thong Core cung cap API cho phép truy van thong tin thanh toan phi don bao hiém, thong tin toi thiéu bao gom:
- S6 hop dong bao hiém
- Ma cong ty thanh vién BIC
- Danh séach ky thanh toan: ky thanh toan, ngay thuc thu
14.7.16 | Hé thong Core cung cap API cho phép trich lap/hoan nhap du phong giam dinh/boi thudng/chi phi khac, thong tin t6i thiéu bao gdm:
- S6 ho so
- Loai hinh nghiép vu
- Ngay lap du phong
-S4 tién dy phong
14.8 T4i bao hiém
14.8.1 Hé thong Core cung cép API cho phép thém/stra/sao chep/tlm thong tin hop dong nhuong tai c6 dinh
14.8.2 He thong Core cung cap API cho phép nhap/sira/duyét hop dong XOL
14.8.3 Hé thong Core cung cap API truy van thong tin bang ké thanh toan nhuong tai cd dinh (bang ké bordeaux: phi, hoa hong, boi thuong...)
14.8.4 H¢ thong Core cung cap API cho phép tao/sua/trinh/duyét ban chao nhugng téi tam thoi
14.8.5 Hé thong Core cung cip API cho phép tao/stra/xem hop dong nhuong tai tam thoi
14.8.6 Hé thong Core cung cip API cho phép thém/stra/tim hop dong nhan tai c¢b dinh
14.8.7 Hé thong Core cung cip API cho phép tao/sira/tim hop dong bao hiém (hgp dong duogc tao dwa trén cic SOA nhén tai ¢ dinh/tam thoi)
14.8.8 Heé thong Core cung cip API cho phép tao/stra/trinh/duyét ban chio nhan tai tam thoi
14.8.9 He¢ thong Core cung cip API cho phép tao hop dong nhan téi tam thoi
14.8.10 | Hé thong Core cung cap API cho phép phat hanh/stra cac SOA nhan/nhuong tai cho cong ty tai bao hiém (bao gdm phi, hoa hong, bdi
thuong,...)
14.8.11 Hé thong Core cung cap API cho phép cap nhat trang thai SOA
14.8.12 | Hé thong Core cung cap API cho phép nhap/sira cu tric tai bao hiém cho tirng don bao hiém(nhan/nhuong tai)
14.8.13 | Hé thong Core cung cap API cho phép truy van thong tin cu tric tai bio hiém (ty 1& phi/phi, ty 1¢ hoa hong/hoa hong nhan/nhugng tai...)
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14.9

Thanh toan

14.9.1

Heé thdng Core cung cip API cho phép lap dé nghi thanh todn Boi thuong theo 16 cho nhiéu hd so boi thuong

- M4 dé nghi thanh toan

- Ma cong ty thanh vién BIC

- Ma phong/ban BIC

- B6i tugng cong no: Khach hang, nha dong bao hiém, nha tai bao hiém

- Danh sach Ho so boi thudng

- Noi dung dé nghi thanh toan

- Loai tién té

- SO tién phai tra theo loai tien té

- Ti gia thanh toan

- S6 tién phai tra quy d6i Viét Nam dong (VND)

- Hinh thirc tra tién (Chuyén khoan, tién mait...)

- S4 tai khoan bén thy hudng

- Ngan hang bén thu huong

14.9.2

Heé thdng Core cung cip API cho phép giri yéu cau phé duyét / phé duyét dé nghi thanh toan giam dinh/Bdi thuong

- Ma don vi

- M4 dé nghi thanh toan

- Danh sach Ho so boi thudng

- M3 can bd trinh

- Ma cén bd duyét

- Noi dung trinh/ duyét/ tir chdi

14.9.3

He¢ thong Core cung cép API cho lap dé nghi thanh toan bdi thuong

14.9.4

Hé thong Core cung cip API cho giri yéu ciu phé duyét/duyét dé nghi thanh toan giam dinh/ boi thudng

14.9.5

Hé thong Core cung cap API cho phép truy van thong tin ctia mot dé nghi thanh toan Giam dinh/Boi thuong

14.9.6

Heé thong Core cung cip API cho phép lap dé nghi Thu doi nguoi thir 3

- S6 ho so boi thuong

- Danh sach d6i tugng thu doi: Tén dbi tuong, s6 Tién

- Ma s0 thué

- VAT

- Dia chi
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- Hoa don

- Noi dung

14.9.7

Hé thong Core cung cép API cho phép gtri yéu cau phé duyet/phe duyét Thu doi nguoi thu 3

14.9.8

H¢ thong Core cung cap API cho phép lap dé nghl Thu doi boi thudng

14.9.9

H¢ thong Core cung cap API cho phép gui yéu cau phé duyét/phé duyet de nghi Thu doi boi thuong

14.9.10

Hé thong Core cung cap API cho phép truy van thong tin ctia mot dé nghiThu doi nguoi thir 3, Thu hdi boi thuong

14.9.11

Hé thong Core cung cip API cho phép tao dé nghi thanh toan hoa hong cho dai 1y, moi gidi

- M4 dé nghi thanh toan

- Ma cong ty thanh vién BIC

- Ma phong/ban BIC

- B6i tugng cong no: Pia 1y/mai gidi

- Danh sach Hop dong

- Noi dung dé nghi thanh toan

- Loai tién té

- So tién phai tra theo loai tién té

- Ti gia thanh toan

- S6 tién phai tra quy d6i Viét Nam dong (VND)

- Hinh thirc tra tién (Chuyén khoan, tién mait...)

- S6 tai khoan bén thy hudng

- Ngan hang bén thu huong

14.9.12

Hé thong Core cung cip API cho phép giri yéu cau phé duyét/phé duyét dé nghi thanh toan hoa hong cho dai 1y, moi gidi

14.9.13

Heé thong Core cung cap API cho phép tao dé nghi thanh toan chi phi sira chita boi thuong cho Gara

- M3 dé nghi thanh toan

- Ma don vi BIC

- Ma phong/ban BIC

- Boi tugng cong no: Gara

- Danh sach ho so boi thuong

- Noi dung dé nghi thanh toan

- Loai tién té

- S6 tién phai tra theo loai tién té

- Ti gia thanh toan
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- S6 tién phai tra quy doi Viét Nam dong (VND)

- Hinh thre tra tién (Chuyén khoan, tién mat...)

- S6 tai khoan bén thy huong

- Ngan hang bén thu hu’ong

14.9.14

He thong Core cung cap API cho phép guri yéu cau phé duyét/phé duyét dé nghi thanh toan chi phi stra chira boi thudng cho Gara

14.9.15

H¢ thong Core cung cap API cho phép tao dé nghi thanh toan chi phi bao 1anh cho Co so y té

- M3 dé nghi thanh toan

- Ma don vi BIC

- Ma phong/ban BIC

- Bdi tugng cong no: Co sd y té

- Danh sach ho so boi thuong

- Noi dung dé nghi thanh toan

- Loai tién té

- S tién phai trd theo loai tién té

- Ti gid thanh toan

- S6 tién phai tra quy d6i Viét Nam dong (VND)

- Hinh thtc tra tién (Chuyén khoan, tién mit...)

- S6 tai khoan bén thy huong

- Ngan hang bén thu huong

- Trang thai

14.9.16

Heé thong Core cung cip API cho phép giri yéu cau phé duyét/phé duyét dé nghi thanh toan chi phi bao lanh cho Co sd y té

14.9.17

H¢ théng Core cung cap API cho phép lap dé nghi thanh toan tai bao hiém (c6 ddi trir - offset hodc khong ddi trir) trén co sé danh sach SOA
du diéu kién thanh toan cua nha tai

14.9.18

Hé thong Core cung cap API cho phép van tin cac khoan phai thu phai tra

14.10

Tich hop hé thong Quan ly Pai ly, Mai gi6i

14.10.1

He¢ thdng Core cung cip API cho phép tim kiém dai Iy, méi gidi

14.10.2

Heé thong Core cung cip API cho phép tao m&i/sira thong tin dai 1y, moi gidi, thong tin bao gom nhung khéng gidi han:

- Ma cong ty thanh vién BIC

- Sb hop dong dai 1y/méi gidi

- Ma dai ly/moi gidi

- Tén dai 1y/mdi gidi
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- Thong tin 1ién hé: Email, Dién thoai, Dia chi

- S6 CMND/CCCD/Ho chiéu

- Ma s0 thué

- S6 tai khoan ngén hang, Ngan hang

- Ngay bat dau hoat dong, ngay két thiic

- Danh séach khai bo ti 16 hoa hong

+ Tén loai hinh nghiép vu

+ Ti 1é hoa hong

14.10.3

Hé thong Core cung cip API cho phép truy van thong tin chi tiét cua dai Iy, moi giGi

14.10.4

Hé thong Core cung cap API cho phép cip nhét trang thai cta dai Iy, moi gidi

14.10.5

Hé thong Core cung cap API cho phép cap nht ti 16 hoa hong cho dai 1y, méi gidi

14.10.6

Hé thong Core cung cip API cho phép truy véan thong tin cong no (doanh thu, hoa hong) dai 1y, méi giGi

14.10.7

Hé thong Core cung cap API cho phép gui yéu cau phé duyét/duyét cac yéu cau thay doi thong tin cua dai Iy, moi gioi

14.11

Tich hop hé thong Quin ly garage, showroom

14.11.1

Hé thong Core cung cap API cho phép tim kiém Gara

14.11.2

Hé thong Core cung cip API cho phép nhdn thong tin yéu cau bao lanh tir Gara, thong tin bao gdm nhung khong gi6i han:

- Thong tin ngudi yéu cau

+ Ho tén chu xe

+ Thong tin lién h¢: Dién thoai, Email

- Théng tin ddi twong bao hiém

+ Sb hop dong/ sb gidy chimg nhan
+ Bién xe, SO khung, SO may

- Thong tin bdo lanh

+ Ngay gio thong bao

+ Ngay gi0d vao ra Gara

+ Thong tin stra chita

+ S0 tién yéu cau

- Tai li¢u dinh kém

- Trang thai

14.11.3

Hé thong Core cung cap API cho phép duyét/tir chdi yéu cau bao lanh tir Gara

14.11.4

Heé thdng Core cung cip API cho phép tao méi/stra thong tin Gara, t6i thiéu bao gom:
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- Ma cong ty thanh vién BIC

- Tén Gara

- Ma s0 thué

- Nguoi lién hé

- Thong tin 1ién h¢: Pia chi, Tinh thanh, Quan huyén, Email, Dién thoai

- Thong tin thanh toan: Tén ngan hang, So tai khoan, Ngudi thu hudng

- Lién két v6i BIC, Sura chita chinh hang, Loai xe sua chira...

- Trang thai

14.11.5

He¢ thdng Core cung cip API cho phép truy van thong tin chi tiét cia Gara

14.11.6

Hé thong Core cung cap API cho phép cap nhat trang thai ciia Gara

14.11.7

Hé thong Core cung cap API cho phép truy van thong tin cong ng ctia Gara

14.11.8

Hé thong Core cung cip API cho phép giri yéu cau phé duyét/duyét cic yéu cau thay doi thong tin cia garage, showroom

14.12

Tich hop hé thong Quan Iy Co sé'y té

14.12.1

Heé thong Core cung cép API cho phép tim kiém Co 56 y té

14.12.2

Hé thong Core cung cip API cho phép nhan thong tin yéu cau bao lanh tir Co s6 y té, thong tin tdi thiéu bao gom:

- Thong tin ngudi yéu cau

+ Ho tén nguoi yéu cau

+ Mo6i quan hé voi ngudi duge bao hiém

+ Thong tin lién h¢: Dién thoai, Email

- Thong tin nguoi dugc bao hiém

+ Sb hop dong/ sb gidy chimg nhan

+ Can cudc cong dan, Ngay sinh, Ho tén

- Thong tin bdo lanh

+ Ngay gio thong bao

+ Ngay gid vao vi¢n, ra vién

+ Thong tin khdm chira bénh

+ Quyén loi yéu cau bao lanh

+ SO tién yéu cau

- Tai li¢u dinh kém

- Trang thai

14.12.3

Hé thong Core cung cip API cho phép duyét/tir chdi yéu cau bao 1anh tir Co 56 y té
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14.12.4

Hé thong Core cung cip API cho phép tao mdi/sira thong tin Co sd 'y té, tdi thiéu gom:

-Tén cosoyté

- Ma s0 thué

- Nhom: Co sé y té, Nha thudc...

- Thong tin 1ién h¢: Pia chi, Tinh thanh, Quan huyén, Email, Dién thoai

- Thong tin thanh toan: Tén ngan hang, So tai khoan, Ngudi thu hudng

- Hinh thirc bao 1anh: N4i trti, Ngoai tra, Rang...

- Trang thai

14.12.5

Heé thdng Core cung cip API cho phép truy van thong tin chi tiét ctia Co so y té

14.12.6

Hé thong Core cung cip API cho phép cap nhat trang thai ctia Co sd y té

14.12.7

Hé thong Core cung cap API cho phép truy van thong tin cong ng ctia Co so y té

14.12.8

Hé thong Core cung cip API cho phép giri yéu cau phé duyét/duyét cac yéu cau thay doi thong tin ciia Co s6' y té
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Appendix - Requirements for Integration between Core system and BIC systems

No LIST OF INTEGRATION REQUIREMENTS Detail
1 Integration with Accounting system Table 1
2 Integration with Payment system Table 2
3 Integration with Invoice system Table 3
4 Provides integration for the reinsurance function with systems outside of Core Table 4
5 Integration with the Preprinted Certificate Management system Table 5
6 Integration with Promotion Management system Table 6
7 Integration with User Authentication system Table 7
8 Integration with Notification hub system Table 8
9 Integration with Enterprise Content Management (ECM) system Table 9, 10
10 Integration with Digital Signing system Table 11
11 Integration with Logs Management system Table 12
12 Integration with Datalake system Table 13
13 The Core system provides business logic and components through APIs Table 14

- Product
- Quotation, policy issuance
- Accounting
- Customer information
- Compensation
- Reinsurance
- Payment
- Management of agents and brokers
- Garage and showroom management
- Medical facility management
Table 1 | Integration with BIC Accounting system
1.1 The Core system can push detailed or aggregated accounting information to BIC's Accounting software via API or messaging mechanism.

The information includes but is not limited to:

- The system allows configuration of accounts that need to be transferred
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- The system allows configuration of time to push transfer entries

- Transfer entry information includes at least the following information:

+ BIC member company code

+ BIC business department code

+ Accounting account

+ Transfer content

+ Amount transferred

+ Date of recording entry (yyyyMMdd)

+ Name of subject (customer, agent, reinsurer, etc.)

+ Policy information, Claim documents, etc.

1.2 The Core system can push accounting account category information to BIC Accounting software via API or messaging mechanism. The
information includes at least:
- Account number
- Account name
- Description content
Table 2 | Integration with BIC's Payment system
2.1 Payment of accounts receivable (original insurance premiums; third party collections, co-insurance collections, reinsurance collections, etc.)
2.2 The Core system can automatically push information/provide an API to query accounts receivable to BIC's payment system. Accounts

receivable information includes but is not limited to:

- Contract number/ Claim document number/ Payment request number

- BIC member company code

- BIC department/division code

- Subjects (Customers, co-insurers, reinsurers, third parties, etc.)

- Accounts receivable content

- Payment term/period (yyyyMMdd)

- Currency

- Amount receivable by currency

- Payment exchange rate

- Amount receivable converted into Vietnamese Currency (VND)
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23

The Core system provides an API to create/update accounts receivable information

Accounts receivable information as described 2.2

24

The Core system provides an API to settle accounts receivable and perform accounting. The information includes but is not limited to:

- Contract number/ Claim document number/ Payment request number

- BIC member company code

- BIC department/division code

- Subjects (Customers, co-insurers, reinsurers, third parties, etc.)

- Content of accounts receivable

- Payment term/period (yyyyMMdd)

- Currency

- Amount receivable by currency

- Payment exchange rate

- Amount receivable converted into Vietnamese Currency (VND)

- Amount actually received

- Bank account number of BIC unit

- Date of receipt of money (yyyyMMdd)

2.5

Payment of accounts payable (agency commissions; customer Claim payments; coinsurance payable; reinsurance payable, etc.)

2.6

The Core system can automatically push information/provide an API to query payment requests for approved accounts payable.

2.7

The Core system can automatically push information/provide an API to query accounts payable to BIC's payment system. The information
on accounts payable includes but is not limited to:

- Payment request number

- BIC member company code

- BIC department/division code

- Subjects (Customers, Agents, co-insurers, reinsurers, third parties, etc.)

- List of contracts/Claim documents/SOA

- Content of accounts payable

- Currency

- Amount payable by currency

- Payment exchange rate

- Amount payable converted to Vietnamese Currency (VND)

- Payment method (Bank transfer, cash, etc.)
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- Beneficiary account number

- Beneficiary bank

2.8

The Core system provides an API to create/update information on accounts payable

Accounts payable information as described 2.7

2.9

The Core system provides an API to settle accounts payable and perform accounting. The information includes but is not limited to:

- Payment request number

- BIC member company code

- BIC department/division code

- Subjects (Customers, Agents, co-insurers, reinsurers, third parties, etc.)

- List of contracts/Claim documents/SOA

- Content of accounts payable

- Currency

- Payment method (Bank transfer, cash, etc.)

- Bank account number of BIC unit

- Payment date (yyyyMMdd)

Table 3

Integration with BIC's invoice system

3.1

Integrate the Invoicing system for insurance customers

3.1.1

The Core system provides an API to query insurance premium payment information according to payment periods. The information
includes but is not limited to:

- BIC member company code

- BIC department/division code

- BIC officer

- Type of business

- Customer code

- Customer name

- Customer address

- Tax code

- Contract number

- Payment period (yyyyMMdd)
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- Insurance premium amount

- Tax rate

- Tax amount

- Original currency of invoice

The Core system provides an API to update invoice status for payment periods of the policy, including at least the following information:

- BIC member company code

- BIC department/division code

- Customer code

- Policy number

- Payment period (yyyyMMdd)

- Invoice number

- Status (Invoice issued, Invoice canceled, etc.)

3.2

Integrate invoice warehouse system from partners

3.2.1

The Core system needs to integrate with the Invoice Warehouse system from partners to retrieve invoice information for claim processing,

at least including:

- Invoice number

- Invoice date (yyyyMMdd)

- Seller’s name

- Seller’s address

- Seller’s tax code

- Payment method

- Name of goods and services

- Unit of measurement

- Unit price

- Quantity

- Amount

- Tax rate

- Tax amount

- Total amount

- Image

- Invoice status
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The Core system can automatically push used invoice information for claim records to the Invoice Warehouse system from partners to
update the status of invoices to used status, at least including:

- Claim document number

- BIC member company code

- BIC department/division code

- Invoice number

- Seller's tax code

- Status: Used

Table 4

Provides integration for the reinsurance function with systems outside of Core

4.1

The Core system can automatically push SOA information to the systems outside of Core. The information includes but is not limited to:

- BIC's reference number

- Reference number of reinsurer/ceding company

- Name of reinsurer/ceding company

- Customer name, reinsurance service

- Original contract number

- Type of insurance

- Duration of insurance

- Payment term

- Claim document number

- Date of loss

- Description of loss

- Original currency

- Total insurance amount

- Insurance premium

- Payment period

- Reinsurance rate

- Reinsurance commission rate

- List of accounts receivable and accounts payable includes at least the following information

+ Name of debt
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+ Amount receivable

+ Amount payable

- Total offsetting amount

4.2 The Core system provides an API to receive SOA information from the systems outside of Core. The information includes but is not limited
to:
SOA information as described in 4.1

4.3 The Core system provides an API to create/update a reinsurance offsetting request, including but not limited to:

- Offsetting request number

- BIC member company code

- BIC department/division code

- Debt subject: Reinsurer

- SOA List (SOA information as described in 4.1)

- Content of accounts payable

- Currency

- Amount payable by currency

- Payment exchange rate

- Amount payable converted to Vietnamese Currency (VND)

- Payment method (Bank transfer, cash, etc.)

- Beneficiary account number

- Beneficiary bank

Table S | Integration with Preprinted Certificate Management system

The Core system provides an API so that BIC's Preprinted Certificate Management system can create/edit/cancel policies corresponding to
5.1 ) ) . .
the create/update/canceling operations of sold Preprinted Certificates.

5.2 The Core system provides an API to update the Preprinted Certificate number according to the insurance policy

- BIC member company code

- Business Department

- Business staff

- Policy number

- Certificate number
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The Core system can retrieve the Preprinted Certificate information from BIC's Preprinted Certificate Management system. The information

5.3 includes at least:

- BIC member company code

- Business Department

- Business staff

- Certificate number

- Status: used, unused

The Core system can automatically push information on the used Preprinted Certificates to BIC's Preprinted Certificate Management

>4 system, including at least following information:

- BIC member company code

- Business Department

- Business staff

- Certificate number

- Status: Used

Table 6 | Integration with Promotional Code Management system

6.1 The Core system provides an API to update promotional codes according to insurance policies

- BIC member company code

- Business Department

- Business staff

- Policy number

- Promotional code

The Core system provides an API to retrieve promotional code information from BIC's Promotion Management system, including at least

6.2 the following information:

- BIC member company code

- Business Department

- Business staff

- Promotional code

- Status: used, unused
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The Core system can automatically push information about the used promotional codes to BIC's Promotion Management system, including

6.3 at least the following information:

- BIC member company code

- Business Department

- Business staff

- Sales Channel

- Promotional code

- Status: Used

Table 7 | Integration with Identity Provider (IDP) system

7.1 The Core system provides an API that allows searching for Users

7.2 The Core system provides an API that allows creating/updating User information, including at least the following information:

- BIC member company code

- Department/Division

- User ID

- User name

- Date of birth

- Gender

- Login ID

- User group ID

- Title

- Email, Phone, Extension

- Status

- Permission group code

- Permission group name

- List (list of functions assigned to users)
+ Function ID
+ Function code
+ Function name
+ List of functions (node name or API with access rights)

7.3 The Core system provides an API that allows querying detailed information of the User
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7.4 The Core system provides an API that allows updating the status of the User

- User code

- Status: Active/ Suspended
7.5 The Core system provides an API that allows obtaining user authorization information
7.6 The Core system provides an API that allows searching for User Groups
7.7 The Core system provides an API that allows creating/updating User Group information

- User group code

- User group name

- Permissions list: View, edit, delete, etc.

- List of functions and modules used

- User group status

7.8 The Core system provides an API that allows querying detailed information of User Groups

7.9 The Core system provides an API that allows updating the status of User Groups

Table 8 | Integration with Notification hub system

The Core system can push notification/warning information (message) to BIC's Notification hub system in batches using ETL jobs,
including at least the following information:

- Subject code: contract/Claim document/customer, etc.

- Message content

- Date created

- Status

- Sources of origin: contract, Claim, reinsurance, etc.

- Recipient

- Sending source (SMS, ZALO, EMAIL, OTT)

The Core system can transfer notification/warning information (message) to BIC's Notification hub system via API

Table 9 | If there is no existing document management function, the system must provide full integration mechanisms, and have the ability to
customize to integrate with BIC's ECM system.

9.1 The Core system can create/update one or more documents on the ECM system. The information includes at least:

- Subject code: contract/Claim document/customer, etc.
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- Document code

- Document name

- Date created/modified/deleted

- Created/edited/deleted by

- Format: Word, Excel, PDF, Image

- Version
- Status
9.2 The Core system can get the document list from the ECM system
9.3 The Core system can retrieve document content from the ECM system
9.4 The Core system can push documents to the ECM system with multiple versions
9.5 The Core system can push documents to the ECM system in many formats (Word, Excel, PDF, Image, etc.)
Table 10 | The Core system provides out of the box features for document management. The system needs to ensure including but not limited
to the following:
10.1 The Core system provides an API to create/update one or more documents
10.2 The Core system provides an API to get a list of documents
10.3 The Core system provides an API to get document content
10.4 The Core system provides an API to create/update documents by version
10.5 The Core system provides an API to create/update documents in many formats (Word, Excel, PDF, Image...)
Table 11 | Integration with the Digital Signing system
11.1 The Core system can push information that needs to be digitally signed to BIC's Digital Signing system. Digitally signed information

includes but is not limited to:

- Subject code: contract/Claim document/customer, etc.

- Business/product

- Document code

- Document name

- Document link

- Format (word, pdf, etc.)

- Signatory
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- Sending date

- Sending source

- Branch code (HO or member company code)

11.2

The Core system provides an API to receive digital signature processing results

- Subject code: contract/Claim document/customer, etc.

- Document code

- Digitally signed document link

- Signing status

Table 12

Integration with the centralized Log Management system

The Core system can automatically push information to be logged to BIC's centralized log management system.
The Core system needs to clearly log requests/ responses between components within the Core system and between the Core system and
BIC's non-Core applications, including but not limited to the following information:

- Subject code: contract/Claim document/customer, etc.

- Log title

- Sending/receiving content

- Sending/receiving time

- Sources of origin: policy, Claim, reinsurance, etc.

- [P

- Error code/content

- AppCode (From which app LOG is recorded)

- Thread (Thread/process name)

- Level (INFO | ERROR)

Table 13

Requirements for integration with BIC's DataLake system, including but not limited to

13.1

The Core system can query quotation slip information

13.2

The Core system can query insurance contract information

13.3

The Core system can query inward/outward reinsurance contract information

13.4

The Core system can query Claim document information

13.5

The Core system can query SOA information
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13.6 The Core system can query information about requests for payment of commission and Claim

13.7 The Core system can query debts of Customers, Agents, and Brokers

13.8 The Core system can query the customer's revenue and loss history
13.9 The Core system provides solutions that allow creating/updating comprehensive information about customers and decentralizing customer
information.

13.10 | The Core system provides a solution that allows creating/updating Claim rate information of insurance product groups

13.11 The Core system provides a solution that allows creating/updating Claim rate information for each insurance product

13.12 | The Core system provides a solution that allows creating/updating Claim rate information for each customer

13.13 | The Core system provides a solution that allows creating/updating business cost information of insurance product groups

13.14 | The Core system provides a solution that allows creating/updating business cost information for each insurance product

13.15 | The Core system provides a solution that allows creating/updating business cost information for each customer

13.16 | The Core system provides a solution that allows creating/updating information about standard and actual premium rates for each product.

13.17 | The Core system provides a solution that allows creating/updating information about premium reduction rates for each customer and each
insurance product.

13.18 | The Core system provides a solution that allows creating/updating IBNR reserve information by product group (human, XCG, etc.), policy-
issuing branch, etc.

13.19 | The Core system provides a solution that allows creating/updating information about large fluctuation reserves for each operation

Table 14 | The Core system must provide business logic and components through APIs including but not limited to

14.1 Products

14.1.1 | The Core system provides an API that allows listing and searching product lists. The search information includes but is not limited to:

- Product group

- Product code

- Product name

- Product validity (Start date and end date)

- Type of business

- Product status (New, Active, Discontinued), etc.

The Core system provides an API that allows querying/creating/updating detailed information of a product. The product information

14.1.2 includes but is not limited to:

- General information about the product

91/109



- Product group

- Product code

- Product name

- Type of insurance business

- List of forms: statements, quotation slips, contracts, certificates, etc.

- List of main provisions (benefits), additional provisions: Content of provisions, Insurance amount

- List of attached documents

- Insurance premium, premium calculation formula, premium reduction

- VAT

- Deduction amount

- Configured input information fields in the product declaration

+ Information about data types (number, date, text); input type (text entry, selection, checkbox, etc.)

+ Buyer/Customer information

+ Information about insured subject depending on the product, including but not limited to, for example:

Motor vehicle products: Vehicle registration plate number, chassis number, engine number, year of manufacture, vehicle group, number of
seats, tonnage

Human Products: Full name, Date of birth, Gender, Citizen identity card, Address, Email, Phone, Relationship with buyer

Private house: House address, Area, House value, House type, Ownership

+ Beneficiary information

14.2

Quotation, issuance of policies

14.2.1

The Core system provides an API that allows hierarchical declaration through premium quotation slips/insurance policies. The hierarchical
information includes but is not limited to:

- Subjects/group of subjects

+ Unit operations officers, Head Office officers

+ Head of sales department of the unit and operations department. Director of Department/Division of the Head Office

+ Board of Directors of the Unit, Board of General Directors

- Type of business/Product

- Risk/Risk group

- Insurance money

- Premium rate

- Normal exemption level
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- Provisions

- Amendments and supplements

- Form of exploitation

- Insured subject

- Geographical scope

- Loss history

14.2.2

The Core system provides an API that allows querying a hierarchical list for approval of premium quotation slips/insurance policies

14.2.3

The Core system provides an API that allows calculating insurance premium. The information about premium calculation includes but is not

limited to:

- Insurance buyer information

- Information about the insured subject

- Terms and conditions

- Duration of insurance

- Premium rate, insurance premium

- Insurance amount

14.2.4

The Core system provides an API that allows receiving requests for premium quotation slips. The information on requests for premium
quotation slips includes at least:

- Entity code

- Officer code

- CIF number

- Customer name

- Type of customer

- Address

- Telephone

- Representative

- Position

- Tax code

- Information on list of insured subjects

- List of attached documents
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14.2.5

The Core system provides an API to create/update premium quotation slips/insurance contracts. The information on premium quotation
slips/insurance contracts includes but is not limited to

- Revenue recognition information

+ BIC member company code

+ BIC department/division code

+ BIC staff

+ Agent code

+ Referral source

+ Exploitation channel

- Contract information

+ Contract number/Certificate

+ Product type: Human, Motor vehicles, Private houses, etc.

+ Date of issue

+ Insurance period: Start date and time, end date and time

+ Business program

+ Insurance package

+ Insurance premium

+ VAT

+ List of main provisions and additional provisions: Content of provisions, Amount

+ List of attached documents

+ Renewal contract number

+ Payment period: Payment date, Payment amount

+ Deduction level

+ Coinsurance rate

+ Reinsurance rate

- Buyer/Customer information

+ Buyer's name

+ Contact information: Address, Email, Phone

+ Personal customer information: Citizen ID/Passport, Date of birth, gender

+ Organizational customer information: Tax code, CIF

- Information on insured subjects depending on the product, including but not limited to following products, for example:
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+ Motor vehicle products: Vehicle registration plate number, chassis number, engine number, year of manufacture, vehicle group, number of

seats, tonnage

+ Human Products: Full name, Date of birth, Gender, Citizen identity card, Address, Email, Phone, Relationship with buyer

+ Private house: House address, Area, House value, House type, Ownership

- Insurance benefits information

+ Benefit name

+ Insurance amount

- Beneficiary information

+ Full name of beneficiary

+ Citizen identity card/ passport of the Beneficiary

14.2.6

The Core system provides an API that allows creating/updating underwriting contracts, and principle contracts. The information includes
but is not limited to

- Product

- Premium rate

- The insured subject

- Conditions, terms, etc.

14.2.7

The Core system provides an API that allows creating/ updating premium quotation slips from underwriting contracts, and principle
contracts.

14.2.8

The Core system provides an API that allows querying information about a premium quotation slip/insurance policy

14.2.9

The Core system provides an API that allows sending requests for approval/ approving premium quotation slips/insurance policies. The
approval information includes but is not limited to:

- Entity code

- Premium quotation slip/Insurance contract number

- Customer name

- Type of customer

- The insured subject

- List of attached documents

- Submitting officer code

- Approving officer code

- Content submitted/approved/rejected

14.2.10

The Core system provides an API that allows sending requests for approval/approving amendments to insurance policies
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The Core system provides an API that allows searching for a list of premium quotation slips/insurance contracts. The information includes

142.11 at least:

- Contract number/certificate number

- Entity code

- Officer code

- CIF number

- Customer name

- Product

- Contract number

~Validity

- Premium quotation slip/contract status

- Premium payment status

- List of attached documents

The Core system provides an API that allows sending requests for approval/ approving cancellation of insurance policies. The information

14.2.12 includes at least:

- Contract/Certificate number

- Entity code

- Officer code

- Group of reasons for termination/cancellation

- Person requesting termination/cancellation

- Date of request for termination/cancellation

- Reason for termination/cancellation

The Core system provides an API that allows sending requests for approval/ approving reinstatement of canceled insurance policies. The

14.2.13 information includes at least:

- Policy/Certificate number

- Entity code

- Officer code

- Reinstatement cause group

- Reinstatement start date

- Reason for reinstatement

14.2.14 | The Core system provides an API that allows creating policies by batch
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The Core system provides an API that allows updating the insurance certificate number for an insurance policy. The information includes at

14.2.15 least:

- Contract number

- Customer name

- Product name

- Insurance contract/policy number

- Insurance certificate number

- Implementer

- Implementation date

The Core system provides an API that allows querying the list of insurance policies due for renewal by each product. The information

L includes at least:

- Insurance contract number

- Insurance products

- BIC member company code

- Customer name

- Operator

- Number of days before the renewal deadline

- Renewal status: Continuous, intermittent renewal

14.3 Accounting

14.3.1 | The Core system provides an API that allows querying revenue (revenue received in advance, revenue generated, revenue actually received)

14.3.2 | The Core system provides APIs for revenue recognition (revenue received in advance, revenue generated, revenue actually received)

14.3.3 | The Core system provides an API that allows creating/updating premium reserve and compensation reserve information

144 | Audit log

14.4.1 | The Core system provides an API that allows querying user behavior history in the system according to each content of policy
issuance/reinsurance/Claim, etc. The information includes at least:

- BIC member company code

- Implementation staff

- Policy number/Claim document code, etc.

- Implementation content

- Implementation date

14.5 Customer information
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14.5.1 | The Core system provides an API that allows creating/updating customer information
14.5.2 | The Core system provides an API that allows querying customer information
- Customer Information File (CIF) number
- Customer name
- Customer group: Individuals, Organizations
- Personal customer information: Citizen ID/Passport, Date of birth, gender, etc.
- Organizational customer information:
+ Tax code, CIF, Representative, Business type, etc.
+ Customer classification: Large enterprises, small and medium enterprises, etc.
+ Business lines
- Contact information: Address, Province, District, Email, Phone
- Information on guarantee documents
+ Contract number
+ Project name
+ Bidder joint venture
+ Contract value
+ Contract term
+ Fronting policy
+ Guarantee type
- Information about customer accounts: A/C number, bank, bank address, etc.
- Customer sources
14.5.3 | The Core system provides an API that allows querying information about policy issuance history and customer Claim history
- Customer Information File (CIF) number
- Customer name
- Total revenue by year
- Total Claim by year
- Loss rate
- List of insurance contracts
- List of Claim documents at BIC: Document number, opening date, settlement date, status, Claim amount
14.6 Documents
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14.6.1

The Core system provides an API that allows adding and updating documents for premium quotation slips/insurance policies/Claim
documents/ reinsurance/ agents/brokers/ customers/garages, showrooms, etc.

- Subject code: Contract number/ Claim document number/ Payment request number, etc.

- Name of document required to be supplemented

- Date of request for supplement

- Recipient of request

- Date of supplement

- Person in charge of supplementing

14.6.2

The Core system provides an API that allows importing vehicle price banks in batches

14.7

Claim

14.7.1

The Core system provides an API to receive complaint requests for many cases, many certificates, and many products. The information
includes at least:

- Requester information

+ Full name

+ Contact information: Phone, Email

- Information about the insured object

+ Contract number/certificate number

+ Motor vehicle products: Vehicle registration plate, chassis number, engine number

+ Human products: Citizen identity card, Date of birth, Full name

+ Other products: Name of subject, location

- Loss information

+ Date and time of notification

+ Date and time of occurrence/date of hospitalization/date of discharge from hospital

+ Place of occurrence/medical facility

+ Cause/diagnosis

- Attachments

14.7.2

The Core system provides an API that allows searching for insurance policies/certificates of insured objects. The information includes at
least:

- Contract number/certificate number

- Buyer information

- Information on insured subjects
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- Contract/Insurance certificate file attached

14.7.3

The Core system provides an API that allows creating/updating Claim documents. The information includes at least:

- Claim document number

- Document opening date

- Requester information

- Information about the insured subject

- Loss information

- Loss information

- Attachments

14.7.4

The Core system provides an API that allows the creation of inspection documents. The information includes at least:

- Inspection document number

- Claim document number

- Document opening date

- Inspection company

- Inspection cost

- Attachments

14.7.5

The Core system provides an API that allows sending requests for approval/ approving inspection documents, Claim documents. The
information includes at least:

- Entity code

- Claim document code

- Customer name

- The insured subject

- List of attached documents

- Submitting officer code

- Approving officer code

- Content submitted/approved/rejected

14.7.7

The Core system provides an API that allows querying information of an inspection document, and Claim document. The information
includes at least:

- Claim document number

- Document opening date

- Customer name
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- Product

- Coinsurance collection rate, treaty reinsurance rate, facultative reinsurance rate

- Notifying person, contact person: vehicle owner, driver, name, email, phone

- Information on insured subjects

+ Motor vehicle products: Vehicle registration plate number, chassis number, engine number

+ Human products: Citizen identity card, Date of birth, Full name

+ Other products: Name of subject, Location

- Loss information

+ Date and time of occurrence, Province of occurrence, Location, Cause, Consequences

+ Human products: Cause, form of treatment, Date of examination/hospitalization, Date of discharge, medical facility, Pharmacy, Disease
code, diagnosis

- Inspection information

+ Date and time, Inspection officer, phone, email

+ Related parties: Representative, Full name, Email, Phone

- Payment information: Payment method, account, bank

- Claim calculation

+ Garage, medical facility

+ Guarantee date, approval amount, request amount, approval date, approval person

+ Claim, exemption, deduction amount, etc.

+ Quotation: Item name, materials, labor, proposal fee, approval fee

+ Item name, Insurance benefits

+ Number of cases, quantity, level, Proposed price, approved price, depreciation, deduction, exemption

+ Content submitted for approval: Preliminary assessment of damage, proposed solution

14.7.8

The Core system provides an API that allows viewing information of the Insurance Contract. The information includes at least:

- BIC member company code

- Customer information file (CIF) number

- Customer name

- Customer type: VIP, SUPPER, etc.

- Total premium

- List of insured subjects: Name of subject, insurance amount, Certificate information

- Information on co-insurance and reinsurance
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14.7.9 | The Core system provides an API that allows querying contract history and customer Claim information. The information includes at least:

- Customer information file (CIF) number

- Customer name

- Total revenue by year

- Total Claim by year

- Loss rate

- List of Claim documents at BIC: Document number, opening date, settlement date, status, Claim amount

14.7.12 | The Core system provides an API that allows Claim on behalf of other units. The information includes at least:

- List of Contracts/Certificates

- Code of BIC member company in charge of managing contracts

- Code of BIC member company in charge of handling documents on-behalf

- Content of request for Claim on-behalf

- Expenses for inspection and settlement on-behalf

14.7.13 | The Core system provides an API that allows adding/ updating documents to inspection/ Claim documents. The information includes at least:

- Insurance document number

- Name of document required to be supplemented

- Date of request for supplement

- Recipient of request

- Date of supplement

- Person in charge of supplementing

14.7.15 | The Core system provides an API that allows querying insurance policy premium payment information. The information includes at least:

- Insurance contract number

- BIC member company code

- List of payment periods: payment period, actual collection date

The Core system provides an API that allows the appropriation/ reversal of inspection reserve/ Claim/other expenses, minimum information

14.7.16 includes:

- File number

- Type of business

- Reserve date

- Reserve amount

14.8 Reinsurance
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14.8.1 | The Core system provides an API that allows adding/updating/copying/searching outward treaty reinsurance contract information

14.8.2 | The Core system provides an API that allows importing/updating/browsing XOL contracts

14.8.3 | The Core system provides an API to query information about treaty slip payment statements (Bordeaux statements: premiums, commissions,
Claim, etc.)

14.8.4 | The Core system provides an API that allows creating/updating/submitting/approving quotation slips for outward facultative reinsurance

14.8.5 | The Core system provides an API that allows creating/updating/viewing outward facultative reinsurance contract

14.8.6 | The Core system provides an API that allows adding/updating/finding inward treaty reinsurance contract

14.8.7 | The Core system provides an API that allows creating/updating/finding insurance policies (policies are created based on SOAs of inward
treaty/facultative reinsurance)

14.8.8 | The Core system provides an API that allows creating/updating/submitting/approving quotation slips for inward facultative reinsurance

14.8.9 | The Core system provides an API that allows creating/updating inward facultative reinsurance contracts

14.8.10 | The Core system provides an API that allows issuing/ updating SOAs of inward/ outward reinsurance for reinsurance companies (including
premiums, commissions, Claim, etc.)

14.8.11 | The Core system provides an API that allows SOA status updates

14.8.12 | The Core system provides an API that allows entering/updating the reinsurance structure for each insurance policy (inward/outward
reinsurance).

14.8.13 | The Core system provides an API that allows querying reinsurance structure information (premium rate/premium, commission rate/
commission for inward/outward reinsurance, etc.)

14.9 Payment

14.9.1 | The Core system provides an API that allows making Claim payment requests in batches for multiple Claim documents

- Payment request number

- BIC member company code

- BIC department/division code

- Debt subjects: Customers, co-insurers, reinsurers

- List of Claim Documents

- Payment request content

- Currency

- Amount to be paid by currency

- Payment exchange rate

- Amount payable converted to Vietnamese Currency (VND)

- Payment method (Bank transfer, cash, etc.)

103 /109



- Beneficiary account number

- Beneficiary bank

14.9.2

The Core system provides an API that allows sending requests for approval/ approving requests for payment of inspection/Claim

- Entity code

- Payment request number

- List of Claim Documents

- Submitting officer code

- Approving officer code

- Content submitted/approved/rejected

14.9.3

The Core system provides an API for making Claim payment requests

14.9.4

The Core system provides an API for sending requests for approval/approving requests for payment of inspection/Claim

14.9.5

The Core system provides an API that allows querying information about an inspection/ Claim payment request

14.9.6

The Core system provides an API that allows making a third-party collection request

- Claim document number

- List of objects to be collected: Name of object, amount of money

- Tax code

- VAT

- Address

- Invoice

- Content

14.9.7

The Core system provides an API that allows sending a request for approval/approving 3rd party Collection

14.9.8

The Core system provides an API that allows making claims for Claim

14.9.9

The Core system provides an API that allows sending requests for approval/approving claim requests

14.9.10

The Core system provides an API that allows querying information about a request for third-party collection or Claim recovery

14.9.11

The Core system provides an API that allows creating/updating commission payment requests for agents and brokers

- Payment request number

- BIC member company code

- BIC department/division code

- Debt subjects: Agent/broker

- List of contracts

- Payment request content
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- Currency

- Amount to be paid by currency

- Payment exchange rate

- Amount payable converted to Vietnamese Currency (VND)

- Payment method (Bank transfer, cash, etc.)

- Beneficiary account number

- Beneficiary bank

14.9.12 | The Core system provides an API that allows sending requests for approval/approving commission payment requests to agents and brokers.

14.9.13 | The Core system provides an API that allows creating/updating requests to pay Claim repair costs to the Garage

- Payment request number

- BIC unit code

- BIC department/division code

- Debt subject: Garage

- List of Claim documents

- Payment request content

- Currency

- Amount to be paid by currency

- Payment exchange rate

- Amount payable converted to Vietnamese Currency (VND)

- Payment method (Bank transfer, cash, etc.)

- Beneficiary account number

- Beneficiary bank

14.9.14 | The Core system provides an API that allows sending requests for approval/approving requests for payment of Claim repair costs to the
Garage.

14.9.15 | The Core system provides an API that allows creating/updating requests to pay guarantee costs for medical facilities

- Payment request number

- BIC unit code

- BIC department/division code

- Debt subject: Medical facility

- List of Claim documents

- Payment request content
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- Currency

- Amount to be paid by currency

- Payment exchange rate

- Amount payable converted to Vietnamese Currency (VND)

- Payment method (Bank transfer, cash, etc.)

- Beneficiary account number

- Beneficiary bank

- Status

14.9.16 | The Core system provides an API that allows sending requests for approval/approving requests for payment of guarantee costs to medical
facilities.

14.9.17 | The Core system provides an API that allows making reinsurance payment requests (with offset or without offset) based on the reinsurer's
list of SOA eligible for payment.

14.9.18 | The Core system provides an API that allows querying accounts receivable and accounts payable

14.10 | Integration with Agent and Broker Management systems

14.10.1 | The Core system provides an API that allows searching for agents and brokers

14.10.2 | The Core system provides an API that allows creating/updating agent and broker information, including but not limited to:

- BIC member company code

- Agency/brokerage contract number

- Agent/broker code

- Agent/broker name

- Contact information: Email, Phone, Address

- ID card/Citizen Identity card/Passport number

- Tax code

- Bank account number, Bank

- Operation start date, end date

- List of commission rate declarations

+ Name of type of business

+ Commission rate

14.10.3 | The Core system provides an API that allows querying detailed information of agents and brokers

14.10.4 | The Core system provides an API that allows updating the status of agents and brokers

14.10.5 | The Core system provides an API that allows updating commission rates for agents and brokers
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14.10.6 | The Core system provides an API that allows querying debt information (revenue, commissions) of agents and brokers
14.10.7 | The Core system provides an API that allows sending requests for approval/approving requests to change information of agents and brokers.
14.11 Integration with the garage and showroom management system
14.11.1 | The Core system provides an API that allows searching for Garage
14.11.2 | The Core system provides an API that allows receiving guarantee request information from Garage, including but not limited to:
- Requester information
+ Vehicle owner's full name
+ Contact information: Phone, Email
- Information about the insured object
+ Contract number/certificate number
+ Vehicle registration plate number, chassis number, engine number
- Guarantee information
+ Date and time of notification
+ Date and time of entering and exiting the garage
+ Repair information
+ Amount requested
- Attachments
- Status
14.11.3 | The Core system provides an API that allows approval/rejection of guarantee requests from Garage
14.11.4 | The Core system provides an API that allows creating/updating Garage information, minimum included:
- BIC member company code
- Name of Garage
- Tax code
- Contact
- Contact information: Address, Province, District, Email, Phone
- Payment information: Bank name, Account number, Beneficiary
- Link with BIC, Genuine Repair, Type of vehicle repaired, etc.
- Status
14.11.5 | The Core system provides an API that allows querying Garage's detailed information
14.11.6 | The Core system provides an API that allows updating the status of the Garage
14.11.7 | The Core system provides an API that allows querying Garage's debt information
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14.11.8 | The Core system provides an API that allows sending requests for approval/approving requests to change information of garages and
showrooms.

14.12 | Integration with the medical facility management system

14.12.1 | The Core system provides an API that allows searching for medical facilities

14.12.2 | The Core system provides an API that allows receiving guarantee request information from medical facilities, including at least the
following information:

- Requester information

+ Full name of the requester

+ Relationship with the insured person

+ Contact information: Phone, Email

- Insured person information

+ Contract number/certificate number

+ Citizen identity card, Date of birth, Full name

- Guarantee information

+ Date and time of notification

+ Date and time of hospital admission and discharge

+ Medical examination and treatment information

+ Benefits to which guarantee is requested

+ Amount requested

- Attachments

- Status

14.12.3 | The Core system provides an API that allows approval/ rejection of guarantee requests from medical facilities

14.12.4 | The Core system provides an API that allows creating/updating medical facility information, including at least the following information:

- Name of medical facility

- Tax code

- Group: Medical facilities, Pharmacies, etc.

- Contact information: Address, Province, District, Email, Phone

- Payment information: Bank name, Account number, Beneficiary

- Form of guarantee: Inpatient, Outpatient, Dental, etc.

- Status

14.12.5 | The Core system provides an API that allows querying detailed information of medical facilities
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14.12.6 | The Core system provides an API that allows updating the status of medical facilities
14.12.7 | The Core system provides an API that allows querying debt information of medical facilities
14.12.8 | The Core system provides an API that allows sending requests for approval/approving requests to change information of medical facilities.

109/109



